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1

Get Ready for NICE Perform eXpress!

NICE Perform eXpress can be easily and quickly installed in just a few hours using a simple and
intuitive installation and configuration process. It can be installed and configured either from a
central location or at the local site.

In organizations where several NICE Perform eXpress systems are installed, it is possible to
provide a common configuration for all the systems simultaneously. Then finalize the
configuration of each system either remotely or locally.

This guide provides instructions for installing and configuring the Avaya DMCC TSAPI Active
VoIP telephony environment.

Avaya DMCC TSAPI Active VolP cannot be part of a Mixed Environment.

Contents
NICE Perform eXpress Installation WOrkflow ... 12
Quality Management: Evaluations and Screen Recording .........ooecevvvvieieneeeeenesiinnns 13
Setting Up a Workstation or Agent DeSKIOP .....ccovvviiiiiiiiiiiiieiiee et 14
What Will | Find in Other NICE Perform eXpress GUIides? .....ccccccvveeeeeeveiiesciinvieennen 15
Where are the NICE Perform eXpress TOOIS? ..oovveiiiiiiiicciiieieeen e 18
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NICE Perform eXpress Installation Workflow l

NICE Perform eXpress Installation Workflow

The Avaya DMCC TSAPI Active VolIP telephony environment is comprised of the following:

Telephony CTI Type Avaya CM

CTl Interface AES DMCC (CMAPI)
Reporting Type CTI

Recording Type Active VoIP

Use the following workflow to install and start using your NICE Perform eXpress. Except where
indicated, all procedures appear in this guide.

Table 1-1:
Procedure Page Installer’s Notes
1. Prepare a machine for NICE Perform eXpress.
See the NICE Perform eXpress Pre-Installation
Guide.
In a Mixed Environment do this only one time.
2. Time Setup for NICE Perform eXpress 21
In a Mixed Environment do this only one time.
3. Configure the switch for NICE Perform eXpress. 141
Switch configuration is the responsibility of the
site administrator. Guidelines are provided in
Preparing the Avaya DMCC Environment.
4. |Installing the Avaya AES TSAPI Client 27
5. Installing NICE Perform eXpress 33
In a Mixed Environment do this only one time.
6. Configuring NICE Perform eXpress 67
7. Managing Users and Groups 105
8. Initializing Backup 123
9. Testing your NICE Perform eXpress 127
See also:

Quality Management: Evaluations and Screen Recording on page 13

Setting Up a Workstation or Agent Desktop on page 14

Chapter 1: Get Ready for NICE Perform eXpress!
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Quality Management: Evaluations and Screen Recording l

Quality Management: Evaluations and Screen Recording

If your site has a Quality Management license, you can do the following:
1. Mark interactions for QM monitoring and evaluations.
2. Record screens together with voice interactions.

For details on using Quality Management, see the Quality Management Guide.

To mark interactions for QM do the following:

* Inthe Storage and Rules tab of the Configuration application, create QM rules to mark
interactions QM. See Defining Quality Management (QM) Rules on page 99.

To record screens do the following:

1. Inthe Storage and Rules tab of the Configuration application, define screen storage. See
Defining Screen Recording on page 98.

2. Create QM rules to initiate screen recording. See Defining Quality Management (QM)
Rules on page 99.

3. On all workstations where screens will be recorded, run the Client Installation. See Quality
Management: Client Installation for Screen Recording on page 214.

On all workstations where screens will be viewed, do the following:

* Run the Client Installation. See Quality Management: Client Installation for Screen
Recording on page 214,

Chapter 1: Get Ready for NICE Perform eXpress!
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Setting Up a Workstation or Agent Desktop l

Setting Up a Workstation or Agent Desktop

There are three different workstation scenarios for NICE Perform eXpress users:
* A user (administrator) logs in to NICE Perform eXpress on the machine where it is installed.

* A user (administrator) logs in to NICE Perform eXpress on a different machine connected to
the NICE Perform eXpress machine for the purpose of managing agents and using NICE
Perform eXpress applications.

* Anagent is recorded by NICE Perform eXpress and does not ever log in to NICE Perform
eXpress.

To prepare a workstation proceed as follows:

4. In the first two scenarios above, the workstation must be prepared according to Configuring
Internet Explorer for NICE Perform eXpress on page 210.

5. If you have a Quality Management (QM) license, the NICE Client installation must be run
on all machines where agent screens will be recorded or played back. This includes agent
workstations where the agent is recorded but never logs in to NICE Perform eXpress. See
Quality Management: Client Installation for Screen Recording on page 214.

Chapter 1: Get Ready for NICE Perform eXpress!
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What Will I Find in Other NICE Perform eXpress Guides? l

What Will | Find in Other NICE Perform eXpress Guides?

The documentation for NICE Perform eXpress is divided into a number of guides. The following
table explains the audience and main tasks for each of these guide types:

NICE Perform eXpress
Guide

Audience Provides Instruction To...

Administrator’s Guide

IT Professional

Understand system alerts and backup device
status.

¢ Update licenses.

*  Verify channel activity.

*  Monitor channels in real time.
¢ Define users and groups.

* Query audit messages.

¢ Define extended retention for storage.

Central Administration
Guide

IT Professional Define CTI and storage parameters at one
central location for use at all locations

(Branches).

* Deploy CTI and storage definitions to the
Branches.

* Create IT administrators who can access and
manage all the Branches.

¢ Update existing CTI and Storage
configurations at all NICE Perform eXpress
Branches.

Installation Guides

NICE Installer

Install the NICE Perform eXpress hardware
and software.

* Configure NICE Perform eXpress for the
telephony environment.

*  Prepare the CTI for NICE Perform eXpress.
(Guidelines are provided: The CTI setup is the
responsibility of its manufacturer.)

Interactions Guide: Query
and Playback

Manager or Run a built-in query to find interactions and
Agent/Trader play them back.

* Create a customized query to find specific
interactions.

e Save an interaction from NICE Perform
eXpress to a standard format in order to play it
back on any media player.

Chapter 1: Get Ready for NICE Perform eXpress!
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What Will I Find in Other NICE Perform eXpress Guides? l

NICE Perform eXpress

Guide (Continued) Audience Provides Instruction To...
Maintenance Guide IT Professional, | Verify the NICE Perform eXpress system is
NICE Installer functioning correctly by means of a Support
Calendar.

* Maintain the NICE databases.

* Expand an existing NICE Perform eXpress
system on the same server and to a
replacement machine.

* Replace faulty boards.

* Recover a system.

* Manage NICE Services and logs.
* Respond to SNMP traps.

* Manage NICE Perform eXpress versions and
updates.

* Change the server name. (Business Partners
only)

Migrating from NiceCall Business *  Migrates NiceCall Focus Il and NiceUniverse

Focus IIl and NiceUniverse |Partner 8.9 systems to NICE Perform eXpress.
8.9

Pre-Installation Guide NICE Installer

Select the correct server/PC for the NICE
Perform eXpress system.

¢ Harden the machine in order to prepare a
secure environment for the NICE Perform
eXpress system.

¢ Install the required software before installing
the NICE Perform eXpress system.

e Verify the necessary anti-virus requirements.

Quality Management Guide |Manager, *  Configure quality management, which
Agent/Trader or includes setting up screen recording, defining
IT Professional QM rules, monitoring client machines, and
defining QM users.

e Create forms for quality management.
* Query for interactions marked for QM.
¢ Evaluate agents/traders.

* Generate reports.

Chapter 1: Get Ready for NICE Perform eXpress!
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gluCi:(IjEeP(%r:)cr)]rt:r:]S;(dp)ress Audience Provides Instruction To...
Troubleshooting Guide IT Professional, |« Manage NICE Services and logs.
gllji:iézzta”er’ Respond to SNMP traps.
Partner *  Troubleshoot:
e Licensing
e Archiving
* Playback
* Recording
* PCl eXpress Interface Boards
* Integrations (Vendor-side)
Upgrade Guide NICE Installer ¢ Upgrade NICE Perform eXpress from
Releases 1.0 and 2.1 to Release 3.0.
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Where are the NICE Perform eXpress Tools?

The tools for NICE Perform eXpress are documented in the Installation Guides, the Maintenance
Guide, the Troubleshooting Guide, and Migrating NiceCall 111 and NiceUniverse 8.9. A key to the
documentation for each tool is listed below:

Tool

Documented in these NICE Perform eXpress Guides

Archive Tool

Migrating NiceCall Focus Il and NiceUniverse 8.9

Board Diagnostic Tool

Troubleshooting Guide

Board Numbering Tool

Not applicable for boards from NICE Perform
eXpress 1.0

Installation Guides

Troubleshooting Guide

eXpress Assistant

Installation Guides

Troubleshooting Guide

Log Collector

Maintenance Guide

Troubleshooting Guide

Log Viewer

Maintenance Guide

Troubleshooting Guide

NICE Migration Application

Migrating NiceCall Focus Il and NiceUniverse 8.9

Performance Collector

Troubleshooting Guide

Rename Host

Maintenance Guide

Security Configuration Tool

Maintenance Guide

Services Configuration Manager

Maintenance Guide

Troubleshooting Guide

Site Readiness Tool

Pre-Installation Guide

Chapter 1: Get Ready for NICE Perform eXpress!
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Limitations l
Limitations

The following limitations are currently in effect for the NICE Perform eXpress 3.0 installation.
This installation guide contains only those limitations that directly affect installation. For a
complete list of limitations, refer to the latest Release Note.

Known Issues and Limitations
Avaya TSAPI is not supported on Windows 2008.

Active VoIP environments cannot be part of a Mixed Environment.

w NP

Windows Update installation might cause NICE Perform eXpress installation or NICE
Perform eXpress Update Pack installation to fail.

Verify that Windows Update installation is not running before beginning installation.

4, From the pre-installation stage onwards, the NICE Perform eXpress machine must be
connected to the network at all times.

5. Recording may stop after applying changes to disable or enable use of Backup
Devices. Verify that the NTLogger service is started. If the NTLogger service is not
started, restart the machine.

6. In a mixed environment, when one environment is deleted, Channel Monitoring might
stop working. Workaround: Delete both environments and reconfigure.

7. When migrating from NiceCall Focus Il or NiceUniverse 8.9, tapes recorded with
compression type PCM p-law cannot be retrieved by NICE Perform eXpress.

Chapter 1: Get Ready for NICE Perform eXpress!
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Time Setup for NICE Perform eXpress

Before you begin installing your NICE Perform eXpress system, configure your NICE Perform
eXpress machine with the correct date, time, and time zone. You must also prepare it for
daylight saving time. Once you begin the installation process, you will not be able to reset the

date, time, or time zone.

WARNING
I If you make any changes to the Date, Time, or Time Zone after your system is installed, your
. license will become invalidated. In this event, contact NICE Support and see the

Troubleshooting Guide for further information.

Contents
Preparing the Server for Daylight Saving TiMe ........vvieeeiiiiiice e 22
Setting Time Without @n NTP SEIVEN ... s e e e e e e e e annenes 23
Setting Time With @an NTP SEIVEL .....ccccuiiiiiiiiiece e er e e e e e e e e e s eaaes 24
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Preparing the Server for Daylight Saving Time

Before you begin installing your NICE Perform eXpress system, configure your NICE Perform
eXpress machine with the correct date, time, and time zone, and define daylight saving time.
Once you begin the installation procedures, you will not be able to reset the date, time, or time
zone.

WARNING

If you make any changes to the Date, Time or Time Zone after your system is installed, your
license will become invalidated. In this event, contact NICE Support and see the
Troubleshooting Guide for further information.

Remember! After you have completed the procedure below, you do not have to reset any clocks
or restart your machine when Daylight Savings Time begins or ends.
Follow the instructions in one of the following procedures:

* If your site does not use an NTP server for time synchronization, define Daylight Saving Time
on the Time Zone tab as described in Setting Time without an NTP Server on page 23.

_Or-

e If your site uses an NTP server for time synchronization, define the server on the Internet
Time tab as described in Setting Time with an NTP Server on page 24.

Chapter 2: Time Setup for NICE Perform eXpress
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Setting Time without an NTP Server

If your environment does not use an NTP server for time synchronization, use the following
procedure to set time and prepare for Daylight Saving Time.

To set date and time parameters:
1. Right-click the clock in the Notification area, and select Adjust Date/Time.
-or-
From the Start menu, select Settings > Control Panel. Then double-click Date and Time.

The Date and Time window appears.

Date and Time |Add\tiuna\ Clocks I Internet Time I

,/ \.\ Drate:
/ N Monday, Sugust 16, 2010

|' -
I‘-\ o Tirne:
\ ; 4 ssesaam

= {7 Change date and time... |

Time zone

(GMT-05:00) Eastern Time (US & Canada)

Daylight Saving Tirne ends an Sunday, Movernber 07, 2000 at 2:00 AW, The
clock is setto go back 1 hour at this time,

¥ Remind me one week before this change occurs

How do I set the clock and time zone?

oF | Cancel | Apgly: |

2. To change the current time, click Change date and time.
3. Inthe Time zone area, click Change time zone.

The Time Zone Settings Window appears.

Set the time zone: Select a
SeleCt Time zane: Time Zone
thlS Optlon (GMT-05:00) Eastern Time (US & Canada) “_

_> v Automatically adjust clock for Daylight Saving Time

Current date and time: honday, &ugust 16, 2010, 12:59 PR
MNewr date and time: honday, August 16, 2010, 5:59 Ak

In the Time zone box, select the time zone at your site.
Select Automatically adjust clock for Daylight Saving Time.

Click OK to close the Time Zone Settings window.

N g &

Click OK to close the Date and Time window.
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Setting Time with an NTP Server

If your environment uses an NTP server for time synchronization, use the following procedure to
set time and prepare for Daylight Saving Time.

To set date and time parameters:
1. Right-click the clock in the Notification area, and select Adjust Date/Time.
-or-
From the Start menu, select Settings > Control Panel. Then double-click Date and Time.

The Date and Time Properties window appears.

Date and Time |Additi0nal Clocks I Internet Time I

Date:
Monday, August 16, 2010

Tirne:
5:59:54 &AM

¢ Change date and time...

Time zane

(GMT-05:00) Eastern Time (US & Canada)

| Change time zone... I

Daylight Saving Tirme ends on Sunday, Movember 07, 2010 at 2:00 Akd, The
clock is setto go back 1 hour at this time.

IV Rernind e one week before this change occurs

How do I set the clock and time zone?

OF | Cancel | Apply |

2. To change the current time, click Change date and time.
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3. Select the Internet Time tab.

' Date and Time I Additional Clacks  Internet Time |

This computer is set to automatically synchronize with
‘tirneaindows.cam',

Mext synchronization: 8/23/2010 at 11:14 AM

The clock was successfully synchronized with timewindows.corm on
81672010 at 1:04 Ph.

| ¢ Change settings... I

What is Internet time synchronization?

OF Cancel Apply

4. Click Change settings.

The Internet Time Settings window appears.

Select
this op[ion Configure Internet time settings:

_> ¥ Synchronize with an Internet time server

Server: | timeaindows.corm

j Update riow |

Setting Time with an NTP Server l

Select your
NTP Server

The clock was successfully synchronized with timewindows.corm on
81672010 at 1:05 Ph.

Ok I Cancel

Select Synchronize with an Internet time server.

Click OK to close the Internet Time Settings window.

© N o O

Click OK to close the Date and Time window.

In the Server field, select your NTP server. Then click Update now.
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3

Installing the Avaya AES TSAPI Client

The CTI Client software must be installed on the NICE Perform eXpress. Prior to installing the

client software, the CTI must be prepared for NICE Perform eXpress. See Preparing the CTI for
NICE Perform eXpress on page 167.

Contents
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Installing Client Software on the NICE Perform eXpress

In an environment using the AES Server, install the Avaya Application Enablement Services
(AES) TSAPI Client on the NICE Perform eXpress.

Before beginning this procedure, confirm that the CTI was prepared properly for NICE Perform
eXpress. See Preparing the CTI for NICE Perform eXpress on page 167.

IMPORTANT

= * The Avaya AES TSAPI Client installed on the NICE Perform eXpress must be version
4.2.1, regardless of the Avaya AES Server version.

For further details, see the Integration Description Document (IDD).

To install the Avaya AES TSAPI Client software:

1. Insert the AES TSAPI Client installation CD in the CD-ROM drive of the NICE Perform
eXpress.

The Avaya AES TSAPI installation wizard starts.

Figure 3-1 Avaya AES TSAPI Installation Wizard - Setup

Welcome to the Avaya Application Enablement
Services TSAPI Client Setup program.

The InztallShield® wizard will install TSAP! Client on pour
computer. To continue, click Mest.

Cancel

2. Click Next.

The Choose Destination Location window appears.
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Installing Client Software on the NICE Perform eXpress l

Figure 3-2 Choose Destination Location Window

Setup E3)

Choose Destination Location
Select falder where Setup will install files. = \' .
S

Tainstallin this folder, click Nest. To install in 4 different folder, click browse and select
arother folder

Destination Folder -

C:\Program Files\bwayatbE ServiceshTSAP] Clients Browse...
<Back |{THEMESTTY Cancel |

3. Click Next.
The TCP/IP Name Server Configuration window appears.

Figure 3-3 TCP/IP Name Server Configuration Window

TCP/IP Hame Server Configuration

*r'our workstation will be configured for access to the
TS&PI Service via TCP/AP.

“r'ou musgt specify the host name or IF address and port
number of each TSAPI Service you wish to uge.

Host Mame or IP Address  TCP Port

192 168241 140 450 Add to List

Configured T elephony Servers
192.168.241.168=450
#192.168.241.96=450 Delete

The configured TSAPI Service will be placed in the
TSLIB.INI file.

< Back I Mest » | Cancel ]

4. To configure the TSAPI Service via the TCP/IP:
4.1.In the Host Name or IP address field, enter the IP address of the AES Server.
In the TCP Port field, leave the default value.
The Add to List button becomes enabled.
4.2.Click Add to List.

The IP address and port value appear in the Configured Telephony Services list
box.

5. Click Next.
The Avaya AES TSAPI Client software files are installed.

6. When the installation is complete, click Finish.
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Setting the SNMP Community Name of the IP Phones to Public l

Setting the SNMP Community Name of the IP Phones to
Public

Avaya Firmware release 2.6 and above has created two issues regarding IP address resolution in a
dynamic IP environment. These issues are relevant when the RAS Driver communicates with the
Avaya IP phones either via the Push Interface or via the SNMP Protocol.

Avaya removed the default community name, public, as a security enhancement. As a result, the
IP telephones do not respond to SNMP get messages, which means that the IP addresses cannot be
resolved.

When the RAS Driver communicates with the Avaya IP phones via the SNMP protocol, the
phones must have a defined community name.

In order to overcome this issue, you need to modify the 46XXsetting.txt file, which is on the
TFTP Server. From the 46XXsetting.txt file, the IP phones download their Firmware in order to
configure a default value for the SNMP Community string.

You can choose one of the following options:

*  Set the community name of the IP phones to public. This will in fact eliminate the Avaya
security enhancement.

_Or_

*  Set the community name of both the IP phones and the NICE Interactions Center to a name of
your choice, enabling only specific systems, such as the NICE Systems, to communicate with
the IP phones.

The Avaya IP phone models that are affected are 4610SW, 4620SW, 4621SW and 4622SW.
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Setting the SNMP Community Name of the IP Phones to Public l

To set the SNMP community name of the IP phones to public:
1. From the TFTP Server, open the 46XXsetting.txt file.

2. Verify that the string SET SNMPSTRING does not have the pound sign (#), spaces or other
characters before it, and that the full command is SET SNMPSTRING public, as shown

below.

L=
File Edit Format Wiew Help

## SET L20QSIG 6§ -
Ll -J

## Secondary Ethernet Interface Priority walue

##  sSets the priority walue for Tlayer 2 frames to/From

##  the telephone's secondar¥ Ethernet dnterface. (0-7)

##  This parameter should only be set if wLanmseER s 1.

## SET PHYZPRIO O —

EEE SETTIMGS ittt

i
Ca g o o
L3

#

#4# SHMP addresses

## If this parameter is set, an SHMP guery will only he
## accepted if the_source IP address of the query matches
##  one of these walues. This parameter may contain ane or
# more IP addresses in dotted-decimal or DNS name format,
##  separated by commas without any interwvening spaces

Led (0 to 255 ASCII characters, 1nc1ud1ng commas .

## SET SHNMPADD 192.168.0.22,1592.168.0.23

## SHMP community name string

##  This walue must be set fo enable wiewing of the phone's

## MIE. This wvalue must match the community string name

##  used in the swMP guery (up to 32 ASCII characters, no

| paces’ .

SET SMMPSTRING public I< Verify that the string does not have the pound

iﬁ sign, spaces or other characters before it.
Attt EVENT LOGGING SETTINGS  ddddddiddididdii
L

## Ewent Lo?g1nﬁ control

##  Contro e level of events logged in the

##  endptRecentlog and endptResetLog objects in_the SHMP

#4#  MIE. Ewents with the selected severity lewel and higher

##  will be logged.

## LoSLoCal §s not supported on 96xx or léacc SIP phones.

Lol 0 for disabled

Lad 1 for emergencies |

3. Save the 46XXsetting.txt file.

4. After modifying the 46XXsetting.txt file, you must restart the relevant IP phones in order for
them to read the new settings.
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Installing NICE Perform eXpress

This section describes installing NICE Perform eXpress and activating your license. NICE
Perform eXpress can be installed using the NICE Perform eXpress installation wizard or by
running a silent installation.

If it becomes necessary at any time to reinstall NICE Perform eXpress, you may require a new
license. See the Maintenance Guide for licensing details.

If this is a migration from NiceCall Focus Il or NiceUniverse 8.9, after installation, log in and
activate your license. Do not configure your system at this time. See the Migrating from NiceCall
Focus 111 and NiceUniverse 8.9 guide for further instructions.
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Installing NICE Perform eXpress Software l

Installing NICE Perform eXpress Software

NICE Perform eXpress can be installed using the Installation Wizard or by running a Silent
Installation. Both installation processes install all NICE Perform eXpress components. This is the
only installation required for NICE Perform eXpress.

WARNING
In a VolP environment, or in a mixed environment where one environment is VoIP:

* All NICE Perform eXpress NICs that are not connected to the network must be disabled in
the OS!

* \Verify that all installed NICs are configured to Auto Negotiation. Auto Negotiation ensures
that the maximum speed will be used.

During the installation process you will be required to supply a user account to be used by services
at logon. This user account must have the following rights:

* Log on as service

* Log on as abatch job

e Act as part of the operating system
* Create atoken object

* Replace a process-level token

* Manage auditing and security log

If the user account name you enter does not have all of the above rights, the installation process
will automatically add them.

To run a Silent Installation, you prepare a config file using the template provided with your
software. The same config file, with the same parameters, can be used for multiple NICE Perform
eXpress installations.

* To use the Installation Wizard, see Running the NICE Perform eXpress Installation
Wizard on page 35.

* To use the Silent Installation, see Running a Silent Installation on page 44.
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Installing NICE Perform eXpress Software l
Running the NICE Perform eXpress Installation Wizard

The NICE Perform eXpress installation wizard takes you through the complete installation process
with a few easy steps. This wizard installs all NICE Perform eXpress components. It is the only
installation required for NICE Perform eXpress.

During the installation process, you might be requested to restart your machine. If this occurs,
restart the machine. After restarting, the installation process will automatically continue from the
correct point.

The installation software includes the Update Pack that was issued during General Availability.
However, if an Update Pack is available on the NICE Software Download Center, this indicates
that a newer Update Pack must be installed, as part of the installation process, see Step 6.

After installation is complete, if a newer Update Pack is issued, see the Maintenance Guide for
installation procedures.

E NOTE: If it becomes necessary at any time to reinstall NICE Perform eXpress, you
— may require a new license. See the Maintenance Guide for licensing details.

To complete the following installation procedure, you will need the following:
*  Access to the NICE Software Download Center.

*  The average number of expected interactions per day and the retention period, so that database
sizes can be calculated automatically.

* Avalid User ID with administrative privileges on this machine.

To install NICE Perform eXpress:
1. Ensure that all Microsoft management windows (gpedit.msc, services.msc, etc.) are closed.
2. Before you begin:

* IfaCTI Client is required, confirm that it is installed.

* If you are using Tivoli Storage Manager (TSM) storage, confirm that the TSM client
(version 5.5) is installed.

* IfaBackup device is installed, confirm that its driver is installed and that it is enabled in
the Device Manager.

* InaWindows Authentication (Single Sign-On or SSO) environment, NICE Perform
eXpress must be installed on a server in the Domain.

3. If your local language is not English, set the Regional Language on the NICE Perform
eXpress machine to English. You will be instructed to reset the language after the installation.
For instructions, see Setting the Regional Language on page 199.

4. Onyour local hard drive, create a folder dedicated to NICE Perform eXpress software. Do not
create this folder on your desktop!

Correct Example: D:\NICE Software

Incorrect Example: C:\Documents and Settings\Desktop\NICE Software
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5. From the NICE Software Download Center, copy the NICE Perform eXpress installation
folder to the folder created in Step 4.

6. Update Packs are NUP files. If an Update Pack for NICE Perform eXpress 3.0 resides on the
NICE Software Download Center do the following:

a. From its location on your local hard drive, navigate to:
...ANICE Perform eXpress\NPX3.0\Installation\<version number>\NPX

b. If there is a folder called Updates, open it and delete its contents. If not, add a new folder
and name it Updates.

| StreamServer
|20 SvstemManitaring
| TDMGatewary
Updates [ Toals
_> |Z)Updates

.ﬂ DevExpress.Data,v7.2.dl

.ﬂ DevExpress,Ukils,»7.2.dll

.ﬂ DevExpress, XtraEditors,v7.2.dl
.ﬂ DevExpress, XtraGrid.v7.2.dl

) 1oric 7in dl

c. From the NICE Software Download Center, copy the Update Pack to the Updates
folder. There should be only one NUP file in the Updates folder; each Update Pack
includes all previous Update Packs.

7. From its location on your local hard drive, navigate to
...ANICE Perform eXpress\NPX3.0\Installation\<version number>\NPX
8. Double-click Setup.exe.
The Security Warning window or the NICE Perform eXpress installation wizard appears.

Open File - Security Warning

The publizher could not be verified. Are you sure you want to
run this software?

ﬁ Name: Setup.exe &% NICE Perform eXpress M= B3
|— Fublisher: Unknown Publisher
i Welcome to NICE Perform eXpress v3.0 Setup

Wizard
From: C:\Documents and SettingsiAdministrate

The Setup Wizard will install NICE Perform exXpress +3.0 on your
computer, To continue, click Next,

Thiz file does not have a valid digitdl signature that ve
publizsher. You should only min software from publizher
How can | decide what softwarefta iun?

WARNING: This program is protected by copyright laws and
international treaties,

/

Click Run to start the wizard |!

| Mext = i | Cancel :|

9. If the Security Warning appears, click Run. Then the NICE Perform eXpress installation
wizard appears.

10. In the NICE Perform eXpress installation wizard click Next.
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The License Agreement window appears.

5% NICE Perform eXpress M= B3

License Agreement

@
Read the following important information before continuing. N I c E

Read the following License Agreement, You must accept the terms of this
agreement before continueing with the installation,

EMD-USER, LICEMSE AGREEMEMT
READ THE TERMS AMD CONDITIONS OF THIS LICEMSE AGREEMENT CAREFULLY EEFORE
OPENING THE PACKAGE (‘'THE PACKAGE") CONTAINING THE NICE PROPRIETARY
SOFTWARE.
THE PACKAGE ALSO INCLUDES SOFTWARE LICEMSED BY MICE FROM OME OR. MORE
SOFTWARE LICENSORS ("NICE'S SOFTWARE SUPPLIERS"). SUCH SOFTWARE PRODUCTS, AS
WELL AS ASSOCIATED MEDIA, PRINTED MATERIALS, AMD “"OMNLINE® OR ELECTROMIC
DOCUMENTATION ARE PROTECTED BY INTERMATIONAL INTELLECTUAL PROPERTY LAWS
AND TREATIES,
THE SOFTWARE IS LICEMSED, MOT SOLD. ALL RIGHTS RESERYED.
ALL OF THE FOREGOING PROPRIETARY SOFTWARE OF NICE ("MICE SOFTWARE") AND OF
NICE'S SOFTWARE SUPPLIERS I3 REFERRED TO HEREAFTER COLLECTIVELY AS THE E

B

1 accept the licensing terms and conditions

11. Select | accept the licensing terms and conditions. Then click Next.

The Target Installation Directories window appears.

5 NICE Perform eXpress

=lox]
Target Installation Directories @
Define installation directories for the Following components, N I c E

—NICE Software

Installation Folder: |0:\Program FilesiMICE Systems\NICE Perfarm eXpress | Browse... |
—S0L Server
Installation Folder: | 0:\Program FilesiMicrosoft SQL Server 2008 | Browse. ..

—Recording Components
Installation Folder:

Media files Folder:

12. Accept the default locations for the NICE Software and SQL Server installation folders. If
you must change a location, click the relevant Browse button and select the new location.

If an SQL Server was installed prior to the NICE Perform eXpress installation, the SQL
Server Installation Folder will be read-only.

The locations for the Recording Components appear for informative purposes only. They
are read-only and cannot be changed.

13. Click Next.
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The Database Configuration window appears.

Database Configuration @
Define the directory and retention period For database files, Database size is
automatically calculated and includes Log files,

—Diatabase Location

Data files Folder: | D:\Program FilesiMICE Systems\NICE Perform eXpress\DB | Browse... |

—Database Size Calculator

%] 2 ¥ear Retention Size is determined by the number of expected

()10 Year Retention interactions and retention period,
= Select one of the defaults or define your own,
() Custom Retention The final Database size {including Log files) is

[ e automatically calculated and shown,

Ul (R Calculated database size
Combined Database and Log file size: 45 GE <

|' < Back _\|

NOTE: A red exclamation mark indicates that there is insufficient space available for
the databases. Increase the available space on the disk or decrease the retention in the
Database Size Calculator area.

Data files Folder: | D:\Program Files\MICE Systems\NICE Perform eXpress\DB | L) | Browse... |

’7Database Location *

14. To change the default location for the databases, click Browse.

15. In the Database Size Calculator area, you can define database retention period using these
guidelines:

The Database size is automatically calculated. It appears near the bottom of the window. It is
determined by the number of interactions you expect per day and the retention period. The
default is 8100 interactions per day.

Example: You have 10000 interactions one day, and only 5000 interactions the following day.
All interactions will be recorded, since the average is less than 8100 per day.

You can select one of the defaults or define a customized retention period. Options are as
follows:

° 2 Year Retention - database size for 2 years with 8100 interactions per day is shown
° 10 Year Retention - database size for 10 years with 8100 interactions per day is shown

° Custom Retention - The Expected Interactions per Day and Year Retention fields
become active. Enter a value in each. The database size is calculated and shown.

16. Click Next.
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The Log On As window appears.

5% NICE Perform eXpress M= B3
Log On As @
Define a user account to be used by services at logon, N I c E
DomainiUser:
MICE_Systems\NICE_Services Dornain users must specify their dorain.
= = Exarmple: NICE_Systemsijohndoe
Password:

Hkh| Mon-dorain users should enter only
their username.
Exarnple: johndoe

| < Back :| | Install :| | Cancel :|

17. In the Domain\User field, enter a valid user with administrative privileges on this machine
using these guidelines:

e If you are required to use your full domain name, enter your full domain name
(servername\username).

Example: NICE_Systems\NICE_Services
* If you are within your site’s domain, you can enter only the username.
Example: NICE_Services
18. Enter the Password for the Log On user.

19. If a red exclamation mark appears next to the Password with the message User must
change password at next logon, see Changing Administrator Password on page 42.

+ DomainiUser:
ETGREFSYR 14Yniceadmin Damain users must specify their domain,
Example: MICE_Systemsijohndos
Passward:
koK Q Mon-domain users should enter only
Iy
\User must change password at first log |n|
= Domain should only be specified for Domain users,
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20. Click Install.

E NOTE: If the user name you entered in the Log On As window does not have the Log
- On As Service privilege, a message appears.

‘Log on as service' rights [ <]

CB  This user does not have Log On As Service rights,
! To automatically add rights and continue, click Yes,
= Toreturn to previous window and change user, click Mo,

You have the following options:

* Yes-Log On As Service privileges are added to the user. Continue this
procedure.

-Or-
* No - The installation returns to the Log On As window so that you can enter a
different user name. Repeat this procedure from Step 17.

The Installation Process window appears and installation begins.
This procedure can take several hours depending on your database size.

During the installation process, a message might appear asking you to restart your
machine. If this occurs, click OK and restart your machine. After restart, the installation
will automatically continue from the correct point.

See the Note below and refer to the displayed Remaining Time in the lower right-hand
corner of the window.

&% NICE Perform eXpress M= B3
Installation Process @
Progress of installation process, N I c E

= Installing Microsoft SQL Server |

€

3%

|
* Installing Recording Software | 0% |
* Installing \Web Applications | 0% |
* Installing Databases | 0% |
*  Configuring System | 0% |
Remaining Time
Current Action:  Instaling SQL Server 2008 Remaining Time: 01:46:22

If an SQL server was installed prior to the NICE Perform eXpress installation, installation for
it will not appear now.
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' NOTE: About 20 minutes into the installation process, you might receive one or several
- messages as follows. Click Continue Anyway or click Install as appears in the
message.

Software Installation
1 E The software you are instaling has not passed Windows Log LGIGEEIERUEEI ENTT]
.

testing to verify its compatibility with thiz version of ‘Windows.
me why this testing is important. |

] E The zoftware you are installing for thiz hardware:
L
MICE Mati2

Continuing your i llation of this sof may im
or destabilize the t operation of your system
either immediately or in the future. Microsoft strong

recommends that you stop this installation now anc hasz not paszed Windows Logo testing ta verify its compatibility with

contact lh_e software vendql for software that has thiz version of ‘Windows. [Tell me why this testing iz important]
paszed Windows Logo testing.

Continuing your i llation of this sof may impair
or destabilize the t operation of your system
either immediately or in the future. Microzoft strongly
recommends that you stop this installation now and
contact the hardware vendor for software that has
paszed Windows Logo testing.

LContinue Anyway |

B Windows Security [ %]

Would you like to install this device software?

LContinue Anyway STOP Installation

Marne: Ai-Logix, Inc
Publisher: AudioCodes, Inc,

I Always trust software From "audioCodes, Inc.", Install

& *fou should only install driver software From publishers you trust, How can T decide
- which device software is safe to install?

21. When the entire installation process is complete, click Next.

The Setup Wizard Completed window appears.

&% NICE Perform eXpress M= B

” Setup Wizard Completed

The Setup Wizard has successfully installed NICE Perform eXpress
w3.0, Before you can use the program, you musk restart your
corpuker,

'§' ‘fes, I wank to restart my computer now,

() Mo, T will restart my computer later,

Remaove any disks from their drives, and then click Finish ko
complete the setup,

22. Select Yes, | want to restart my computer now. Then click Finish. Your computer restarts.
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Installing NICE Perform eXpress Software l

NICE Perform eXpress is installed. The following are added to your computer:

* Asshortcut to NICE Perform eXpress is placed on your desktop.

* Inthe Start menu, the NICE Perform eXpress menu is added with access to various
tools used for maintenance and troubleshooting. A list of tools can be found in the
introduction to this guide.

*  NICE Perform eXpress adds services to your computer:

Note: Services for Screen Recording, MML Logger and MML Traylcon, are also
installed. They are disabled and hidden until Screen Recording is enabled.

If your local language is not English, reset the Regional Language on the NICE Perform
eXpress machine to your local language. See Setting the Regional Language on page 199.

To a schedule routine verifications of the NICE Perform eXpress system to your MS Outlook

calendar, see Integrating the Support Calendar into MS Outlook on page 50.

Continue with First-Time Login on page 52.

Changing Administrator Password

+ DomainiUser:
ETGREFSYR L4iniceadmin Domain users must specify their domain.
Example: NICE_Systemstjohndoe
Password:
bttt () Mon-domain users should enter only
s
[user must change password st First log in]
=+ Domain should only be specified for Domain users,

#-NIEE Services Configuration Manager
Action
R AP R CRORORCH RSN A
Mame | Display Marne | Diescription | State | Start Mode I Log O I E
D.;&.L.JditTraiIService Mice Audit Trail 5 ermice Enal;ié;gdding mes.. P ."ﬁunning Automatic b i C
CentralService Mice Central MF This service is respo... P Running Automatic Addministrator C
% CLSMonitarS ervice Mice Interactions Center Mornitor  Report faillover/OK .. Running Automatic Addministrator C
27| IntegrationsDispatch Mice Integration Dispatch Service  Launches and maint...  # Running Automatic Addministrator C
IPCapture MICE IPCapture Controls and capture.. P Running Automatic LocalSystem C
% LogService MICE Logging Service A service designated... P Running Automatic LocalSystem C
ML Logger MICE Multimedia Logger Service  MICE MultimediaLog... # Running Automatic LocalSystem C
% ML T raplcon MICE MML Tray lcon Service MICE MML Traylco.. P Running Automatic LocalSystem C
m Mice Interactions Center Mice Interactions Center Determines which int...  »  Running Automatic Sddministrator C
% MICE.Perform.Express. Systembdonitoring. Se... NP Systembdonitoring Monitors and resport... P Running Automatic LocalSystem C
MicelntegrationLogRetention Mice Integration Log Retention Provides retention of. .. » Running Automatic Addministrator C
ﬁ MTLoggerSve Mice Vol Logger Mice Systems - WolP . P Running Automatic LocalSystem C
[ Playbackadministration Mice Playback Administration Manages Admin tazk...  » Running Automatic Addministrator C
g FlaybackServiceSC Mice Storage Streaming Service Responsible for plagi..  » Running Automatic Addministrator C
[ PlaybackStreaming Mice Playback Streaming Manage Media Strea.. P Running Automatic Addministrator C
% RuleE ngineService Mice Rule Engine Perform rules, accor.. # Running Automatic Addministrator C
SCLoader Mice Storage Center Service Mice Service that pe... P Running Automatic Addministrator C
% SHMP SNMP Service @%SpstemBootZhay.. ¥ Running Automatic LocalSystem C
_‘,5 SystemddminS ervice Mice Systemddministrator Perfarm Mice applica..  » Running Automatic Addministrator C
TOMG ateway Mice TDM Gateway A service designated... P Running Automatic LocalSystem C
% TRSService Mice Interactions Center TRS Inzert miszing calls to.. P Running Automatic Addministrator C
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If, during the installation (Step 18 on page 39), a messages appears that User must change
password at next logon, this indicates that the user’s properties are set to User must change
password at next logon.

It is not necessary to stop the installation!

NICE Services Properties ﬂ E
Remate control I Terminal Services Profile I Dialkin I
Geneial | Member0f | Frof Envi t per———
| SMuel I 1one I menmen NICE Services Properties ﬂ E
@ MICE Services Femate control I Terminal Services Profile I Dialkin I
General | Member Of I Prafile I Environment I Sessions
FEull name: MICE Services @ MICE Services
Description:
Incorrect . :
OptiO ns [V User must change password at nest logon Eull name: INlEE Services
I I~ Wser cannot change password Diescription: I
™| Bassword|never expires
B Asswit o diehlad :: zer must change pazsword at next logon
. v U L ch d
Se'?Ct these ™| Sccount is lacked out S ERIANTEN (IS [
Options = :

[ Account is disabled
™| Sccount is lacked out

()3 I Cancel

QK I Cancel Apply

Do one of the following:
1. Change the user’s password:

a. Open the Server Manager window, navigate to Configuration > Local Users and
Groups > Users. Then right-click the user and select Set Password. Change the
password.

b. Return to Step 18 on page 39 of the installation.
-or-
2. Reset the user’s logon properties:
Note: Do not choose this option if it interferes with your organization’s security policy.

a. Open the Server Manager window, navigate to Configuration > Local Users and
Groups > Users. Then right-click the user and select Properties.

b. Clear User must change password at next logon.
c. Select the following:

* User cannot change password
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* Password never expires

I Wser must change password at nest logon
M u h
Wi

zaword

d. Return to Step 18 on page 39 of the installation.

Running a Silent Installation
You can run a Silent Installation from a prepared config file instead of from the Installation
wizard.

The installation software includes the Update Pack that was issued during General Availability.
However, if an Update Pack is available on the NICE Software Download Center, this indicates
that a newer Update Pack must be installed, as part of the installation process, see Step 6.

NOTE: If it becomes necessary at any time to reinstall NICE Perform eXpress, you
may require a new license. See the Maintenance Guide for licensing details.

After installation is complete, if a newer Update Pack is issued, see the Maintenance Guide for
installation procedures.

During the installation process, the machine will restart itself. This is part of the normal procedure.

Advantages of a Silent Installation

e Parameters for the installation can be prepared beforehand and saved in a configuration file.

*  The same configuration file, with the same parameters, can be used for multiple NICE
Perform eXpress installations.

Your NICE Perform eXpress installation folder includes the following files for running a Silent
Installation:

° Params.config - Configuration file with parameters required for the installation. Edit the
values of these parameters directly in this file. Descriptions of each parameter appear in the
Silent Install.bat file.

* Silent Install.bat - Run this file to install NICE Perform eXpress. This file also includes
descriptions of all parameters required by the Params.config file. To see descriptions and
default values, open it in a text editor.

* Silent Unlinstall.bat - Run this file to uninstall NICE Perform eXpress. For instructions, see
the Maintenance Guide.

After you run the Silent Installation, results appear in the FrameworkLogfile.txt file.

To run a silent installation:
1. Ensure that all Microsoft management windows (gpedit.msc, services.msc, etc.) are closed.
2. Before you begin:

e [faCTI Client is required, confirm that it is installed.
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* If you are using Tivoli Storage Manager (TSM) storage, confirm that the TSM client
(version 5.5) is installed.

* IfaBackup device is installed, confirm that its driver is installed and that it is enabled in
the Device Manager.

* InaWindows Authentication (Single Sign-On or SSO) environment, NICE Perform
eXpress must be installed on a server in the Domain.

3. If your local language is not English, set the Regional Language on the NICE Perform
eXpress machine to English. You will be instructed to reset the language after the installation.
For instructions, see Setting the Regional Language on page 199.

4. Onyour local hard drive, create a folder dedicated to NICE Perform eXpress software. Do not
create this folder on your desktop!

Correct Example: D:\NICE Software
Incorrect Example: C:\Documents and Settings\Desktop\NICE Software

5. From the NICE Software Download Center, copy the NICE Perform eXpress installation
folder to the folder created in Step 4.

6. Update Packs are NUP files. If an Update Pack for NICE Perform eXpress 3.0 resides on the
NICE Software Download Center do the following:

a. From its location on your local hard drive, navigate to
...\NICE Perform eXpress\NPX3.0\Installation\<version number>\NPX

b. If there is a folder called Updates, open it and delete its contents. If not, add a new folder
and name it Updates.

| StreamServer
|2 5ystemMonitaring
| TOMGateway
Updates I Tools
—» |[C)Updates

,ﬂ DevExpress.Data,v7.2.dl

,ﬂ DevExpress,Utils, 7. 2.dll

,ﬂ DevExpress, straEditors,«7.2.dl
,ﬂ DevExpress, KkraGrid, «7.2.dll

) 1oric 7in dl

c. From the NICE Software Download Center, copy the Update Pack to the Updates
folder. There should be only one NUP file in the Updates folder; each Update Pack
includes all previous Update Packs.

7. From its location on your local hard drive, navigate to

...\NICE Perform eXpress\NPX3.0\Installation\<version number>\NPX
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8. Open the Params.config file using a text editor.

!& Params.config - Notepad

File Edit Format View Help

<Params:

Edit these
parameters

</Params:
</ParamsConfigs>

[k7xmT version="1.0" encoding="UTF-8 7>
<!--sample >ML Tile generated by »MLSpy w2007 sp2 (http:/Awww.altova. com)-—-x
<ParamsConfig xmins="http://nice.coms/SetupFramework /PackageConfig” xmins:ixsi="http:/ Awww.w3.orc

storagesafe="false"/ >

<Param name="TARGETDIR" walue="D:%“Program Files‘\NICE Systems“NICE Perform express“ﬁ>
<Param name="TARGETDIRSQL" walue="D:%“Program Files‘Microsoft sqL Serwver 2008"/>

<Param name="TARGETDIRDE" walue="D:\Program Files\NICE Systems“NICE Perform express\DE"/>
<Param name="USERMAME" walue=""/>

<Param name="DOMAIN" walue=""/>

<Param name="ADMIMN_SERVER_HOST" walue="localhost"/>
<Param name="PASSwWORD" walue=""
<Param name="MNICE_IMTERACTICMS_SIZE_PLACE_HOLDER" walue="10209MB" />
<Param name="NICE_INTERACTIONS_LOG_SIZE_FLACE_HOLDER" walue="1020ME" />
<Param name="WICE_RULE_SIZE_PLACE_HOLDER" walue="1991MB" />

<Param name="MWICE_RULE_LOG_SIZE_PLACE_HOLDER" walue="199MB" />

9. Enter or edit the default values for the following parameters:

Parameter

Default Value

Description

TARGETDIR

D:\Program Files\NICE
Systems\NICE Perform
eXpress

Directory for the NICE Perform
eXpress installation files.

TARGETDIRSQL

D:\Program Files\Microsoft
SQL Server 2008

Directory for the SQL Server
installation files.

TARGETDIRDB

D:\Program Files\NICE
Systems\NICE Perform

Directory for the database data
and log files.

eXpress\DB

USERNAME No default value provided Username used by services to
log on.
If this user does not have all of
the required rights, they will
automatically be added to the
user.

PASSWORD No default value provided Password for USERNAME.

DOMAIN No default value provided Domain name for USERNAME.

ADMIN_SERVER_HOST | localhost Location of the System
Administrator component. This
is always localhost and should
not be changed.

NICE_INTERACTIONS_ | 10209 MB Size of the nice_interactions

SIZE_PLACE_HOLDER

database

The default value is based on
2 year retention and 8100 calls
per day.
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Parameter Default Value Description

NICE_INTERACTIONS_ | 10% of the Size of the nice_interactions

LOG_SIZE_PLACE_HO | nice_interactions database | log file

LDER size

NICE_RULE_SIZE PLA | 1991 MB Size of the nice_rule database

CE_HOLDER The default value is based on
2 year retention and 8100 calls
per day

NICE_RULE_LOG_SIZE | 10% of the nice_rule Size of the nice_rule log file

_PLACE_HOLDER database size

10. Save and close the Params.config file.

11. From its location on your local hard drive, open the NICE Perform eXpress installation
folder. Then double-click Silent Install.bat to run the installation.

12. The installation starts. About 20 minutes into the installation process, you might receive one or
several messages as follows. Click Continue Anyway or click Install as appears in the
message.

Software Installation
1 E The software you are instaling has not passed Windows Log LEIGEEIERUEIEN ENTT]
.

testing to verify its compatibility with thiz version of ‘Windows.

me why this testing is important. |
] E The zoftware you are installing for thiz hardware:
- 5 - - - - L
C your ! of this sof may im| .
or destabilize the t tion of your system MICE Nati2

either immediately or in the future. Microsoft strong

recommends that you stop this installation now and hasz not paszed Windows Logo testing ta verify its compatibility with

contact lh_e software vendql for software that has thiz version of ‘Windows. [Tell me why this testing iz important]
paszed Windows Logo testing.

Continuing your i llation of this sof may impair
or destabilize the t operation of your system
either immediately or in the future. Microzoft strongly
recommends that you stop this installation now and
tact the hard: vendor for software that has
P p d Wind Logo testing.
LContinue Anyway | | STOF Installal

B Windows Security x

Would you like to install this device software?

LContinue Anyway

Marne: Ai-Logix, Inc
Publisher: AudioCodes, Inc,

I Always trust software From "audioCodes, Inc.", Install i Don'tInstall

& *fou should only install driver software From publishers you trust, How can T decide
- which device software is safe to install?

There is no notification that the installation has started or finished.

13. Depending on your database size, this procedure can take several hours. When installation is
complete, you will be able to verify the installation in the log file. The log file is located at:

Windows 2008: C:\Users\<sUSERNAME>\AppData\Local\NICE Perform
eXpress\FrameworkLogfile.txt
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Windows XP: C:\Documents and Settings\<SUSERNAME>\Local Settings\Application
Data\NICE Perform eXpress\FrameworkLogfile.txt

Sample Log File

I Frameworkl ogfile.txt - Notepad
File Edit Format Wiew Help

FALE/2009 12:04:31 AM 313276 | Installing product. (ProductCode='{AS46B213-6493-40a2-801B-2C2607CF A
FALE/2000 12:04 146 AM 313276 | The action has been successfully executed. (Phase='sSystem Configura
FALE/2000 12:04 146 AM 313276 | The action is heing started. (Pﬁase='system configuration, nNumbers='
FALE/2000 12:04 146 AM 313276 | The action has been successfully executed. (Phase='sSystem Configura
FALE/2000 12:04 146 AM 313276 | The action is being started. (Phase='sSystem Configuration, Number='
FALE/2000 12:04 146 AM 313276 | Comandline arguments: INSTALLDIR="C:“Program Files“\NICE Systemsh\Set
FALE/2000 12:04 146 AM 313276 | Installing product. (ProductCode='{DOEGODS3-44C9-4e2d-A40D-AEEE2900
FALE/2009 12:05:04 AM 313276 | The action has been successfully executed. (Phase='sSystem Configura
FALE/2009 12:05:04 AM 313276 | MsSI transaction is heing committed.

FALE/2009 12:05:04 AM 313276 | A Transaction watcher is heing created.

FALE/2009 12:05:04 AM 313210 | A Transaction watcher thread is going to sleep for 1 second.
FALE/2009 12:05:17 AM 313210 | Found open MSI event. (Name='G1DEa1\MSI?1')

FALE/2009 12:05:17 AM 3132,/10 | The event has heen successfully set and closed.

FALE/2009 12:05:17 AM 313210 | Found open MSI event. (Name='G¥0ba1\M51202')

FALE/2009 12:05:17 AM 3132/10 | The event has been successfully set and closed.

FALE/2009 12:05:17 AM 313276 | MSI transaction has been committed successfully.

FALE/2009 12:05:17 AM 313210 | A Transaction watcher thread s being closed.

FALE/2009 12:05:23 AM 313271 | aAdding self to add/Remove Programs '{3EL1844C5-3993F4eb2-B381-655C4E
FALE/2009 12:05:23 AM 313271 | Rregistering ¥.nup extension for 'CiwProgram Files\NICE Systems‘\Setu
FALE/2009 12:05:23 AM 3132/1 | Installation Finished.

-
£ >

™~

NICE Perform eXpress is installed.
The following are added to your computer:

* Asshortcut to NICE Perform eXpress is placed on your desktop.

* |Inthe Start menu, the NICE Perform eXpress menu is added with access to various
tools used for maintenance and troubleshooting. A list of tools can be found in the
introduction to this guide.
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*  NICE Perform eXpress adds services to your computer:

#-NIEE Services Configuration Manager

Action
R AP R CRORORCH RSN A

Mame | Display Marne | Diescription | State | Start Mode I Log On I E
CEbudiTraiS ervice Nice Audit Tral Service Enables addingmes.. » Running butomatic Sddministtator L
% CentralService Mice Central MF This service is respo... P Running Automatic Addministrator C
% CLSMonitarS ervice Mice Interactions Center Mornitor  Report faillover/OK .. Running Automatic Addministrator C
27| IntegrationsDispatch Mice Integration Dispatch Service  Launches and maint...  # Running Automatic Addministrator C
% IPCapture MICE IPCapture Controls and capture.. P Running Automatic LocalSystem C
% LogService MICE Logging Service A service designated... P Running Automatic LocalSystem C
ML Logger MICE Multimedia Logger Service  MICE MultimediaLog... # Running Automatic LocalSystem C
% ML T raplcon MICE MML Tray lcon Service MICE MML Traylco.. P Running Automatic LocalSystem C
m Mice Interactions Center Mice Interactions Center Determines which int...  »  Running Automatic Sddministrator C
% MICE.Perform.Express. Systembdonitoring. Se... NP Systembdonitoring Monitors and resport... P Running Automatic LocalSystem C
% MicelntegrationLogRetention Mice Integration Log Retention Provides retention of. .. » Running Automatic Addministrator C
ﬁ MTLoggerSve Mice Vol Logger Mice Systems - WolP . P Running Automatic LocalSystem C
[ Playbackadministration Mice Playback Administration Manages Admin tazk...  » Running Automatic Addministrator C
g FlaybackServiceSC Mice Storage Streaming Service Responsible for plagi..  » Running Automatic Addministrator C
[ PlaybackStreaming Mice Playback Streaming Manage Media Strea.. P Running Automatic Addministrator C
% RuleE ngineService Mice Rule Engine Perform rules, accor.. # Running Automatic Addministrator C
SCLoader Mice Storage Center Service Mice Service that pe... P Running Automatic Addministrator C
% SHMP SNMP Service @%SpstemBootZhay.. ¥ Running Automatic LocalSystem C
_‘,5 SystemddminS ervice Mice Systemddministrator Perfarm Mice applica..  » Running Automatic Addministrator C
% TOMG ateway Mice TDM Gateway A service designated... P Running Automatic LocalSystem C
% TRSService Mice Interactions Center TRS Inzert miszing calls to.. P Running Automatic Addministrator C

Note: Services for Screen Recording, MML Logger and MML Traylcon, are also installed.

They are disabled and hidden until Screen Recording is enabled.

14. If your local language is not English, reset the Regional Language on the NICE Perform

eXpress machine to your local language. For instructions, see Setting the Regional Language

on page 199.
15. Restart the NICE Perform eXpress machine.

16. To a schedule routine verifications of the NICE Perform eXpress system to your MS Outlook
calendar, see Integrating the Support Calendar into MS Outlook on page 50.

17. Continue with First-Time Login on page 52.

To uninstall NICE Perform eXpress, see the Maintenance Guide.
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Integrating the Support Calendar into MS Outlook

You can integrate the Support Calendar into MS Outlook so that reminders for the necessary
maintenance checks appear in the Calendar application. An eXpress Support Calendar.rar file

is included in the NICE Perform eXpress installation. You extract this RAR file and then import it
into MS Outlook.

For details of what is included in the Support Calendar, see the Maintenance Guide.

To integrate the Support Calendar into MS Outlook:

1. On the NICE Perform eXpress machine, navigate to the installation folder, and extract the

eXpress Support Calendar.rar file to the hard drive. This RAR file contains an eXpress
Support Calendar.pst file.

2. Copy the eXpress Support Calendar.pst file to the hard drive of the machine that runs MS
Outlook.

3. Open MS Outlook, and from the File menu, select Import and Export.
The Import and Export Wizard starts.

Import and Export Wizard

Choose an action to perform:

Export to a file
Import a YCARD file {wef)
Impart an iCalendar or wCalendar file { ves

Impaort from another program o file
Import Internet Mail Account Settings
Import Internet Mail and Addresses

i~ Descripkion
Import data from other programs or files, including

ACT!, Lokus Organizer, Personal Folders { PST),
Schedule+, database files, text files, and others,

= Back. I Mexk = I Cancel

4. Click Next.

The Import a File window appears.

Import a File k

Select file bype to import From:

Lokus Crganizer 5.x ;I
Microsoft Access

Microsoft Excel

Outlook Express 4., 5., 6.x

Personal Address Book
Personal Folder File {pst)
Schedule Plus Interchange {,sc2)
Schedule+ 7.0 LI

< Back I Mexk = I Cancel |
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5. Select Personal Folder File (.pst) from the list, and click Next.

The Import Personal Folders window appears.

Import Personal Folders =

File to import

ICaIendar'l,eXpress Support Calendar.pst | Browse, .. I

Options
' Replace duplicates with items imported

" allow duplicates to be created

" Do nat import duplicates

< Back | Mexk = R Cancel |

6. IntheFileto import field, click Browse, and select the eXpress Support Calendar.pst file
that you extracted in Step 1 on page 50.

7. Click Next.
The Import Personal Folders window appears.

Import Personal Folders =

Select the Folder ko import From:

= express Support Calendar
& Deleted Ttems
& Tasks

¥ Include subfolders Filter... |

" Import items into the current Folder

' Impart items into the same Folder in:

Mailbox - Lauren Barr

< Back I Finish I Cancel

8. Click Finish.
The reminders for the Support Calendar are imported into Outlook.
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First-Time Login
If your NICE Perform eXpress is not installed in English, use the procedures in Localization -
Language Support on page 197 in place of the following procedure.

In a NICE Authentication environment, continue with First-Time Login with NICE
Authentication on page 52.

_Or_

InaWindows Authentication (Single Sign-On or SSO) environment, continue with
First-Time Login with Windows Authentication (Single Sign-On or SSO) on page 56.

. NOTE: You can change your NICE Perform eXpress system from NICE Authentication
- to Windows Authentication, or back again, after initial log in. In this case, the procedure
varies slightly to accommodate existing users. See the Maintenance Guide for details.

First-Time Login with NICE Authentication

The first time you log in to NICE Perform eXpress you will use the default name nice, and the
default password nice. You will be instructed to change the default password. Have prepared a
new password and record it in a safe place. Passwords are case-sensitive.

To create a different user for login, see Managing Users and Groups on page 105.

If you experience any problems opening NICE Perform eXpress, see Configuring Internet
Explorer for NICE Perform eXpress on page 210.

To log in to NICE Perform eXpress:

1. To open NICE Perform eXpress on the local machine, on the desktop, double-click the NICE
Perform eXpress icon.

_Or_

(from a remote server) Open an Internet Explorer window and enter the following URL.:
http://ServerName/npx

Where ServerName is the name of the server where NICE Perform eXpress is installed.
Example: NICE Perform eXpress is installed on a server named server1, the URL will be:
http://serverl/npx
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The NICE Perform eXpress Welcome window appears.

If you experience any problems opening NICE Perform eXpress, see Configuring Internet
Explorer for NICE Perform eXpress on page 210.

Welcome to
NICE Perform eXpress

Mame: I[
Password: I

Select Language v

Copyright © 2010 NICE Systems Ltd. All Rights Reserved.

2. Log in as follows:
a. Inthe Name field, enter nice.
b. Inthe Password field, enter nice.
c. Click Login.

The Change Password window appears.

NICE Perform eXpress x
Password: |[
New Password: I

Confirm Mew Password: I

| Change Password |

Note: If you have already logged in using the Central Administration on this same
machine, the password was already changed and this window will not appear. Use the
same password as for the Central Administration and continue with Step 4.
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3. Complete this window as follows:
a. Inthe Password field, enter nice.
b. Inthe New Password field, enter a new password. Passwords are case-sensitive.

In the Confirm New Password field, re-enter exactly the same New Password.

o

d. Click Change Password.
The NICE Perform eXpress Welcome window reappears.

Welcome to
NICE Perform eXpress

Select Language b

Copyright © 2010 NICE Systems Ltd. All Rights Reserved.

4. Log in as follows:
a. Inthe Name field, enter nice.
b. Inthe Password field, enter the new password defined in Step 3.

c. Click Login.
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NICE Perform eXpress opens.

MNICE Perform eXpress i I' “ I” ! ello NICE, Superuser Si

il system Management | configuration | User Administration | Channel Monitor | Interactions | Audit Trail [—

System Status System Settings

System Version

MICE Perform express 3.0
Last Update 6/30/2010 11:10:14 AM

SNMP Settings

SMMP Trap Destination I 15 ]
Community Mame Ipublic Provisional

License

Licensing /
License Information Provisional

Expiration date: 9/28/2010

Automatic Activation

: Automatic Activations appears only
Product Key: [ Activalg when the License status is Provisional

Manual Activation f Update

1. Generate a License Information File {*.c2v) Generate ]

2. Upload the License Information File to ExtraMICE at:
http: AAwww extranice. com/EIS/OnlineServices/LicenseActivation/Pages/default.aspx
Then download the corresponding License Activation File {*.v2c)

. Upload the License Activation File (*.VZC)I Browse. .. | Activate

o

NICE Perform eXpress is installed with a default (Provisional) license that has five recording
channels and is valid for three months.

5. To view the license expiration date, click the System Settings tab. The Licensing section
displays the License Information and Expiration Date.

6. If you have direct internet access from the NICE Perform eXpress machine, continue with
First-Time Licensing: Automatic Activation on page 60.

_Or_

If you do not have direct internet access from the NICE Perform eXpress machine, continue
with Manually Activating or Updating a License on page 62.
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First-Time Login with Windows Authentication (Single Sign-On or SSO)

The default authentication mode for NICE Perform eXpress is NICE Authentication. To log in to
NICE Perform eXpress for the first time using Windows Authentication (Single Sign-On or SSO),
use the Security Configuration Tool, as describe below to switch authentication modes.

As part of this procedure, you can define a default domain for all new users.

IMPORTANT

= After you switch to Windows Authentication, you must log off of Windows and log in again using
your Superuser OS Login, before you can open up NICE Perform eXpress. This is done as part
of the procedure below.

To switch to Windows Authentication and log in:

1. On the NICE Perform eXpress machine, from the Start menu, select All Programs > NICE
Perform eXpress > Tools > Security Configuration Tool.

_Or_
Open the Security Configuration Tool from its location on your hard drive:

D:\Program Files\NICE Systems\NICE Perform eXpress\Tools\Security Configuration
Tool

The Security Configuration Tool appears.

'ﬁ- NICE Perform eXpress !E
Security Configuration Tool
Selecting an Authentication Mode

authentication Mode: & NICE € Windows

User Settings

Default Password;

NICE Authentication Mode;

Users are configured in the User Administration application, where they are
assigned a user name and password. When changing to NICE authentication mode
from Windows authentication mode, users do not have a password, To enable
first-time login for these users, you assign a Default Password.

Status: Ready

Apply Exit

2. For Authentication Mode, select Windows.
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The Security Configuration Tool changes to reflect the required information.

‘i- NICE Perform eXpress !EE
Security Configuration Tool
Selecting an Authentication Mode

authentication Mode: € NICE & Windows

available Domains

Domain Narme Is Default |2
L3 COREAPPS 2

test.com ezt 1)
* [m i

~lUser Settings

Superuser Login: administrator

Superuser Domain: ICOREAPPE 'I

I™ apply default domain to existing users with no domain

Windows Authentication Mode:

The Windows login and domain of the NICE Superuser must be defined. also, you can
assign a default domain to new users and apply the default dornain to existing users
who have no domain assigned, Mote that only MetBIOS domain names are supported,
NICE Perform express users are autornatically logged in to NICE Perform eXpress.

Status: Ready

Apply Exit

3. Inthe Available Domains list, do the following:

a. Enter the name of each domain on an empty line. Only NetBIOS domain names are
supported.

b. Optional. Select one domain as the Default domain. All users who are created without a
domain will automatically be added to the default domain.

4. Inthe User Settings area, do the following:

a. Enter the Windows user name for the Superuser Login. The Superuser will not appear in
the NICE Perform eXpress User Administration or be seen by any other NICE Perform
eXpress user. The Superuser must be a Domain User.

b. Selecta Superuser domain for the Superuser. To add a domain to this list, add it to the
Available Domains list.

5. Optional. To automatically assign a domain to existing users who do not have a domain, select
Apply Default Domain.

6. Click Apply to change the authentication mode.
7. Click Exit to exit the tool.
You NICE Perform eXpress is now in Windows Authentication mode.
* If you need to switch back to NICE Authentication, see the Maintenance Guide.
* If you have any trouble with the Security Configuration Tool, log files are located at:

D:\Program Files\NICE Systems\NICE Perform eXpress\Tools\Security
Configuration Tool\Logs

8. Log off of Windows and log in again using your Superuser OS Login (Windows
Authentication).
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Continue this procedure for first-time login.

9. On the desktop, double-click the NICE Perform eXpress icon.

_Or_

(from a remote server) Open an Internet Explorer window and enter the following URL.:
http://ServerName/npx

Where ServerName is the name of the server where NICE Perform eXpress is installed.
Example: NICE Perform eXpress is installed on a server named server1, the URL will be:
http://serverl/npx

NICE Perform eXpress opens. If NICE Perform eXpress does not open, confirm that you are
correctly logged in to Windows with the Superuser OS Login.

MNICE Perfarm express i “ i t“ ! ello NICE, Superuser Si

il system Management | configuration | User Administration | Channel Monitor | Interactions | Audit Trail [—

System Status System Settings

System Version

MICE Perform express 3.0
Last Update 6/30/2010 11:10:14 AM

SNMP Settings

SMMP Trap Destination I 15 ]
Community Mame Ipublic Provisional

License
Licensing /
License Information Provisional
Expiration date: 9/28/2010

Automatic Activation . i .
: Automatic Activations appears only
Product Key: [ Activalg when the License status is Provisional

Manual Activation f Update

-

. Generate a License Information File (*.c2v) Generate ]

ra

. Upload the License Information File to ExtralICE at:
http: AAwww extranice. com/EIS/OnlineServices/LicenseActivation/Pages/default.aspx
Then download the corresponding License Activation File {*.v2c)

. Upload the License Activation File (*.VZC)I Browse. .. | Activate

o

NICE Perform eXpress is installed with a default (Provisional) license that has five recording
channels and is valid for three months.
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10. To view the license expiration date, click the System Settings tab. The Licensing section
displays the License Information and Expiration Date.

11. If you have direct internet access from the NICE Perform eXpress machine, continue with
First-Time Licensing: Automatic Activation on page 60.

_Or_

If you do not have direct internet access from the NICE Perform eXpress machine, continue
with Manually Activating or Updating a License on page 62.

Switching between NICE Authentication and Window Authentication

Switching between NICE Authentication and Windows Authentication (also know as Single
Sign-On or SSO) or back again is a simple process, however there are some considerations and

repercussions to be aware of. For complete details, see Changing Authentication Mode in the
Maintenance Guide before proceeding.
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First-Time Licensing: Automatic Activation

Your NICE Perform eXpress is installed with a default license that is valid for recording five
channels for a three month period. The status of this license is Provisional. You must activate a

new license before the temporary one reaches its expiration date. There are two ways to activate a
license.

e If you have direct internet access from the NICE Perform eXpress machine, use Automatic
Activation. This option is only available while your license status is Provisional.

e If you do not have direct internet access from the NICE Perform eXpress machine, use

Manual Activation / Update. For instructions, see Manually Activating or Updating a
License on page 62.

You will require a valid Product Key to complete this process.

For a description of license states, see License Information and Status on page 61.

To activate a First-Time License:

1. In System Management, click the System Settings tab.

MNICE Perform eXpress bl “ 1 || i ello NICE, Superuser Si

il system Management | configuration | User Administration | Channel Monitor | Interactions | Audit Trail [—

System Status System Settings

System Version

MICE Perform express 3.0
Last Update 6/30/2010 11:10:14 AM

SNMP Settings

SMMP Trap Destination I 15 ]
Community Mame Ipublic Provisional

License

Licensing /
License Information Provisional

Expiration date: 9/28/2010

Automatic Activation

Product Key: I Activate

Automatic Activations appears only
when the License status is Provisional

Manual Activation f Update
1. Generate a License Information File {*.c2v) Generate ]

2. Upload the License Information File to ExtraMICE at:
http: AAwww extranice. com/EIS/OnlineServices/LicenseActivation/Pages/default.aspx
Then download the corresponding License Activation File {*.v2c)

. Upload the License Activation File (*.VZC)I Browse. .. | Activate

o

The License Information shows the status as Provisional, with an expiration date. You will
need to update the license to a permanent one before this expiration date is reached.
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2. Inthe Automatic Activation area, enter a valid Product Key. Then click Activate.

The license is updated to Activated. You have completed this procedure.

Licensing Activated License

License Information Activated
S/M: 12345678
Licensed to 25 recording channels

3. To begin configuring your NICE Perform eXpress, click Sign out. Then log in again and all
your tabs will appear.

;

.ello NICE, Superuser Sign out NIcE

IMPORTANT

= If you are migrating from NiceCall Focus Ill or NiceUniverse 8.9, do not configure your
system at this time. See the Migrating from NiceCall Focus Ill and NiceUniverse 8.9 guide for
further instructions.

License Information and Status

The License Information field indicates the current state of your license. License states can be one
of the following:

° Provisional - This is a temporary license. Your initial default license is provisional.
A Provisional license is valid for recording five channels for a three month period.

e Activated - The current license is valid.

* Expired - Occurs in the following scenarios (Recording continues, however the NICE
Perform eXpress interface is locked.):

* The current license is past its expiration date.

* NICE Perform eXpress detected a change in hardware on the NICE Perform eXpress
machine. A new Product Key is required to activate a new license.

*  NICE Perform eXpress was installed on a Virtual Machine.
e The license was activated from a remote machine.

* Unknown - A problem was encountered that does not classify as expired. Recording
continues, however the NICE Perform eXpress interface is locked.

* Locked - Indicates a communications problem between the interface and the license.
Recording continues, however the NICE Perform eXpress interface is locked.
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Manually Activating or Updating a License

Use this procedure in the following scenarios:

* You are activating a first-time license (Provisional) and do not have direct internet access from
the NICE Perform eXpress machine.

* You are updating an existing license.

In this procedure you will be instructed on how to generate a License Information File from your
NICE Perform eXpress. Then you will be instructed how to use this License Information File to
obtain a valid License Activation File. You will require the following:

e Access to a machine with internet access to NICE’s ExtraNICE site. This does not have to be
the same machine as the NICE Perform eXpress machine.

* Avalid ExtraNICE Username and Password.
* Avalid Product Key to obtain your License Activation File from the ExtraNICE.

For a description of license states, see License Information and Status on page 61.

To manually activate or update a License:

1. InSystem Management, click the System Settings tab.

MNICE Perform eXpress bl “ 1 || i ello NICE, Superuser Si

il system Management | configuration | User Administration | Channel Monitor | Interactions | Audit Trail [—

System Status System Settings

System Version

MICE Perform express 3.0
Last Update 6/30/2010 11:10:14 AM

SNMP Settings

SMMP Trap Destination I =

Community Mame Ipublic
Licensing
License Information Provisional

Expiration date: 9/28/2010

Automatic Activation . . .
Automatic Activations appears only
Product Key: | Activate when the License status is Provisional

Manual Activation f Update

1. Generate a License Information File {*.c2v) Generate ]
Generate

2. Upload the License Information File to ExtraMICE at:
http: AAwww extranice. com/EIS/OnlineServices/LicenseActivation/Pages/default.aspx
Then download the corresponding License Activation File {*.v2c)

. Upload the License Activation File (*.VZC)I Browse. .. | Activate ]

o
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2. Inthe Manual Activation / Update area, click Generate.

The File Download window appears with the License Information File.

File Download =

Do you want to open or save this file?

@ Mame: license.c2y
Type: ¥ML Document, 9,82 KB

From: npxautobuild

Open Save | Cancel I

‘Wwhile files from the Internet can be useful, zome files can potentially
harm your computer. |f you do not trust the source, do not open or
zave this file. What's the risk?

3. Click Save to save the License Information File.

The Save As window appears.

Save jm IE}NIEE Software j Q i

Desktop

My Documents
"if[
T
Iy Computer

-

: File name: Ilicense.c2v j Save I

Save as ype: I_c:2v Document j Cancel |

7

4. Select a location for the License Information File (license.c2v). Then click Save. You will
need this file to receive your License Activation File.

The Download Complete window appears.

Download complete i im] 5

I

= Download Complete

Saved:
license.c2v from npxautobuild

EEEEEENEEENNENEENNENENERNNENNENENNENENENEEE
Downloaded: 9.82 KB in 1 sec

Download to: CHAMICE Softwarellicense, c2y

Transfer rate: 9,82 KBjSec

[ Close this dislog box when download completes

Open Open Eolder | Cloze I
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5. Click Close.
6. Transfer the license.c2v file to a machine with Internet access to NICE’s ExtraNICE site.
7. On the machine with Internet access to the ExtraNICE do the following:
a. Open an Internet Explorer window and enter the following URL:
http://www.extranice.com/E1S/OnlineServices/LicenseActivation/Pages/default.aspx

If you have not previously logged in to ExtraNICE, the following window appears.

ExtraNICE Portal

Welcome to BxtraNICE, NICE's al-new business partner portal. Here you can easly
access material publshed by NICE concerning our apphcations, tools and solutions.
A whole range of detaled documents, manuals and information is now truly at
your fingertips.

With our new, friendly interface, mproved search faciities and much richer
content and features, ExtraNICE & THE essential tool for improving your
knowledge of NICE and driving your business

G questions, p Chek here to send us your thoughts.

Security ( show exphnation )

(= This is a public or shared computer
() This is a private computer

Password:
Log On to ExtraN ICE

b. Enter a valid ExtraNICE Username and Password. Then click Log On to ExtraNICE.

The NICE Perform eXpress License Activation window appears.

ExtraNICE Portal g T

Enterprise Security - Public Saf - NiceVision

nterprise  News 8

NICE Perform eXpress License Activation
ExtraMICE = Enterprize = Online Services =

_ MICE Perform eXpress License Activation
] Recycle Bin

Nice Perform eXpress Activation -

1. License Information File I”E file Selected Browse

2. Product Key I
(Enter product key)

Activate

Upload License file, Product key and Activate

/?mﬁ i x‘\ 1\*

c. Click Browse and select the License Information File (license.c2v) from Step 6.
d. Enteravalid Product Key. Then click Activate.
e. Download the corresponding License Activation File (license.v2c).

f.  Transfer the License Activation file to the NICE Perform eXpress machine.
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8. On the NICE Perform eXpress machine, click Browse and select the License Activation File
(license.v2c).

3. Upload the License Activation Filel Browse. .. | Activate ]

9. Click Activate.

The license is updated.

Licensing

License Information Activated
S/M: 12345678
Licensed to 25 recording channels

10. Click Sign out. Then log in again and all the tabs will appear.

;

llo NICE, Superuser Sign out NIcE

< IMPORTANT

B If you are migrating from NiceCall Focus Ill or NiceUniverse 8.9, do not configure your
system at this time. See the Migrating from NiceCall Focus Il and NiceUniverse 8.9 guide for
further instructions.
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Configuring NICE Perform eXpress

The Avaya DMCC TSAPI Active VolIP telephony environment is comprised of the following:

Telephony CTI Type Avaya CM

CTl Interface AES DMCC (CMAPI)
Reporting Type CTI

Recording Type Active VoIP

In the following procedures, you will define the following:

* CTI and recording parameters. You can use predefined parameters from the Central
Administration

*  \oIP channels
*  Devices for monitoring. You can import a previously prepared file

*  Map Service Observation and Multiple Registration (formally Dual Registration) devices to
channels for recording. You can import a previously prepared file

* Data storage and retention rules
* Quality Management: Define screen recording and Quality Management rules

Avaya DMCC TSAPI Active VoIP cannot be part of a mixed environment.

Contents
Making the Most of NICE Perform eXPreSS ... iiiciiiiieiireeee e e e e e e esennnaeeeee s 68
Procedure 1: Choosing the Telephony Environment ...........cccccvviiiieiieee e, 71
Procedure 2: Defining CTl and ReCOIdiNg ......ooovcvvviiiiieiieee e e 72
Procedure 3: Configuring Channel Mapping .....ccceeeeeiiiiiciciiieeeee e 76
Procedure 4: Configuring StOTaQge ...ccceeeieiiiiiiiiiieiee et e e s e s e e e e e e e e e e eee e 83
Configuring Backup WithOUt StOTAQe .....uuuuiieiiiieeeiiiiiiiiieeec e r e e e e 95
Quality Management: Defining Screen Recording QM Rules.........cccccveeveeeeeeniiiinnns 98
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Making the Most of NICE Perform eXpress

Before you begin configuring your NICE Perform eXpress, determine if any or all of the following
features apply to your system.

Note that these sections are not procedures. They provide an overview of each feature. Use the
regular configuration procedures beginning with Procedure 1: Choosing the Telephony
Environment on page 71. You will be directed when necessary to alter course for these features.

e Configuration Workflow: Save, Apply, Next, or Done? on page 68
* How to Use Predefined CTI and Storage Settings on page 69
* How to Import Channel Mapping Definitions on page 70

Configuration Workflow: Save, Apply, Next, or Done?

NICE Perform eXpress Configuration is divided into four separate steps. Each one is on its own
tabbed page. The application is designed to work much like a wizard; during first-time setup you
must click Next at the bottom of each tab to advance to the next tab.

1 > Telephony Environment || ? 3 4

Once you have advanced to a tab, or when modifying an existing configuration, you can, at any
time, return to a previous tab by clicking the tab.

At the bottom of each tabbed page you will see one, two, or three of the following buttons:
Saua Applﬂ Mext >

_Or_

The first time you configure Storage and Rules you will see the following:
Save§| Apply§| Dune§|

The function of each button is determined by the page on which it appears, as follows:

Configuration Buttons and their Functions

Button Function Is Recording Interrupted?

Save Saves data entered on this tab. Does not make it [No
active in the system.

IMPORTANT! You must click Apply to activate
changes in the system.

Next Same as Save. Recording is interrupted
when a second environment is

added on the Telephony
Environment tab.
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Configuration Buttons and their Functions (Continued)

Button

Apply

Function
Saves and activates changes in the system.

Note that when you click Apply, all changes
from all tabs are applied. One of the sections
can cause recording to be interrupted, even if
the change is not on the current tab.

In a Mixed Environment, when recording is
interrupted, it is interrupted on both
environments.

Recording is not interrupted when changes are
made in the following sections:

* Monitored Devices
* Channel Mapping
* Business Data Settings

° Storage Settings (Storage services restart;
recording is not interrupted)

* Quality Management Settings

* D-Channels (extension-side environments)

Is Recording Interrupted?

Recording is interrupted in
an active system when changes
are made in the following
sections:

* Telephony CTI Settings

Recording Settings

* Screen Recordings
Settings

Backup Settings

* |P Addresses for Devices
(Dynamic IP environments)

* Device Mapping
(Nortel CDR and
Symposium environments)

NEQT to Trunk Group
Mapping (Alcatel TSAPI
TDM Trunk-side
environments)

Done

Appears only on the Storage and Rules tab
during first-time configuration. In a Mixed
Environment, appears only when defining the
first environment.

Saves data entered on this tab and applies all
changes from all tabs in your system, enabling
recording to begin.

After clicking Done, the User Administration
opens so you can add Users to your system.

n/a

Why? Since Done only appears
the very first time, before
recording has started, recording
cannot be interrupted.

How to Use Predefined CTI and Storage Settings

Organizations with several NICE Perform eXpress sites can install and use the NICE Perform
eXpress Central Administration. Using Central Administration you can predefine CTI settings
and Storage settings making them accessible at all your NICE Perform sites.

Here's how it works:

1. Central Administration is installed on top of one of your NICE Perform eXpress sites.
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An IT user creates several different sets of CTl and Storage settings, using the same
parameters found in NICE Perform eXpress.

Inthe CTI and Recording tab and the Storage and Rules tab, you will have the option to
select one of the predefined CTI settings or Storage settings respectively. The parameters from
the Central Administration will be copied to your NICE Perform eXpress. You cannot change
them. Changes can be made only in the Central Administration.

Recording Settings (channels, etc.) must be defined manually.
Business Data must be defined manually.
Channel Mapping must be defined automatically, manually, or imported from an external file.

Quality Management (QM) rules must be defined manually.

To install and use the Central Administration, see the Central Administration Guide.

How to Import Channel Mapping Definitions

NICE Perform eXpress provides the option to import all monitored device and channel mapping
settings from an external Excel file. An easy-to-use template is provided for this purpose.

When you import monitored devices and channel mapping settings to a system that already has
some definitions, existing definitions are not deleted. If a record is matched, according to the
Device Name, then the new record overwrites the old one. If no match is found, the new record is
added.

Workflow for Importing Channel Mapping Definitions

1.

o~ w DN

Create an Excel file following the instructions in Importing Channel Mapping and Users.

Save the file on your local hard drive.

In the Channel Mapping tab, click the Import File button.

A window opens where you select and import your file.

If a record is matched, according to the Device Name, the new record overwrites the old one.
-or-

If no match is found, the new record is added.
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Procedure 1: Choosing the Telephony Environment

The first step in configuring NICE Perform eXpress is to choose a Telephony Environment.
A Telephony Environment consists of a CTI interface and a recording type.

In this procedure choose the Avaya DMCC TSAPI Active VolP Telephony Environment.

Avaya DMCC TSAPI Active VolP cannot be part of a mixed environment. It can only be defined
as the first and only environment.

To choose a Telephony Environment:

1. Before you begin, confirm that the CTI is properly configured. See Preparing the Avaya
DMCC Environment on page 141.

2. Log into NICE Perform eXpress and select the Configuration application.

The Telephony Environment tab appears.

NICE Perform eXpress et R Hello NICE, Superuser Sign out “ICE.
| Seftings  Help

1 > Telephony Environment

Choose Telephony Environment

Telephony Envirenment P
| Avaya ¥ |Avaya DMCC TSAPI Active VoIP ~|

Next V|

X

Do not click Add Telephony Environment!

3. From the Telephony Environment drop-down lists, select Avaya and then select Avaya
DMCC TSAPI Active VolP.

4. Click Next.
The CTI and Recording tab becomes enabled.

5. Continue with Procedure 2: Defining CTI and Recording on page 72.
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Procedure 2: Defining CTl and Recording
In this procedure define the following:
* Telephony CTI settings. You can use predefined parameters from the Central Administration.

* Recording type and VoIP channels used for recording.

To define Telephony CTIl and Recording Settings:
1. Ifthe CTI and Recording tab is not active, select it now.

The CTl and Recording tab appears.

Telephony 1 ) Telephony Environment | 2 > CTI and Recording
Environment
¥ Avaya DMCC TSAPI Active VoIP
Add Telephony CTI e
Telephony B Telephony CTI Settings
CTI ot
. Telephony CTI name I

Settings

Telephony CTI type

CTI Interface

Reporting type

TLink I

Legin 1D I

Password I

AES Server Address I

AES Secured Connection I"e: 'I

Devices Symbolic Name I

Devices Password I

Observation Code I

K2 Advanced Telephony CTI Settings
Recordmg Recording Settings
Setti ngS Recording Type

Companding Law A-Law -

Licensed Channels

Configured Channels 1 =

2. If you do not have a predefined Central Administration configuration, continue with Step 4.
3. Touse a predefined Central Administration configuration, do the following:

a. From the Add Telephony CTI drop-down list, select the Telephony CTI definition. The
Telephony CTI fields will be automatically filled. They are read-only and cannot be
modified.

b. Continue with Step 8.
4. Enter a Telephony CTI name. This will identify your CT]I settings for reuse in your system.

5. You will require TLink values for the following steps. TLink values must be supplied by an
Avaya Administrator. To determine the TLink value, see \erifying the Secure/Non-Secure
Tlink on page 185.
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6. Define the remaining parameters in the Telephony CTI Settings section as follows.

Telephony CTI Settings Description/Values Default
TSAPI Server Parameters
TLink Server connection name. Enter the TLink
value.
TSAPI/DMCC Server Parameters
Login ID The username for NICE as defined on the AES
Server.
Password The password for NICE as defined on the AES
Server.

DMCC Server Parameters

AES Server Address The IP address of the Avaya AES server.
AES CMAPI Port The port between the integration and the AES 4722
server.

4722 = a secure TLS/SSL port
4721 = an unsecured TLS/SSL port

AES Secured Connection Yes = AES TLS/SSL connection is secure Yes
(4722)
No = AES TLS/SSL connection is unsecured
(4721)

This value must correspond to the value for
AES CMAPI Port above.

Devices Symbolic Name Enter the symbolic name of the list of C-LAN
boards on the Media Gateway.

Note: Make sure that all extensions have been
defined with the same symbolic name.

Devices Password Enter the password of the virtual extensions or
devices that will be recorded via dual
registration.

This is the Security Code that was defined
previously on the Media Gateway.

Note: Make sure that all extensions have been
defined with the same security code.

Observation Code Configured on the Avaya Communication
Manager.

7. If needed, also define the parameters in the Advanced Telephony CTI Settings section as

follows.
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Advanced Telephony CTI

Settings Description/Values Default
TSAPI/DMCC Server Parameters
Use Warm Standby If your environment supports warm standby,  [No
select Yes. Additional parameters appear.
Note: If your site has Avaya Alternative
TLink feature, leave this value as No. The
Avaya Alternative Tlink feature is supported in
the AES Server version 4.1 and above. AES
TSAPI Client 4.2.1 automatically selects an
alternate TLink (CTI link) when the preferred
link is unavailable.
TSAPI Server Parameters
Standby TLink Secondary server connection name. This
Appears if Use Warm Standby = Yes | parameter is case-sensitive.
DMCC Server
DelayBetweenChannelRe-Obse | If recording fails, this is the time delay (in 2000
rvation (ms) milliseconds) between attempts to retry
observation.
TSAPI/DMCC Server Parameters
Standby Login ID The username for NICE as defined on the
Appears if Use Warm Standby = Yes  |secondary AES server.
Standby Password The password for NICE as defined on the
Appears if Use Warm Standby = Yes  [secondary AES server.
DMCC Server Parameters
Secondary AES Server The IP address of the Avaya AES server.
Address
Appears if Use Warm Standby = Yes
Secondary AES Secured Yes = AES TLS/SSL connection is secure Yes
Connection (4722)
Appears if Use Warm Standby = Yes . .
No = AES TLS/SSL connection is unsecured
(4721)
This value must correspond to the value for
AES CMAPI Port below.
Secondary AES CMAPI Port | The port between the integration and the AES |4722

Appears if Use Warm Standby = Yes

server.
4722 = a secure TLS/SSL port
4721 = an unsecured TLS/SSL port
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Advanced Telephony CTI

Settings (Continued) Description/Values Default

TSAPI Server Parameters

Maximum Length of Internal The maximum number of digits in an internal |6

Device device.

Treat Type 20 as Defines whether the Device Type assigned to  |Trunk
Type 20 (IMPLICIT_PUBLIC) is trunk or
station.

Treat Type 40 as Defines whether the Device Type assigned to  |Station
Type 40 (IMPLICIT_PRIVATE) is trunk or
station.

8. Inthe Configured Channels field, enter the number of channels used for this environment.
The Licensed Channels field shows the total channels available according to your license.
9. To define Business Data, see Adding Business Data (Additional CTI Fields) on page 169.

10. Scroll down and click one of the following:

e Save  Saves dataentered on this tab. Does not make it active in the system.

IMPORTANT! After all changes have been save, you must click Apply to
activate changes in the system.

* Next Same as Save.
After clicking Next, the Channel Mapping tab appears.
e Apply Savesand activates changes in the system.

If changes are made to the Business Data section only, recording is not
interrupted.

Interrupts recording in an active system if changes are made in any of the
following sections:

* Telephony CTI Settings
* Recording Settings

Note that when you click Apply, all changes from all tabs are applied. One of
the sections can cause recording to be interrupted, even if the change is not on
the current tab..

TIP: To return to this or a previous tab, just click the tab.

11. Continue with Procedure 3: Configuring Channel Mapping on page 76.
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Procedure 3: Configuring Channel Mapping

In order for NICE Perform eXpress to gather all relevant information, devices must be defined as
monitored devices, even if not recorded. To record a device, it must be mapped to a channel.

Recording is implemented using Service Observation or Dual Registration (Multiple
Registration). The Service Observation method is implemented via virtual IP Softphone
extensions (Virtual Extensions) that are registered on the Communication Manager using the
DMCC Service.

For each Service Observation device, a Virtual Extension must be available. Only Service
Observation and Dual Registration (Multiple Registration) devices are mapped to channels.

Monitored Devices and Channel Mapping can be configured in one of the following ways:

° Automatic Channel Mapping - Define the Monitored Devices and then simply click the
Automatic Channel Mapping button. Channel Mapping assignments will be automatic and the
Channel Mapping section will be filled. Use the procedure in this section.

* Importing Definitions - Create an Excel sheet with Channel Mapping definitions and import
it into your system. NICE Perform eXpress provides a template for this purpose. If you have
such a file, proceed to Importing Channel Mapping on page 80 instead of the procedure in
this section. To create a file for import, see Creating Import Files for Channel Mapping
on page 178. This option also defines the Monitored Devices section.

° Manually - Enter Monitored Devices and Channel Mapping definitions directly into the
appropriate sections of the Channel Mapping tab. Use the procedure in this section.

In this procedure you will do the following:
1. Define all CTI Interface devices as Monitored Devices.
a. The following must be defined in order to be recorded:

* Virtual Extension - Virtual Extensions are used for recording Service Observation.
There must be one Virtual Extension for each Service Observation device.

* Service Observation - Service Observation is a feature on the Avaya
Communication Manager switch which allows any agent to enter an observation code
in a phone unit and dial another extension for observation purposes. You must define a
Virtual Extension device for each Service Observation device. For example, if you
define 10 Service Observation devices, you must define at least 10 Virtual Extension
devices. Service Observation devices do not need to be mapped to Virtual Extension
devices, that is done transparently. All Service Observation devices must be mapped
to channels.

* Dual Registration - Also know as Multiple Registration. This is a feature on the
Avaya Communication Manager switch (introduced in CM5.0/AES4.1) that enables
DMCC clients to register to an existing digital and IP extension and request a replica
of the media stream. All Dual Registration devices must be mapped to channels.

b. To monitor the following devices, they must also be defined:
* ACD (hunt group)
* VDN
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2. Define Channel Mapping. Map all Service Observation and Dual Registration devices to
channels for recording.

Tips about Automatic Channel Mapping

The following are the rules by which Automatic Channel Mapping operates.

*  Automatic Channel Mapping will not change existing mapping definitions. Channels that were
previously mapped will retain their original mapping and be passed over. If you want a
specific device mapped to a specific channel, map it before implementing Automatic Channel
Mapping.

Example: You have 20 channels. Channel 4 is already mapped. Automatic Channel Mapping
will map to channels 1 - 3 and 5 - 20.

e According to the order in which they appear, each device that can be mapped, will be mapped
to the next available channel.

Example: You defined 20 monitored devices. Devices 1 - 5 are not recorded, only monitored.
Automatic Channel Mapping will map only devices 6 - 20.

e |fthere are more devices than available channels, devices will be mapped in the order in which
they appear until all channels are mapped.

Example: You have 20 devices and 15 unmapped channels. The first 15 devices will be
mapped to channels. The remaining 5 devices will not be mapped.

* If you delete a device, the remaining devices will retain their original mappings. The channel
to which the deleted device was mapped will remain empty and available to be mapped
manually or by the next Automatic Channel Mapping.

Example: Devices 1 - 10 are mapped to channels 1 - 10. You delete device 1. Devices 2 - 10
will remain mapped to channels 2 - 10. Channel 1 is now available for mapping.

* Each time you click Automatic Channel Mapping, any unmapped devices will be mapped to
the next available channels.

Example: Due to previous mapping and changes in devices, channels 1, 5, and 6 remain
available. If you add more devices and then click Automatic Channel Mapping, the first three
unmapped devices will be mapped to channels 1, 5, and 6 respectively.
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To configure Devices and Channel Mapping:

1. Select the Channel Mapping tab.

Telephony 1 ) Telephony Environment || 2 ) CTI and Recording | 3 > Channel Mapping '
Environment )
¥ Avaya DMCC TSAPI Active VoIP

Monitored
Devices

Channel
Mapping

Enter Number or Rangs

2 Select Type

Device Name
No records to display.

Device Type

-] Channel Mapping Avaya DMCC TSAPI Active VoIP

Device Name Channel Channel Type Channel Name

™ 1 Active VoIP [Cramnelz |
™ Active VoIP [Cramnelz |
™ 3 Active VoIP [Cramnelz |
™ 4 Active VoIP [Cramnela |
™ 5 Active VoI? Channel 5

2. To import Channel Mapping configurations from an Import file, use the procedure in
Importing Channel Mapping on page 80 in place of this one.

3. Inthe Monitored Devices section, define all devices being monitored and/or recorded as

follows:

a. Inthe Enter Number of Range field, enter a range or single values separated by
commas. A range cannot contain more than 100 devices. Device name can contain text
characters.

Example:

1-10,20,25-30 or 200-299,300-399 or Extl,Ext2

b. Inthe Select Type field, select the type of device: ACD, VDN, Virtual Extension,
Service Observation, or Dual Registration (Multiple Registration).

c. Click Add :ﬂ. The devices are added to the list.

Remember: There must be one Virtual Extension for each Service Observation device.

All the devices will automatically be monitored. Only Service Observation and Dual
Registration devices can be recorded; they must be mapped to channels.

— | Monitored Devices

10001

Enter Number or Range

Device Name

[acD ]

Device Type
ACD

l—? Select Type :ﬂ i]

20001

VDN

30001

Virtual Extension

ServiceObservl

Service Observation

DualRegl

Dual Registration

4

4. Repeat Step 3 until all devices are added.
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5. You are now ready to map devices to channels in one of the following ways:
* To automatically map devices to channels, continue with Step 6.
-or-
* To manually map devices to channels, continue with Step 7.
6. To automatically map devices to channels:
TIP: If you want a specific device mapped to a specific channel, map it manually before
implementing Automatic Channel Mapping.
a. Scroll down and click Automatic Channel Mapping M

All Service Observation and Dual Registration devices are automatically mapped to
channels. Scroll down to the Channel Mapping section to view the results.

If there are more devices than channels, only the first devices will be mapped.

b. (optional) In the Channel Name field, edit the default name given to the channel. The
Channel Name appears in Channel Monitor. Use a logical name.

c. Continue with Step 10.

7. Scroll down to the Channel Mapping section.

- | Channel Mapping Avaya TSAPI DMCC Active VolP

Device Name Channel Channel Type Channel Name
1 Active VolP [Cremmer |
2 Active VoIP [Cremmeiz |
3 Active VoIP [chemmeiz |
s Active VolP [chemneies |
| | s Active VoIP [Chennels

Each row represents a channel installed in your NICE Perform eXpress system. If you do not
see the expected amount of channels, return to Procedure 2: Defining CT1 and Recording
on page 72 and increase the amount of Configured Channels. You may need to increase the
number of channels in your license.

8. To map a device to a channel do the following:
a. Inthe Device Name field, select a device.

b. (optional) In the Channel Name field, edit the default name given to the channel. The
Channel Name is displayed in Channel Monitor. Use a logical name.

- | Channel Mapping Avaya DMCC TSAPI Active VoIP

Device Name Channel Channel Type Channel Name

1 Active VolP [Cremmeir |
2 Active VolP [Cremmeiz |
3 Active Vol [Chamreiz |
4 Active VoIP [chemneis |

9. Repeat Step 8 for each device.
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10. Scroll down and click one of the following:

* Save  Saves data entered on this tab. Does not make it active in the system.
IMPORTANT! You must click Apply to activate changes in the system.
* Next Same as Save.
After clicking Next, the Storage and Rules tab appears.
e Apply Savesand activates changes in the system.

If changes are made only to the Monitored Devices and Channel Mapping
sections, recording is not interrupted.

Note that when you click Apply, all changes from all tabs are applied. If
changes were made on a different tab that interrupt recording, then recording
will be interrupted now.

11. Continue with Procedure 4: Configuring Storage on page 83.

Importing Channel Mapping

Channel Mapping parameters can be imported from an external Excel file (Import file). To prepare
an Import file suitable for Channel Mapping, see Creating Import Files for Channel Mapping
on page 178.

If Channel Mapping information was defined prior to importing a file, the following occurs:

e If a match is found, according to the Device Name, between the new import file and existing
Channel Mapping definitions, then the entire new record overwrites the old one.

e If no match is found, the new record is added.
e EXxisting records are not deleted.

To import the file into NICE Perform eXpress, use the following procedure.

To import Channel Mapping parameters:

1. Click the Channel Mapping tab.

Telephony

Environment 1 ) Telephony Environment || 2 3 CTI and Recording | 3 > Channel Mapping |

¥ Telephony Environment

Import *

File - | Monitored Devices

2. Click Import File j-_-|
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The Import Channel Mapping window appears.

Import Channel Mapping x |

Please select file ta import

- R

Close ]

3. Click Select to browse to, and select the Excel file with the Channel Mapping definitions.
4. Click Import.

The Import Channel Mapping window displays the Summary area with summary
information. If errors occur, the errors appear under the summary information.

Import Channel Mapping x |

Please select file to import

Import ]

Summary

Impart completed successfully

Import Summary
! Information appears
20 Extensions added
10 Channels updated here

Close

5. Click Close.

The Channel Mapping tab is filled with the data from the Import file. You can edit this data if
necessary. However, changes might not be saved if Import is repeated (either with the same, or
a different file).

6. Scroll down and click one of the following:

* Save  Saves data entered on this tab. Does not make it active in the system.
IMPORTANT! You must click Apply to activate changes in the system.
* Next Same as Save.

After clicking Next, the Storage and Rules tab appears.
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* Apply Savesand activates changes in the system.

If changes are made only to the Monitored Devices and Channel Mapping
sections, recording is not interrupted.

Note that when you click Apply, all changes from all tabs are applied. If
changes were made on a different tab that interrupt recording, then recording
will be interrupted now.

7. Continue with Procedure 4: Configuring Storage on page 83.
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Procedure 4: Configuring Storage

The following Remote Storages are supported:

* Network Attached Storage (NAS)
* Storage Area Network (SAN)

* Local and shared network paths

The following ESMs are supported:

* EMC Centera
* Tivoli Storage Manager (TSM)
To configure an ESM, see Configuring ESM Storage on page 221.

Ty IMPORTANT
= Both ESMs and Remote Storage require a Remote Storage Path.

For the Remote Storage Path, verify the following:
* The Remote Storage Path must be defined on a dedicated partition or on a network path.
* The Remote Storage Path must be shared.

* The permissions for the Remote Storage Path folder must be for the same user account
used for the NICE Perform eXpress installation.

Data Retention and Automatic Deletion for ESMs and Remote Storage

You can attach more than one NICE Perform eXpress system to the same partition. Depending on
whether you are using an ESM or Remote Storage, NICE Perform eXpress responds differently
when the partition reaches its full capacity. Response is as follows:

°  ESM: When the partition reaches its full capacity, the oldest interactions are automatically
deleted.

* Remote Storage: When the partition reaches its full capacity, one of the following occurs:
*  Oldest interactions are automatically deleted.
-Or-

*  When retention is enabled, and the retention period is still in effect, new interactions are
not stored. See Enabling Retention below.

To determine how much storage is left at the configured storage path for all systems combined, see
the System Management application, System Status tab, and check the Storage area.
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Enabling Retention

NICE Perform eXpress can be configured with or without data retention. Enabling retention
applies the following changes to storage retention:

*  The default number of days to store an interaction goes into effect.
*  The default number of days to extend retention is set.
* You can create Retention Rules to change the retention for specific groups and calls.

When retention is not enabled, interactions are stored on the Remote Storage Path until no space is
available. At this point, the oldest interactions are deleted first. Extended Retention is not available
in the Interactions application.

How to Proceed

1. Complete one of the following:
* Configuring Remote Storage on page 84
e Configuring Backup without Storage on page 95

2. If required, continue with Quality Management: Defining Screen Recording QM Rules
on page 98

Configuring Remote Storage

Remote storage options supported by NICE Perform eXpress include NAS, SAN, as well as local
and shared network paths.

Understanding Retention Rules

Retention Rules filter interactions according to specified criteria, such as selected groups or phone
numbers, and apply a Retention Period to these interactions. The order in which the rules are
created impacts the retention of the interaction. The first rule in the list applies to all the
interactions. The second rule applies to the interactions that remain, and so on. Make sure that you
plan all Retention Rules before proceeding.

For a list of all Retention Rule options, see the table in Step 14 on page 88.

To configure remote storage:

1. Click the Storage and Rules tab.
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Note: The Storage and Rules tab shown below is with Remote Storage options selected
initial view might vary.

. Your

1 ) Telephony Environment | |2 3 CTI and Recording || 3 ) Channel Mapping ‘4 > Storage and Rules

Appears ¥ Screen Recording Settings
only with a [ sarasr Rz B
QM license ‘ i
¥ Storage Settings
Select Storage Configuration: | Mew Configuration ﬂ
Storage Type @] ®
Storage Mame: l:'
Archiving Timeframe: @) Continuous
O Fram: l:l@TD: I:l@
Remote Storage Path: _ﬂ l:l 7
Mo recards to display.
Appears O archive sereen
only with a
QM license

Retention Settings

[+ retention Settings Enabled ?

Default Retention Period {Days): 3,650
Default Time Period to Extend Retention;

x
x

Days
Retention Rules

Rule Name Retention Period Last Modified By

Last Modification Time
Mo records to display.

R —
+

If you do not have a QM license, or if you are not recording screens, continue with Step 4.

3. To record screens (a QM license is required), define a directory for storing screen recordings
as follows:

a. Inthe Screen Recording Settings section, select Screen Recording Enabled.

C.

1 2 Telephony Environment 2 # CTI and Recording 3 2 Channel Mapping |4 > Storage and Rules |

¥ Screen Recording Settings

¥ Screen Recording Enabled

Screen Recording Path: F\Screens

Allocated Space: 2,000 ME (Must be at least 1000 MB)

The Screen Recording Path and Allocated Space parameters appear.

In the Screen Recording Path enter the path of a valid local partition for screen storage.

IMPORTANT: The path must be a local partition; not a shared partition or a network drive.

Do not use partition C or E. Partitions D or F may be used.
Example: F:\Screens

In the Allocated Space enter the size allocated for screen storage.
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IMPORTANT: The storage path and space that you define cannot be changed!

Screen recording takes place only according to Quality Management rules. They will be
defined at the end of this procedure.

4. If you do not have a predefined Central Administration configuration, continue with Step 6.

5. To use a predefined Central Administration configuration, do the following:

a. Inthe Select Storage Configuration list select the name of the TSM storage definition.
The Storage Configuration fields will be automatically filled. They are read-only and

cannot be modified.

b. Complete the remaining Storage Settings section as follows:

Storage Setting

Description

Notes

Remote Storage
Path

Enter the storage path, and click #.

Defines the path where the data is
saved before it is moved to the
Centera server.

IMPORTANT: Do not use the C, D,
or E partitions on the NICE Perform
eXpress machine. It is recommended
to use a network path.

Examples:

* \\npx\archive

* \\l.1.1.1\archive
Notes:

* If your storage policy supports
it, you can add more than one
remote storage path.

*  You cannot add the same path
twice.

This path must be defined on a
dedicated partition.

The permissions for the
Remote Storage Path folder
must be for the same user
account that was used for the
NICE Perform eXpress
installation.

The oldest data saved at the
Remote Storage Path
location is automatically
deleted as soon as no storage
space is detected.

Before defining the Remote
Storage Path, verify that
there is enough free space at
the Remote Storage Path
location.

Archive Screen

Appears only in a QM
environment

To archive screen recordings, select
Archive Screen. Then define the
Screen Retention Period.

If the retention for voice
recording is less than the
screen retention, screens will
be deleted when their voice
interaction is deleted.

c. Continue with Step 9.

6. For Storage Type, select Remote Storage.

7. Inthe Storage Name field, enter a name for the storage configuration.
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Example: NAS_NPeXpress.

8. Complete the Storage Settings section as follows:

Procedure 4: Configuring Storage l

Storage Setting

Description

Notes

Archiving
Timeframe

Select Continuous to archive at all
times, or select a timeframe for
archiving to take place at the
specified time every day.

Remote Storage
Path

Enter the storage path, and click %,

Defines the path where the data is
saved before it is moved to the
Centera server.

IMPORTANT: Do not use the C, D,
or E partitions on the NICE Perform
eXpress machine. It is recommended
to use a network path.

Examples:

* \\npx\archive

* \\1.1.1.1\archive
Notes:

* If your storage policy supports i,
you can add more than one
remote storage path.

* You cannot add the same path
twice.

This path must be defined on a
dedicated partition.

The permissions for the Remote
Storage Path folder must be for
the same user account that was
used for the NICE Perform
eXpress installation.

The oldest data saved at the
Remote Storage Path location
is automatically deleted as soon
as no storage space is detected.

Before defining the Remote
Storage Path, verify that there
is enough free space at the
Remote Storage Path location.

Archive Screen

Appears only in a QM
environment

To archive screen recordings, select
Archive Screen. Then define the
Screen Retention Period.

If the retention for voice
recording is less than the screen
retention, screens will be deleted
when their voice interaction is
deleted.

Retention Period
Days

Select the number of days to save the
data on the remote storage. When the
defined retention period is over,
NICE Perform eXpress automatically
deletes the data.

If the Retention Period Days
value is 0, then there is no
retention. Data is stored as long
as space is available. When no
space is available, the oldest data
is deleted.

9. If you are not enabling data retention, clear the Retention Settings Enabled checkbox, and

continue to Step 7.
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IMPORTANT: When retention is not enabled, interactions are stored on the Remote Storage
Path until no space is available. At this point, oldest interactions are deleted first. Also,
extended retention is not available in the Interactions application.

In the Default Retention Period (Days) field, enter the retention period that will apply to
interactions not affected by Retention Rules. (See Understanding Retention Rules
on page 84.) The maximum value is 10 years. (3,650 days).

In the Default Time Period to Extend Retention field, enter the default Extend Retention
period that appears in the Interactions application when extending the retention of an
interaction. The Extend Retention Period can be longer than the Default Retention Period.

Example: if the Default Retention Period is one year, and the Extend Retention Period is two
years, the total retention for the interaction is three years. See the Administrator’s Guide for
more information on Extend Retention.

If there is no need to apply a different Retention Period to specific interactions, continue with
Step 7 on page 96.

Plan all the Retention Rules for your site. The order in which you create the rules impacts the
retention of the interaction. The first rule in the list applies to all the interactions. The second
rule applies to the interactions that remain, and so on. See Understanding Retention Rules

on page 84.

For each Retention Rule, do the following:

a. Click Add . The Add Rule window appears.

Add Rule x

Rule Name:

Retention Period: l:l: Days

Filter

All Users
6044 Group
Groups: 8492 Group

Dialed Number:

Phone Number:

Call Direction: [ tncoming

O Outgoing
Ointernal

Advanced Deletion

DPermanently delete interactions and their audio

Cancel Save
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b. Complete the Retention Rule definition as described below:

Rule Option |Description How to...
Rule Name |(Required field) Descriptive name of the |Enter the name.
rule. Example: 30 Day Retention -
Internal.
Retention (Required field) Retention period in days |Enter the retention value.
Period to store the interaction that meets the
criteria of the rule.

Groups Filters according to the selected groups.  |Select a group. To select
more than one group, press
the Shift or Ctrl key while
selecting.

Dialed Filters the interactions by a specific Enter the number.

Number incoming or outgoing number.

Phone Filters the interactions according to the  |Enter the number.

Number phone number of the customer associated

with the call. If the call is internal, the

phone number is the destination of the

call.
Call Filters the interactions according to Select a direction.
Direction direction. Possible directions are:

* Incoming

e Qutgoing

* Internal
Advanced Deletes the audio (and screen recordings) |Select Permanently delete
Deletion of the filtered interactions and their interactions and their

interaction details. No reference to these |audio.

interactions are left in the system.

Warning: When the Advanced Deletion

option is included in a Retention Rule,

these interactions can never be played

back again.
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c. Click Save. The rule appears in the Retention Rules area.

Retention Settings

[¥] Retention Settings Enabled 7

Default Retention Period (Days): 3,650

# ¥

&

Rule Name Retention Period Last modified by Last Modification Time
30 Days 30 NICE, Superuser 24/08/2010 15:27:57 4——

d. Repeat Step 14 for each Retention Rule.

15. If a backup device is installed and configured, you can define backup in the Backup Settings
section as follows:

¥ Backup Settings

Use Backup Device:

4

Retention Period (Days):

a. For Use Backup Device, select Yes.

b. Inthe Retention Period (Days) field, enter the retention period to keep data on the
backup media. The maximum value is 10 years. (3,650 days). When the retention period is
in effect, you cannot overwrite the data on the backup media.

16. In a QM environment, complete Defining Screen Recording and Quality Management
(QM).

Quality Management rules do the following:

e Select interactions to be marked as QM

*  Select interactions for screen recording (these interactions will also be marked as QM)
Use this procedure to define the criteria by which interactions will be marked for QM.

If you are recording screens, these rules will determine which screens are recorded.

You can define more than one rule, however an interaction needs only to meet the criteria of one
rule, not all of them, to be marked for QM. The rules will be processed in the order in which they
appear on the list.

Example: If an interaction meets the criteria of the first rule, it will be marked for QM and will not
be matched against the remaining rules.
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To define Quality Management rules:

1. Inthe Storage and Rules tab, scroll down to the Quality Management Settings area.

¥ Quality Management Settings

Quality Management Rules

2 (¥ X

Rule Name Screen Recording Last Modified By Last Modification Time
No records to display.

2. Click Add 4.
The Add Rule window appears.

Add Rule X
: — 1 . .
RN Screen Recording section
Screen Recording - appears only if Screen
Recording is Enabled
Screen Recording: ™ Enabled
Screen Wrap-up Time: B0 | Scconds
Schedule
Schedule Type: @ paily 7 weekly € Monthly
From: 00:00 o]
To: [zss (3
Sampling
Sampling Method: @ Random " Percentage
Record : Interactions per agent
Filter

Groups: rm_

Dialed Number:

Phone Number: |
Call Direction: Tiscariing
™ outgeing
™ 1nternal
Duration greater than: [ | Seconds .
Duration less than: 1" - scownis Busmess D_ata appears
Business Data: [Salect Nl - only if Business Data fields
were added
Cancel save |

3. Complete the Quality Management Rule definition as follows:

Table 5-1: Quality Management Rule Definition

Section Description How to...

Rule Name [(Required field) Descriptive name of the rule. |Enter a name.
Example: 30 day Screen Storage
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Table 5-1: Quality Management Rule Definition (Continued)

Section

Description

How to...

Screen
Recording

Appears only if Screen Recording is enabled.
Screens that are recorded are marked as QM.

To record screens that meet
the criteria of this rule, select
Enabled.

Screen Wrap-up Time is
the amount of time, after the
interaction ends, that screen
recording continues.

Schedule

How often and when are the amount of
interactions specified in the Sampling section
recorded.

EXAMPLE: You define Schedule as Daily from
9:00 - 10:00, and Sampling as 10 interactions
per agent. This means that every day between
9:00 and 10:00, up to 10 interactions per agent
will be recorded. If an agent has more than 10
interactions, only the first 10 will be recorded.

Select Schedule Type and
then select the From/To time
periods. Click the clock icon
to the right of each field to
select a time.

Sampling

How many interactions will be selected for
recording within each Schedule period.

Random - The defined number of interactions
will be recorded per agent per Schedule
period.

Percentage - A percentage of interactions will
be recorded per Schedule period.

Select Random or
Percentage and then enter
the number or percentage of
interactions to record.
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Table 5-1: Quality Management Rule Definition (Continued)

Section Description How to...
Filter Define a filter for determining which To select more than one
interactions will be marked for QM. An group, press the Shift or Ctrl

interaction must meet all the criteria in a rule in |key while selecting.
order to be marked for QM.

Groups - Only interactions from the selected
groups can be marked for QM.

Dialed Number - Only interactions with this
number can be marked for QM (incoming or
outgoing is defined later in this area).

Phone Number - Only interactions with this
phone number as the customer associated
with the call can be marked for QM. If the call
is internal, then Phone Number is the
destination of the call.

Call Direction - Only interactions in this
directions can be marked for QM:

Incoming

Outgoing

Internal

Duration greater than/Duration less than -

The length of an interaction must be within this
range in order to be marked for QM.

Business Data - If you have Business Data
defined, you can define criteria according to
Business Data values.

If a Business Data field is deleted, then any
QM rule based on that field will automatically
be deleted as well.

4. Inthe Add Rule window, click Save.

5. (Optional) Click Save to save the storage settings definition. The definition appears in the
Select Storage Configuration drop-down list.

WARNING
| Clicking Apply interrupts recording, resulting in a loss of data! Only click Apply when you have
- determined that your system is not currently recording.
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6. Scroll down and click one of the following:

* Save  Saves data entered on this tab. Does not make it active in the system.
IMPORTANT! You must click Apply to activate changes in the system.
* Apply Savesand activates changes in the system.

Interrupts recording in an active system if changes are made in any of the
following sections:

* Screen Recordings Settings
* Backup Settings

In an active system, if changes were made in the following sections, recording
will not be interrupted:

° Storage Settings (Storage services restart; recording is not
interrupted)

* Quality Management Settings

Note that when you click Apply, all changes from all tabs are applied. One of
the sections can cause recording to be interrupted, even if the change is not on
the current tab.

In a Mixed Environment, when recording is interrupted, it is interrupted on
both environments.

e Done Appearsonly during first-time configuration. In a Mixed Environment, appears
only when defining the first environment.

Saves data entered on this tab and applies all changes from all tabs in your
system, enabling recording to begin.

After clicking Done, the User Administration opens so that you can begin
adding Users to your system.
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Configuring Backup without Storage

Some sites only play back recent calls and do not require the storage and archiving capabilities that
NICE Perform eXpress offers. In order to run a NICE Perform eXpress system without storage and
archiving, configure the Storage Configuration type to No Storage.

To configure backup without storage:
1. Click the Storage and Rules tab.

Note: The Storage and Rules tab shown below is with the No Storage options selected and a
QM license. Your initial view might vary.

1 2 Telephony Environment 2 2 CTI and Recording 3 # Channel Mapping |4 > Storage and Rules

Appears ¥ Screen Recording Settings
Only Wlth a Osereen Recording Enabled
QM licenseg

¥ Storage Settings

Select Storage Configuration: |No Storage ﬂ

¥ Backup Settings

Use Backup Device: l:l

Retention Period (Days): :

Appears ¥ Quality Management Settings
only with a

QM license

Quality Management Rules

EZQE ¥

Rule Name Screen Recording Last Modified By Last Modification Time
No records to display.

2. If you do not have a QM license continue with Step 4.

3. To record screens (a QM license is required), define a directory for storing screen recordings
as follows:

a. Inthe Screen Recording Settings section, select Screen Recording Enabled.

1 2 Telephony Environment 2 # CTI and Recording 3 2 Channel Mapping |4 > Storage and Rules |

¥ Screen Recording Settings

¥ Screen Recording Enabled
Screen Recording Path: F\Screens

Allocated Space: 2,000 ME (Must be at least 1000 MB)

The Screen Recording Path and Allocated Space parameters appeatr.
b. Inthe Screen Recording Path enter the path of a valid local partition for screen storage.
IMPORTANT: The path must be a local partition; not a shared partition or a network drive.

Example: F:\Screens
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c. Inthe Allocated Space enter the size allocated for screen storage.
IMPORTANT: The storage path and space that you define cannot be changed!

Screen recording takes place only according to Quality Management rules. They will be
defined at the end of this procedure.

4. Inthe Select Storage Configuration drop-down list, select No Storage.

5. Ifabackup device is installed and configured, you can define backup in the Backup Settings
section as follows:

¥ Backup Settings

Use Backup Device:

4

Retention Period (Days):

a. For Use Backup Device, select Yes.

b. Inthe Retention Period (Days) field, enter the retention period to keep data on the
backup media. The maximum value is 10 years. (3,650 days). When the retention period is
in effect, you cannot overwrite the data on the backup media.

6. Ina QM environment, complete Defining Screen Recording and Quality Management
(QM).

7. (Optional) Click Save to save the storage settings definition.

WARNING

| Clicking Apply interrupts recording, resulting in a loss of data! Only click Apply when you have
determined that your system is not currently recording.

Chapter 5: Configuring “

I NICE Perform eXpress Installation Guide Release 3.0: Avaya DMCC TSAPI Active VoIP (Rev. Al)



Configuring Backup without Storage l

8. Scroll down and click one of the following:

* Save  Saves data entered on this tab. Does not make it active in the system.
IMPORTANT! You must click Apply to activate changes in the system.
* Apply Savesand activates changes in the system.

Interrupts recording in an active system if changes are made in any of the
following sections:

* Screen Recordings Settings
* Backup Settings

In an active system, if changes were made in the following sections, recording
will not be interrupted:

° Storage Settings (Storage services restart; recording is not
interrupted)

* Quality Management Settings

Note that when you click Apply, all changes from all tabs are applied. One of
the sections can cause recording to be interrupted, even if the change is not on
the current tab.

In a Mixed Environment, when recording is interrupted, it is interrupted on
both environments.

* Done Appearsonly during first-time configuration. In a Mixed Environment, appears
only when defining the first environment.

Saves data entered on this tab and applies all changes from all tabs in your
system, enabling recording to begin.

After clicking Done, the User Administration opens so that you can begin
adding Users to your system.
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Quality Management: Defining Screen Recording QM Rules

If your license includes Quality Management (QM), the Storage and Rules tab will contain
sections for Screen Recording Settings and for Quality Management Settings.

If you have already defined screen recording while defining Storage or Backup, begin with
Defining Quality Management (QM) Rules on page 99.

To initiate QM with screen recording, do the following:

1. Define a location on the NICE Perform eXpress machine for screen storage.
2. Define storage retention for archiving screens.
3. Define rules for marking interactions for QM.

Begin with Defining Screen Recording on page 98.

To initiate QM without screen recording, do the following:

e Define rules for marking interactions for QM

Begin with Defining Quality Management (QM) Rules on page 99.

Defining Screen Recording

Use this procedure to define the local directory and storage retention for screen recordings.

Screens will only be recorded according to Quality Management Rules. If you define Screen
Recording but do not define QM rules, screens will not be recorded.

IMPORTANT

= In the following procedure you will be defining the storage path and size of the directory for
screen recordings. Once defined, you cannot change the location or size of this directory.

To define screen recording:

1. Inthe Storage and Rules tab, in the Screen Recording Settings section, select Screen
Recording Enabled.

1 2 3 | 4 > Storage and Rules |

¥ Screen Recording Settings

_> ¥ Screen Recording Enabled

Screen Recording Path:

Allocated Space: 2,000 ME (Must be at least 1000 MB)

The Screen Recording Path and Allocated Space parameters appear.
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2. Inthe Screen Recording Path enter the path of a valid local partition for screen storage. If
the directory you define does not exist, it will be created now.

IMPORTANT: The path must be a local partition, not a shared partition or a network drive.

Example: F:\Screens

3. Inthe Allocated Space, enter the size allocated for screen storage. Be sure that enough free
space is available in the defined path.

IMPORTANT: The storage path and space that you define cannot be changed!

Screen recording takes place only according to Quality Management rules. They will be
defined at the end of this procedure.

4. Scroll down to the Storage Settings area and select Archive Screen.

The Screen Retention Period (Days) parameter appears.

¥ Storage Settings

Select Storage Configuration: | local v
Storage Type o *

Storage Name: local

Archiving Timeframe: & Continuous

 From: |:4 21 @Tc: |:4 21 (Gj
Remote Storage Path: _ﬂ I— v

M ‘wnpxupgrade'\archive

D ¥ archive Screen

Screen Retention Period (Days): G0

Ak

5. Inthe Screen Retention Period (Days) field, enter the number of days that screens
recordings should be saved.

NOTE: If an interaction is deleted due to a rule with Advanced Deletion, the screen
recordings for the interaction will be deleted as well.

6. You must define Quality Management Rules to record screens. Continue with Defining
Quality Management (QM) Rules on page 99.

Defining Quality Management (QM) Rules

Quality Management rules do the following:

e Select interactions to be marked as QM

*  Select interactions for screen recording (these interactions will also be marked as QM)
Use this procedure to define the criteria by which interactions will be marked for QM.

If you are recording screens, these rules will determine which screens are recorded.
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You can define more than one rule, however an interaction needs only to meet the criteria of one
rule, not all of them, to be marked for QM. The rules will be processed in the order in which they
appear on the list.

Example: If an interaction meets the criteria of the first rule, it will be marked for QM and will not
be matched against the remaining rules.

To define Quality Management rules:

1. Inthe Storage and Rules tab, scroll down to the Quality Management Settings area.

¥ Quality Management Settings

Quality Management Rules

Rule Name Screen Recording Last Modified By Last Modification Time
No records to display.

2. Click Add 4.
The Add Rule window appeatrs.

Add Rule b 4
: | i i
Rule Nams Screen Recording section
e - appears on_Iy if Screen
Recording is Enabled

Screen Recording: [ Enabled

Screen Wrap-up Time: :‘5;- |+ Seconds

Schedule

Schedule Type: @ paily © weekly C Monthly

From: 00:00 jcl

To: 23:59 @

Sampling

Sampling Methed: @ mandom © Percentage

Record %+ Interactions per agent

Filter

Sroups: rlm_

Dialed Number:

Phone Number: |
Call Direction: m| (R

™ outgoing

™ Internal
Durstion greater than: [ | Seconds .
Duration less than: C———— 1 :seeonis Busmess Data appears
Business Data: [Select 2 [ ol - only if Business Data fields

were added
Cancel save |
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3. Complete the Quality Management Rule definition as follows:

Table 5-2: Quality Management Rule Definition

Section

Description

How to...

Rule Name

(Required field) Descriptive name of the rule.
Example: 30 day Screen Storage

Enter a name.

Screen
Recording

Appears only if Screen Recording is enabled.
Screens that are recorded are marked as QM.

To record screens that meet
the criteria of this rule, select
Enabled.

Screen Wrap-up Time is
the amount of time, after the
interaction ends, that screen
recording continues.

Schedule

How often and when are the amount of
interactions specified in the Sampling section
recorded.

ExXAMPLE: You define Schedule as Daily from
9:00 - 10:00, and Sampling as 10 interactions
per agent. This means that every day between
9:00 and 10:00, up to 10 interactions per agent
will be recorded. If an agent has more than 10
interactions, only the first 10 will be recorded.

Select Schedule Type and
then select the From/To time
periods. Click the clock icon
to the right of each field to
select a time.

Sampling

How many interactions will be selected for
recording within each Schedule period.

Random - The defined number of interactions
will be recorded per agent per Schedule
period.

Percentage - A percentage of interactions will
be recorded per Schedule period.

Select Random or
Percentage and then enter
the number or percentage of
interactions to record.
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Table 5-2: Quality Management Rule Definition (Continued)

Section Description How to...
Filter Define a filter for determining which To select more than one
interactions will be marked for QM. An group, press the Shift or Ctrl

interaction must meet all the criteria in a rule in |key while selecting.
order to be marked for QM.

Groups - Only interactions from the selected
groups can be marked for QM.

Dialed Number - Only interactions with this
number can be marked for QM (incoming or
outgoing is defined later in this area).

Phone Number - Only interactions with this
phone number as the customer associated
with the call can be marked for QM. If the call
is internal, then Phone Number is the
destination of the call.

Call Direction - Only interactions in this
directions can be marked for QM:

Incoming

Outgoing

Internal

Duration greater than/Duration less than -

The length of an interaction must be within this
range in order to be marked for QM.

Business Data - If you have Business Data
defined, you can define criteria according to
Business Data values.

If a Business Data field is deleted, then any
QM rule based on that field will automatically
be deleted as well.

4. Inthe Add Rule window, click Save.
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5. Scroll down and click one of the following:

* Save  Saves data entered on this tab. Does not make it active in the system.
IMPORTANT! You must click Apply to activate changes in the system.
* Apply Savesand activates changes in the system.

Interrupts recording in an active system if changes are made in any of the
following sections:

* Screen Recordings Settings
* Backup Settings

In an active system, if changes were made in the following sections, recording
will not be interrupted:

° Storage Settings (Storage services restart; recording is not
interrupted)

* Quality Management Settings

Note that when you click Apply, all changes from all tabs are applied. One of
the sections can cause recording to be interrupted, even if the change is not on
the current tab.

In a Mixed Environment, when recording is interrupted, it is interrupted on
both environments.

e Done Appearsonly during first-time configuration. In a Mixed Environment, appears
only when defining the first environment.

Saves data entered on this tab and applies all changes from all tabs in your
system, enabling recording to begin.

After clicking Done, the User Administration opens so that you can begin
adding Users to your system.
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Managing Users and Groups

The User Administration application enables managing users and groups, as well as defining
global settings for the organization.
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Overview

The User Administration application enables managing users and groups, as well as defining
global settings for the organization.

Use the User Administration application to:

* View NICE Perform eXpress users in their respective groups. See Understanding Displayed
User Information on page 108.

*  Add new users by defining their login, permissions, passwords, and other settings. See
Populating the System with Users on page 113.

e Delete a user from NICE Perform eXpress. See Deleting Users from the System
on page 116.

* Add new groups to organize users. See Adding Groups of Defined Users on page 117.
* Delete a group. See Managing Groups on page 117 and Deleting Groups on page 118.

* Import an Excel file with pre-defined User and/or Group information. See Importing Users
and Groups from an Excel File on page 119.

e Define password settings and login options for your organization. See Defining Organization
Settings on page 120.

Impact of the Authentication Mode on User Administration

Depending on whether your site uses NICE Authentication or Windows Authentication, you

configure different options in the User Administration application. A description of each
authentication mode and its impact on the User Administration application is described below:

NICE Authentication Mode

Users are configured in the User Administration application, where they are assigned a login name
and password. Users log in to NICE Perform eXpress by means of their login name and password.

Windows Authentication Mode

Active Directory users must have a valid user name and domain in order to be configured as NICE
Perform eXpress users. In the User Administration application, Active Directory users are
configured to be NICE Perform eXpress users. Once they are configured as NICE Perform
eXpress users, they are automatically logged in to NICE Perform eXpress.

To change the authentication mode, see the Maintenance Guide.
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Getting Started with the User Administration Application

This section describes how to start the User Administration application and explains the different
areas and functionalities of the User Administration window.

The User Administration application is started from the NICE Perform eXpress navigation bar.

To open the User Administration application:
1. Open NICE Perform eXpress.
2. On the navigation bar, click User Administration.
The User Administration application appears, displaying the User Management tab.
The functionality of the User Administration application includes:

* User Management - Enables creating new users, editing existing ones, and deleting users
who are no longer part of NICE Perform eXpress. See Understanding User Types and
Privileges on page 109.

* Group Management - Enables creating, editing, and deleting groups. See Managing
Groups on page 117.

* User/Group Import- Enables importing an Excel file with pre-defined user and/or group
information. See Importing Users and Groups from an Excel File on page 119.

* Settings - Enables defining the organizational settings. These settings include the display of
the user name, password policy, domain settings, and login options. See Defining
Organization Settings on page 120.
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Understanding Displayed User Information

The User Administration application summarizes information regarding NICE Perform eXpress

users:

Table 6-1: User Administration Information

Name

Description

(NICE Authentication only)
User Name

Name of user (The name display is defined in the Settings tab. See
Defining Organization Settings on page 120).

User Type See Understanding User Types and Privileges on page 109.

Recorded W,
Displays the icon if the user can be recorded. If the user cannot
be recorded, no icon is displayed.
Note: The Recorded status reflects the user’s assigned role as it is
defined in the Add or Edit window.

Extension Displays the Extension/s or Station/s on which the user is being
recorded.

Agent ID Displays the Agent ID/s by which the user is identified.

Defined as System User

Displays whether or not the user is able to login to
NICE Perform eXpress.

(NICE Authentication only)
Login name

If defined as a user, the user login name is displayed.

OS Login

Displays the MS Windows login name.

Email

Displays the user’s email address.

Group Name

Displays the group to which the user belongs.

User Status

Displays the user status as one of the following:
* Active
* Not Active

e if user is not logged in for a certain period of time, according
to the organization settings.
-or-

¢ if the user is defined as Not Active (when editing a user,
see Understanding User Types and Privileges
on page 109).
-or-

e if the user enters an invalid password several times, as

defined in the Settings tab. (See Defining Organization
Settings on page 120.)

e Deleted

Note: To view deleted users, in the User Management tab,
select Show deleted users.
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Understanding User Types and Privileges

The User Administration application enables defining user types in the NICE Perform eXpress
system. Each user type has specific privileges. The user types are:

*  Agent
e Manager
e T

* QM - Only for sites with a Quality Management license. See the Quality Management Guide.

Agent

An agent is an employee who makes or answers telephone interactions. Each agent is assigned an
extension number (in a fixed seating environment) or an agent ID (in a free seating environment).
The extension number and the agent IDs are used by NICE Perform eXpress to correlate the
recorded interactions to the relevant agent.

Agents can have login rights to NICE Perform eXpress. In this case, agents can query and play
back their own recordings. If the agent does not have access rights, the agent is defined in the
system to ensure that recorded interactions are correctly correlated to this agent’s extension or ID.

Agent privileges are:

*  View interactions in which the agent participated

*  Query interactions in which the agent participated

* Play back interactions in which the agent participated

*  Create/modify/delete private queries owned by the user

Manager

Managers are responsible for several agents. They can query and play back the interactions of their
subordinates. If the manager is defined as a recorded manager, the interactions of this manager can
also be queried and played back through the Interactions application. In this case, the manager
needs to have an extension number or an agent ID.

Manager privileges are:

*  View all interactions of the manager’s group

*  Query all interactions of the manager’s group

*  Create/modify/delete public queries owned by the user

* Play by any participant in the manager’s group

IT

The NICE Perform eXpress IT user has full access rights to the system and can also query and play
back interactions of all the other users in the system. If the IT user is defined as recorded, the
interactions of the IT user can be recorded. In this case, the IT user needs to have an extension
number or an agent ID.
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IT privileges are:
*  Access to all NICE Perform eXpress applications.
*  View, query, and play back all user groups
*  Query all interactions
*  Create/modify/delete any public queries
e Access the User Administration application:
*  Add/modify/delete user
*  Add/modify/delete group
e Attach User Type (role)
* (NICE Authentication only) Edit organization password/security settings
*  Modify/delete public queries owned by others
* Play by any participant
* Extend the retention of an interaction

* Find audio directly from the Logger
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Understanding User Types and Privileges l

Aside from the default user privileges assigned to each user type, you can add additional privileges
to each user type. You configure these additional privileges from the Role Management tab.

User Management Group Management ‘Rule Management | Settings
g g | g

Agent

+' Query and play back their own interactions

[ save interactions

Manager
«' Query and play back their own interactions
+' Query and play back interactions of subordinates
[ save interactions
[J Access the Evaluations application
[ Access the Reporter application

[ Access the Form Designer application

IT
' Access all applications
«"' Configure and monitor the system
Access the Channel Monitor application
[#] Access the Interactions application
[[] save interactions
Access the Evaluations application
[#] Access the Reporter application

Access the Form Designer application

QM

' Play back all interactions
' Access all QM applications
BT e i e e S e

I [

Table 6-2: Role Management - Additional Privileges by User Type

User Type Privilege Description
Agent Save interactions Enables saving interactions in ASF
Manager Save interactions format in order to play them from

other locations.

Access the Evaluations
application

Enables evaluating interactions
according to a previously created
form.

Access the Reporter
application

Enables generating reports
according to specific users and
forms.

application

Access the Form Designer

Enables creating forms according to
the quality management needs of
the organization.
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Table 6-2: Role Management - Additional Privileges by User Type

User Type Privilege Description
IT Access the Channel Monitor |Enables playing back recordings of
application channel activity that were recorded

from each channel, as well as
monitoring the channel activity in

real time.

Access the Interactions Enables playing back interactions.

application

Save interactions Enables saving interactions in ASF
format in order to play them from
other locations.

Access the Evaluations Enables evaluating interactions

application according to a previously created
form.

Access the Reporter Enables generating reports

application according to specific users and
forms.

Access the Form Designer |Enables creating forms according to
application the quality management needs of
the organization.

QM Access the Channel Monitor |Enables playing back recordings of
application channel activity that were recorded
from each channel, as well as
monitoring the channel activity in
real time.

Save interactions Enables saving interactions in ASF
format in order to play them from
other locations.

To add privileges to user types:
1. Click the Role Management tab.
The Role Management tab appears.

2. Select the additional privileges to add to each user type. See Configuring User Privileges
on page 111 for more information.

3. Click Save.
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Populating the System with Users
NICE Authentication Only

When creating a user, you set their user type, permissions, login name, and password, as well as
other settings.

E; NOTE:

"_" When there is more than one new user to add, you can create an Excel file based on the
available template and import the Excel file rather than adding each new user
separately. For details, see Importing Users and Groups from an Excel File
on page 119.

Before You Begin

*  When configuring managers and agents, you associate each user to a group. Verify that the
necessary groups exist before you begin.

* To record users, you also need the following information:
e Agent ID for each user with login permissions
* Extension associated with each Agent ID
*  CTI type for each extension

* You can add additional privileges to each user type. To configure user privileges, see
Configuring User Privileges on page 111.

To add a user to a group:

1. From the User Management tab, click Add : . The Add User window appears.

Add User x |

First Name
Last Name

User Type i-_S.éleU-:-_Ro.le :v
Additional Settings

Assign to Group ﬂ\II_Users i V
OS5 Login Name [ ]
Domain COREJ—PF‘S _V

Email

Cancel Save
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2. Enter the following information:

e First Name

e Last Name

Populating the System with Users l

3. Inthe User Type drop-down list, select a user type (role) to assign to the new user. The Add
User window changes depending on the User Type. See Understanding User Types and
Privileges on page 109 for a complete list of privileges.

Available types are:

Table 6-3: Available User Types

User Type

Query and Playback

Access to additional applications

Agent without login

No rights

No access to NICE Perform eXpress and
is only recorded.

Agent with login

Can play back and query
his/her own interactions
only.

Has access to the Interactions application
in NICE Perform eXpress.

Manager

Can play back and query
his/her subordinates’
interactions only.

Has access to his or her team member’s
interactions and public queries.

Manager - Recorded

Can play back and query
his/her and his/her
subordinates’

Same as Manager, but his or her
interactions are recorded as well.

all interactions (including
his/her own).

interactions.
IT Can play back and query |Has access to NICE Perform eXpress
all interactions. applications as defined in the Role
Management tab. See Configuring
User Privileges on page 111.
IT - Recorded Can play back and query |Same as IT, but his or her interactions are

recorded as well.

4. (NICE Authentication Only) In the User Settings area, complete the following:

° Login Name - Enter a NICE Perform eXpress login name for the new user.

* Password - Enter a NICE Perform eXpress password for the new user.

* Password Settings - Select the checkbox if you want the new user to change the
password at next login.

NOTE: The User Settings area does not appear if you selected Agents without login in

Step 3.
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5. Inthe Recording Settings area, complete the following information:

Recording Settings

Extension Select Extension v
Agent ID jin) CTI
Line Signaling | | <]

Mo records to display,

* Inthe Extension drop-down field, select at least one extension. To remove an extension
from the list, clear the checkbox.

* Inthe Agent ID area:

e Inthe ID field, enter an Agent ID. Click Add <&/ .
*  From the CTI drop-down list, select a CTI type.

* Toremove an Agent ID from the list, click Delete .

NOTE: The Recording Settings area does not appear if you selected non-recorded entities,
such as Manager or IT in Step 3.

6. Inthe Additional Settings area, from the Assign to Group field, select a group according to
the user’s role as follows.

* (Managers) Select the group which includes the manager’s team members.
*  (Agents) Select the group that is associated with the agent’s manager.

NOTE: If the group you want does not exist, you can create a new group. See Adding Groups
of Defined Users on page 117.

7. Enter the following additional information:
* OS Login Name - Operating System login name
* Domain (optional) - Select the name of the domain from the list.
*  Email (optional)

8. Click Save.

Chapter 6: Managing Users and Groups 115

I NICE Perform eXpress Installation Guide Release 3.0: Avaya DMCC TSAPI Active VolIP (Rev. Al)



Populating the System with Users l

Deleting Users from the System

After deleting a user, you can still query for this user in the Interactions application. However, you
cannot edit the user properties. To view deleted users, in the User Management tab, select Show
deleted users. The User Status appears as Deleted.

User Management ‘ Group Management Role Management Settings

= (@ show deleted users +

Define as
User Name User Type Recorded Extension Agent ID System User Status Login Name 0OS Login Email
User

E  Group: All Users

60005, 60005 B Mk v 60005 No T sve 60005
agent, test . 4 No (—i‘ Deleted \ test
\—/

To delete a user:

1. From the User Management tab, select a user.

2. Click Delete _#|.

3. The selected User Status changes to Deleted.
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Managing Groups

Defining groups enables creating sets of users. For example, you can define a group for each
manager, which would include all the manager’s subordinates. This section covers the following
topics:

* Viewing Groups on page 117
e Adding Groups of Defined Users on page 117
e Deleting Groups on page 118

Before You Begin

You need to know the names of the groups and which users they include.

Viewing Groups

The Group Management window displays a list of groups and a description for each group (if
added).

The Group Management window is displayed below:

User Management | Group Management ‘ Role Management || Settings

=2 ¥ %

Group Name Description
All Users

Sales

Services

Management

Adding Groups of Defined Users

For each manager, you add a group to include his or her team members. If you have more than one
new group to add, you can create an Excel file based on the available template and import the
Excel file rather than adding each new group separately. For details, see Importing Users and
Groups from an Excel File on page 119.

To add a new group

1. From the Group Management tab, click Add : . The Add New Group window appears.

Group Name Description

Insert Cancel I I

2. Inthe Group Name field, enter a unique name for the group.

3. Inthe Description field, enter a description for your new group.
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4. Click Insert.

Group Name Description
All Users
Update Cancel IGrcup 1 I

Deleting Groups

You cannot delete a group with users associated to it - not even if a user in the group was deleted.

You cannot delete the group All Users.

To delete a group:

1. From the Group Management tab, select a group.

2. Click Delete =# The group is deleted from the list of groups.
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Importing Users and Groups from an Excel File

NICE Perform eXpress enables importing existing Excel files with pre-defined users and/or
groups. Importing files eliminates the need to retype and define each entry, which saves time and
increases accuracy. For more information about creating the Excel file, see Importing Users and
Groups from an Import File on page 187.

To import an Excel file:

1. From the User Management tab, click Import File =
The Import window appears.

Import x |

|
|
Please select file to import ‘

‘ m Import

2. Click to browse and select the Import file you want to import.

3. Click ~ 'meest |

The Import window now displays the Summary area with summary and error information.

Import b 4

Please select file to import

‘ m Import

Summary |mport
|
Import completed with some warnings/errors Sum mary
0 groups added Information
0 users added
4 users updated | appears
1 users failed
here
Errors
| E
New login name "login2" for user "Last_Imported4 rror
First_Imported4” already used by another user. User Was Not e—t—— MeSSag es

updated
[ appear here

Close

4. Click Close.

The User and Group definitions are imported into the User Administration application.
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Defining Organization Settings

You can define the following organization settings:

Options change depending on whether your site uses NICE authentication or Windows

Format of full name display (last and first)
Domains of the users and the default domain
Password policy (NICE Authentication Only)
Login options (NICE Authentication Only)

authentication.

With Windows Authentication, the Settings window appears like this:

User Management Group Management | | Role Management ‘ Settings |

B

User Display Name

Formatted Name Last, First v

Domain Settings

'L
Name Default Domain
COREAPPS b
With NICE Authentication, the Settings window appears like this:
User Management || Group Management Role Management ‘ Settings |
¥}

I NICE Perform eXpress Installation Guide Release 3.0: Avaya DMCC TSAPI Active VolIP (Rev. A1)

User Display Name

Formatted Name Last, First v

Domain Settings

[ comaii |

Name Default Domain
No records to display.

Password Policy
Password Expiration & Never Expires
Cexpiresin [1 |+ days

Password Change ' User can change anytime

 Allow change after |1 | % days

€ User cannat change passward
New User Password [T Change password at next login
Password History " Do not save history

® Remember last 5|+ passwords

Password Checking At least El: characters

™ Strict password checking

Login Options
I™ Display last login information

Deactivate Login ID after 2 daye of inacivity ur 4 successive invalid passwords
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To define organization settings:
1. Click the Settings tab. The Settings window appears.

2. Inthe User Display area, from the Formatted Name field, select the order in which you
want the name to appear: Last, First or First, Last.

3. (Optional) In the Domain Settings area, add a domain as follows:

a. Click

Domain Settings

% =¥

Name Default Domain

Add Cancel J

COREAPPS v

b. Inthe Name field, enter the NetBIOS name of the domain.
c. To make the new domain the default domain, select Default Domain.
d. Click Add to add the domain to the list.

4. (NICE Authentication only) In the Password Policy area, select the password policy you
want to impose:

Table 6-4: Password Policy

Password Policy In this field, define:
Password Expiration Whether or not the password will expire, and if so after how
many days.
Password Change Whether or not the user can change their password, and if so,
when.
New User Password Whether the user should change their password at the first login.
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Table 6-4: Password Policy

Password Policy In this field, define:

Password History Whether past passwords should be saved, and if so, how many
passwords should be saved.

Password Checking e Defines the minimum amount of characters. The minimum
number of characters permitted is four.

e Strict password checking enforces the following
restrictions:

* Spaces cannot be the first or last character.
e Both numbers and letters must be used together.
e Atleast one character must be a capital letter.

* Atleast one character must be a special character such
as $ or @.
Note: ~ is not identified as a special character.

An example of such a password is: 1g2w3eG&.

5. (NICE Authentication only) In the Login Options area, select Display login information, if
you want the login information to appear each time the user logs in. The last login date and
time is displayed as well as the number of failed login attempts.

Below is an example of Login Information that appears when a user logs in if this option is
selected:

Information b4

(i I Last login at 25/05/2009 11:11:28. 0 failed
login attempts.

[

6. (NICE Authentication only) Select when the Login ID should be deactivated: either according
to the number of days it is inactive, or according to a number of failed attempts due to an
invalid password.

7. Click Save ﬁl
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Initializing Backup

NICE Perform eXpress is set up to automatically run two types of Backup jobs:
Full Backup - Runs once a week, on Saturday
Differential Backup - Runs daily

If your NICE Perform eXpress system is installed before the first Full Backup is run, then the first
time a Differential Backup is run, you will receive an error and backup will fail. To prevent this
occurrence, you manually run a Full Backup as part of your system setup.

Contents
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Why You Need to Run a Backup Before You Start

NICE Perform eXpress automatically runs a full backup on all NICE databases every Saturday. On
the other days of the week, it automatically runs a differential backup to back up the changes to the
database since the full backup.

When the NICE Perform eXpress system is installed on any day except Saturday, the automatic
differential backup fails, since no full backup is available and the following message appears:

Cannot perform a differential backup for database "nice_express", because a current
database backup does not exist.

As a preventive measure, you will now run a full backup job on your NICE Perform eXpress.
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Running a First-Time Backup

Full backups are run once a week, on Saturday. On all other days, NICE Perform eXpress runs a
differential backup. Use the following procedure to initialize the backup process and make it ready
for the first differential backup job.

To run an initial backup job:

1. From the Start menu, navigate to Programs > Microsoft SQL Server 2008 > SQL Server
Management Studio.

The SQL Server Management Studio opens.
2. Expand SQL Server Agent > Jobs, and right-click Nice Full Backup.

B Microsoft SOL Server Management Studio

FEile Edt View Tools Window Community Help

P Newouery | [ (3 |5 H & | 8 -

Object Explarer
Connect~ | 4 %] m T 3 :.3
B [ NPX5 (SGL Server 10.0.1600 - NPXS\Administrator) |

= ] Databases
[ 3§ System Databases
[# 3 Database Snapshots
# | J rice_admin
# | Jf nice_audit
# | ) rice_express
@ | JJ nice_interactions
@ [ nice_rule
# | nice_storage_center
® 3 Security
[ [ Server Objects
[ [_J Replication
® [ Management
Bl [T 50L Server Agent
=1 4 Jabs
[53] Mice Archived Calls Retention
53] nice: uditautoDeletion

[30] Mice CleanMessages

3] Nice Creates Explicit Pre| New Job...

(3] Nice DeleteOldTRSCalls

[52] hice Oiferenal Backup | (( Stort Job at Step... ) Select Start Job at Step
[EEfrice Full Backup Stop 355

(53] Nice Import Executions F

[58 mice Log Backup Script Job as »

3] Nice: Queries Statistics
[55] nice Relndex

i
[0 hice SADsleteExpiredLog Enable

View History

[ Nice SC Health Check Disable

E Mice SyncUserPriviegesT =

58] Nice Update Archived In| Start PowerShel

(3] Mice Update Retention T)

58] Mice Update Statistics Regorts 4

58] Nice Vacuum Backward A

Rename
E syspolicy_purge_history
] Job Activity Monitos Delete
[ [ Alerts
[ Operators Refresh
Ready Propeities

3. Select Start Job at Step.
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The Start Job window appears.

EE start Job on "NPX5® E
Job name:

Running a First-Time Backup l

Mice: Full Backup

Stait execution at step:

[ s ]

Cancel |

Step 1D i Step Name f Step Type |
1 | Backup nice_adrmin Transact-SOL script (T-SOL)
2 Backup nice_interactions Transact-SOL script (T-S0L)
3 Backup nice_audit Transact-SAL senipt (T-SAL)
4 Backup nice_rule Tranzact-SOL seript (T-50L)
L} Backup nice_storage_center  Transact-50L script (T-S0L)
B Backup nice_express Transact-SOL script [T-SAL)
7 Check last run cutcome Transact-S0OL script [T-S0L)

4. Click Start to back up all the databases in the NICE Perform eXpress system.

The Start Jobs progress window appears to display the status of each backup job as it

progresses.
EE start Jobs - NPX5 =] E3
F g o 2 Total 0 Enor
- 1 Remaining 1 Success 0 Waming
Dretails:
] Action | Status | Message |
%4 StartJob ‘Mice Full Backup’ Success
(¥) Execute job Mice Full Backup’ In progress. ..

[ EE start Jobs - NPXS M= 3
3 2 Total 0 Error
@ Success 2 Success 0 ‘Warning
Details:
| Action | Status | Message
2_] Start Job 'Nice Full Backup’ Success
@ Execute job 'Nice Full Backup’ Success
Close
Vi

Job status is success

5. Inthe Status column, verify that the status of the backup jobs is Success, and click Close.

The NICE Perform eXpress databases are backed up.
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Testing your NICE Perform eXpress

NICE Perform eXpress is installed with a tool especially designed to test your complete
installation. The eXpress Assistant tests your NICE Perform eXpress to ensure that the entire
system is working.

The eXpress Assistant should be run after configuration is complete and users are defined.

Run the eXpress Assistant whenever a configuration change is made, such as adding or remapping
channels to ensure that the entire system is working.

Contents

eXpress Assistant WOTKFIOW ........uueeiiiiiiii e e e e 128
Using the eXpress ASSISTANT .....ccooiiiiiiieec e e e e e e 129
Step 1: Starting the eXpress ASSISTANT ..........viiii i 129
Step 2: (Mixed Environments only) Choosing an Environment..............cccccevvvvvvnnnee. 131
Step 3: Verifying Connected Devices and Channels............ccccccviveeiiieeeiiiscinns 132
Step 4: Verifying User Mapping .........coovvivieieeiuiiiiiiiissanseeseeeeeeeeeeeseseessssssesnnnnnnnnnn 134
Step 5: Recording @ TeSt INEraction ...........ocuvieiiiiiiiiie e 135
Step 6: Playing Back or Saving the Test Interaction..............ooocciiiiiiieiiieenes 137
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exXpress Assistant Workflow

Below is a flowchart for the eXpress Assistant. For a detailed procedure, see Using the eXpress
Assistant on page 129.

Successful Tests

Start the eXpress Possible Pitfalls

Assistant

Mar telephany
environment
defined
Choose an . )
Environment [——Mixed Emvironment Configuration
sawed but not
applied
Verify Connected
Devices and
Channels Mot all devices
appear
Channel nat
functioning

Verify Usar
Mappirg

Troubleshoot
with eXpress
Assistant

\-"'—\ User not found or

incormect

Record a Test
Interaction

\—-"'-\ Interaction not

detected

Playback or Save
the
Test Interaction
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Using the eXpress Assistant

The following procedure describes how to use the eXpress Assistant. Each step is immediately
followed with Possible Pitfalls for that step. For a graphic flow, see eXpress Assistant Workflow
on page 128.

The eXpress Assistant should be run after configuration is complete and users are defined. If users
are not defined, the eXpress Assistant can still test recording on a channel.

Step 1: Starting the eXpress Assistant

What is verified in this step:
e |If a Telephony Environment has been defined

* That the latest configuration changes have been applied

To start the eXpress Assistant:

1. Onthe NICE Perform eXpress server, select Start > Programs > NICE Perform eXpress >
Tools > eXpress Assistant.

The eXpress Assistant Tool opens.

¥ NICE Perform eXpress

[ E3

]
eXpress Assistant Tool ®
Welcome N I c
h Welcome to the NICE Perform eXpress Assistant Tool!

The tool for troubleshooting MICE Perform eXpress recording.

To get started, click Mext to test recording. To froubleshaot, click ¥ wherever it appears.

2. In the Welcome window, click Next.

In a Mixed Environment, the Choosing Environment window appears. Continue with
Step 2: (Mixed Environments only) Choosing an Environment on page 131.

In a Single Environment, the Choosing Device window appears. Continue with
Step 3: Verifying Connected Devices and Channels on page 132.
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Possible Pitfalls for Step 1

The following scenarios can occur as an outcome of Step 1.

* Telephony Environment not defined

An error message appears.

What to do:

a. Close the message box.

b. Close the eXpress Assistant.

c. Open NICE Perform eXpress and click the Configuration tab.

d. Define your system (Telephony Environment, channels, users, etc.).
e. Restart the eXpress Assistant.

* Changes were saved, but not Applied

Changes made in Configuration were saved, but not applied.

eXpress Assistant Tool ®
MNICE Perform eXpress Configuration Changes N I c E
Changes made in MICE Perfarm eXpress have been saved but not applied. Summar‘y
Log in to NICE Perform express and select the Configuration application, | £ Up To Date Configuration
rail \ Configuration .
Review your changes, then click Apply.
ey |
To cantinue, click Mext.
[ <Back [ Mext> J [ gose
What to do:
a. Open NICE Perform eXpress and click the Configuration tab.
b. Click Apply.
c. Inthis window, click Next.

In a Mixed Environment, the Choosing Environment window appears. Continue with
Step 2: (Mixed Environments only) Choosing an Environment on page 131.

In a Single Environment, the Choosing Device window appears. Continue with
Step 3: Verifying Connected Devices and Channels on page 132.
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Step 2: (Mixed Environments only) Choosing an Environment

This step must be preceded by Step 1: Starting the eXpress Assistant on page 129.

There is no verification in this step; In a Mixed Environment, select the Telephony Environment
being tested.

¥ NICE Perform eXpress [_[=]x]
eXpress Assistant Tool ®
Choosing Environment NIcE
Summary

More than ane Telephony Environment is configured.
+ Up To Date Configuration

Choose a Telephony Environment:
“ Telephory Environment
fovaya TSAPT TDM Extension-Side

Mortel COR TDM Trunk-Side

To continue, click MNext.

[ <Back | [ mea» | [ dose

How to choose a Telephony Environment:
1. Select a Telephony Environment.
2. Click Next.
The Choosing Device window appears.
3. Continue with Step 3: Verifying Connected Devices and Channels on page 132.
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Step 3: Verifying Connected Devices and Channels

This step must be preceded by one or both of the following:

Step 1: Starting the eXpress Assistant on page 129

Step 2: (Mixed Environments only) Choosing an Environment on page 131
What is verified in this step:

* That all devices are recognized for recording (visual verification by the tester)
* That the channel selected for this test is functioning properly

* Itis possible to repeat this step as needed to test several channels

¥ NICE Perform eXpress [_[C]
eXpress Assistant Tool

@
Choasing Device NICE

Summary

Choose a device:

« Up To Date Configuration

+ Telephony Enviranment
Avaya TSAPI TDM Exten...

“ Device:

Only devices mapped to channels appear. To map a device,
open the Configuration application to the Channel Mapping tab.

To continue, click Mext.

[ <gack J[ mwest> J[ gose |

How to verify connected devices and channels:
1. Verify that all devices being recorded appear.

In Extension and VoIP environments, only devices mapped to channels appear in the eXpress

Assistant. In trunk environments, devices do not have to be mapped; therefore all monitored
devices appear.

2. Select a device to use for the rest of this test.
3. Click Next.
The User Mapping window appears.

4. Continue with Step 4: Verifying User Mapping on page 134.
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Possible Pitfalls for Step 3

The following scenarios can occur as an outcome of Step 3.
* Not all devices appear in the list

Note that in Extension and VoIP environments, only devices mapped to channels appear in the
eXpress Assistant. In trunk environments, devices do not have to be mapped; therefore all
monitored devices appear.

What to do:
a. Open NICE Perform eXpress and click the Configuration tab.
b. Inthe Channel Mapping tab, add the devices to the list of Monitored Devices.
c. If necessary, map the devices to Channels.
* The selected device is mapped to a channel which is not functioning properly

The Channel Problem window appears.

eXpress Assistant Tool ®
Channel Problem Nlc
Channel Status is: 'Export error’ Summary

. \ + Up Ta Date Configuration
Correct the problem and repeat process. | Repeat | i £

+# Telephony Enviranment
To continue, click MNext. Avaya SIP Passive YoIP

Ta start traubleshooting, click ¥ # Device: 67015
% Channel 1 Status: Export e...
[ Ignare this problem:

Close

J[ <pack |

Do one of the following:
e Correct the problem with the channel. Then click Repeat.

e Select a different device: Click Back.

*  Troubleshoot: Click Troubleshooting [+ |, For a troubleshooting overview, see
Navigating Troubleshooting Windows on page 138.

* Ignore the problem: Select Ignore this Problem. Then click Next. Continue with
Step 4: Verifying User Mapping on page 134.
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Step 4: Verifying User Mapping
This step must be preceded by Step 3: Verifying Connected Devices and Channels on page 132.
What is verified in this step:

* That the correct user is mapped to the selected device

# NICE Perform eXpress

[ [C1=]
eXpress Assistant Tool @
NICE

Device 41032 is mapped o a user (Fixed Seating). Summary

+ Up Ta Date Configuration
User Name: Manager1, Manager
gerl, g « Telephony Envionment

user ID: 15 Avaya TSAPL TDM Exten...

If the User Mame is incorrect, verify definitions in the User Administration.

If the User Name is carrect, click Next to continue,

To start troubleshooting, click 3"

) ceak )i [ cese |

How to verify user mapping:

1. The User Name and User ID of the User mapped to the selected device are displayed. Verify
that the expected user appears. Use the following guidelines:

* Fixed seating indicates that each agent is directly associated with an extension, in a
one-to-one relationship.

° Free seating indicates that seating is dynamic. The user in this window is the agent
currently logged in to the extension.

* N/A indicates that no agent is currently connected to (fixed seating), or logged in to (free
seating) the extension. You can still test the channel for recording.

2. Click Next.
The Call Recording window appears.

3. Continue with Step 5: Recording a Test Interaction on page 135

Possible Pitfalls for Step 4

The following scenario can occur as an outcome of Step 4.

* No User or the User is incorrect
What to do:

a. Open NICE Perform eXpress and verify/correct one of the following:
* Inthe User Administration, correct the User definition.

* Inthe Configuration, change the extension mapped to the channel.

b. Troubleshoot: Click Troubleshooting [ » |, For a troubleshooting overview, see
Navigating Troubleshooting Windows on page 138.
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Using the eXpress Assistant l
Step 5: Recording a Test Interaction
This step must be preceded by Step 4: Verifying User Mapping on page 134.
What is verified in this step:

* Incoming and outgoing interactions can be recorded on the selected device

¥ NICE Parform eXpress [_ [0}
eXpress Assistant Tool ®
Interaction Recording NIcE
Dial from or to device: 41032 Summary
o e
“Your interaction will be detected automatically and its progress shown below: Ue To Dot Corflouration
+# Telephony Enviranment
o Avaya TSAPL TDM Exten...
(3 == Q L # Devics: 41032
Call Stan « Channel 3 Status: OK
[[]iThe Interaction was nat automatically detected, M L=srhome ]
Manager1, Manager
# Interaction Detection
[ <gack | [ gose

How to record a test interaction:

1. Totestincoming interactions: From a different phone, dial the indicated extension.
-or-
To test outgoing interactions: From the indicated extension, dial to a different phone.
The progress of the interaction is shown.

2. Click Next.
The Searching Call window appears.

3. Continue with Step 6: Playing Back or Saving the Test Interaction on page 137

Possible Pitfalls for Step 5

The following scenario can occur as an outcome of Step 5.
* Progress does not advance

This indicates that the interaction was not automatically detected. You can search this or other
devices for an interaction to test playback.

What to do:
a. Select Interaction was not detected.

b. Click Next.
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The Searching Call window appear.

¥ NICE Perform eXpress (=[]

eXpress Assistant Tool
Search for Interaction

NICE

Define filter, then click Search.

Use Time Filtler: @) pangs +/-:
() Time Range:

[[]search all devices

1 B intues

Search interactions from 7/1/2009 4:35:51 PM to 7/1/2003 4:37.51 PM on Device 41032,

Summary
+ Up Ta Date Configuration

+ Telephony Environment
Avaya TSAPI TDM Exten...

+ Device: 41032
« Channel 3 Status: DK

 User Name:

Manager1, Manager

% N Interaction Detected
& Interaction Start:N/&
End: N/A

“ Interaction ID:

< Back

[ e |

Devices.

Click Search

Define a search filter.

A list of interactions appears.

¥ NICE Perform eXpress (=[]

eXpress Assistant Tool
Search for Interaction

NICE

Define filter, then click Search.

Use Time Filtler: | () pangs +/-:

Search all devices

(%) Time Range:  11:20:52 A5 to | 11:25:52 o]

Search interactions from 7/1/2009 11:20:52 &M ta 7/1/2003 11:25:52 &M for all Devices,

£

StartTirme: Duration

Direction | Dialed Mo,

Flayback + |

Summary
+ Up Ta Date Configuration

+ Telephony Environment
Avaya TSAPI TDM Exten...

+ Device: 41032
« Channel 3 Status: DK

« User Mame:

0 Internal o Manager1, Manager
65056 01/07/2009 09:24:49  00:00:11  Intsrnal Unmap. [>] £ o Inkeraction Detscted
65053 01j07/2009 09:25:30  00:00:19  Incoming 6756 Unmap... (k] £ Inkeraction Start: N/A
End: N/A
5 # Interaction ID:
Ta troubleshaot, click ¥ . Ta close, click Finish, \a L i
b [ <pedk J[ Ash ][ dese

Using the eXpress Assistant l

The default is to search only the selected device. To search all devices, mark Search all

f.  Continue with Step 6: Playing Back or Saving the Test Interaction on page 137.
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Using the eXpress Assistant l

Step 6: Playing Back or Saving the Test Interaction

This step must be preceded by Step 5: Recording a Test Interaction on page 135.
What is verified in this step:

* Listen to the interaction from the previous step, or save it to another location. You need a
sound card to hear the interaction

¥ NICE Perform eXpress [_[C]
eXpress Assistant Tool ®

Search for Interaction NIcE

Define filter, then click Search, Summary

Use Time Filter: +# Up To Date Configuration

() Range +/-

& = = 4
(%) Time Range: | 4:24:59 Ph (2] to 4:25:30 PN [Z] .,
= = Avaya TSAPL TDM Exten...

« Device: 41032

Search interactions from 7/1/2003 4:24:53 PM ta 7/1/2009 4:25:30 PM for all Devices,

Search all devices ‘_i‘

# Channel 3 Status: OK

# User Name:
Manager1, Manager

% N Interaction Detected
& Interaction Start:N/&
End: N/A

Ta troubleshaot, click ¥ . Ta close, click Finish, ‘\ M # Ineraction ID:

J 0 <Bak [ Fnsh [ gose

How to play back or save an interaction:

1. To hear the interaction, select the interaction and click Play 3. A sound card must be installed
on your machine. A playback window does not open.

2. To save the interaction, click Save [\@).

3. To search for and play back or save other interactions, see Possible Pitfalls for Step 5
on page 135.

4. Click Finish.

Your NICE Perform eXpress has tested successfully.
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Navigating Troubleshooting Windows l

Navigating Troubleshooting Windows

Troubleshooting is initiated from within the eXpress Assistant. There are two basic
troubleshooting windows. The contents of each window is dynamic and changes according to the
current state and the choices you make in the Troubleshooting process. A sample of each window

is shown below.

¥ NICE Perform eXpress

eXpress Assistant Tool
Troubleshooting

Informative

JHE E3

NICE

message

“fou Clicked troubleshooing from Play Call screen.

Question or
Instructions

Wihat was the problem with the audio?

Possible
Answers
or
Results

Summary
« Up To Date Configuration

# Telephony Environment
Avaya TSAPI TDM Exten...

+ Device: 41032
# Channel 3 Status: DK
# User Mame:
Manager1, Manager
% N Interaction Detected
& Interaction Start:N/&
End: N/A

« Interaction ID: 65192

[ Restart Tool | [ Backto ool | [

<gack ) [ mex> | [ gose

The following options are available from all steps:

Restart Tool - return to the beginning of the eXpress Assistant.

Back to Tool - return to window from where you initiated troubleshooting.

Keyboard Shortcuts:

Backspace = Back to previous window

Enter = Next
Up arrow = Select the previous option

Down arrow = Select the next option
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Navigating Troubleshooting Windows l
Troubleshooting Workflow

The Troubleshooting window presents a question to help the eXpress Assistant pinpoint the
problem. Select one of the possible answers. Then click Next to advance to the next window.

¥ NICE Perform eXpress (- [T =]

eXpress Assistant Tool

@
Troubleshooting NICE

‘You clicked troubleshooing from Play Call screen.

Summary
# Lp To Date Configuration
What was the problem with the audio? M <leohon Envionment
Avaya TSAPI TDM Exten...

# Device: 41032

(®The Quality of the audio is poort # Channel 3 Status: 0K

# LUser Mame:
(D1 can hear the audia, but it's not my recording. Manager1, Manager
£ Mo Interaction Detected
(01 cannat hear anything (I hear silence). £ Interaction Stark:N/A
End: N/A
(D1 can hear only one side of the recording. # Interaction ID: 65192
| Restart Tool _‘| | Back to Toal _‘| | <Back. _‘| | Mext > _‘| | Close

Troubleshooting Solutions

The Troubleshooting window presents a list of recommended actions to correct the problem
determined by the Troubleshooting Workflow. Use this list as a guideline in resolving open issues.

¥ NICE Perform eXpress (- [T =]

eXpress Assistant Tool

@
Troubleshooting NICE

‘You clicked troubleshooing from Play Call screen.

Summary
# Lp To Date Configuration

For further information, or for repair processes, do the following: ¥ Telephany Environment
Avaya TSAPI TDM Exten...

# Device: 41032
« In Systerm Managerment — "Scan for errors and warnings" in the Systerm Alerts and

verify no new alerts are received. RS (13
A . . # LUser Mame:
« Check Activity in Channel Monitar (on channel [channel 3]) - play last S minutes and = i
lock for the call, bl Sl
. . £ Mo Interaction Detected
« Check for errars in NICE Interaction Center logs (RCM).

£ Interaction Start: N/ A
End: N/A

# Interaction ID: 65192

| Restart Tool _‘| | Back to Toal _‘| | <Back. _‘| | Close
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Preparing the Avaya DMCC Environment

This chapter describes how to prepare the Avaya DMCC environment to integrate with NICE
Perform eXpress.
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Before You Begin the Integration l

Before You Begin the Integration

Before you begin integrating the Avaya DMCC environment with NICE Perform eXpress, ensure
that the following information is available:

Table A-1: Installation Checklist

Description Comments

Avaya DMCC port number In AES 3.1.2 the unsecured port is disabled.

NICE username and password for Avaya
DMCC as defined on AES

List of emulated Avaya DMCC soft phones | Virtual IP phones.

Avaya DMCC symbolic name and The symbolic name is the same as the AES
password - used for observing each virtual | OAM switch connection name.

extension or emulated Avaya DMCC soft The password is the security code configured for
phone. the softphone/virtual extension in the

Communication Manager.

Note: In the NICE Perform eXpress environment, the same symbolic name and password must
be defined for all observed extensions.

Observation code Configured on the Avaya Communication
Manager.

List of supported codecs Configured on the CLANs on which the Avaya

(G711A/G711U/G729/G729A/G723) DMCC softphones will register.

List of supported encryption algorithms
(AES_128 Counter/No encryption)
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Preparing a Site that Uses Virtual Extensions for Capturing Audio l

Preparing a Site that Uses Virtual Extensions for Capturing

Audio

This section describes the essential steps for configuring the switch for the NICE Perform eXpress
integration with Avaya DMCC. For comprehensive information about configuring the Avaya
switch, see the Avaya documentation.

M) IMPORTANT
|- The procedures described in this section should be performed by a certified Avaya technician.

To prepare the Avaya Communication Manager for a site that will be using virtual extensions for
capturing audio, do the following:

1
2
3
4,
5
6

Verify the License for Avaya DMCC Softphone Registration. See page 144.
Define the Logger’s Virtual Extensions. See page 146.

Add the Virtual and Observed Extensions to One Device Group. See page 148.
Verify the Service Observation Access Code. See page 151.

Configure the Devices that will be Observed. See page 152.

Configure the Symbolic Name. See page 154.
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Preparing a Site that Uses Virtual Extensions for Capturing Audio l

Verify the License for Avaya DMCC Softphone Registration

When your site will be using virtual extensions for capturing your audio, make sure you have
enough licenses for the NICE integration. This section describes how to verify that you have a
sufficient number of licenses.

This section describes the following:
e Verifying the License on Communication Manager 5.0 and Lower on page 144

e Verifying the License on Communication Manager 5.1 and Higher on page 145

Verifying the License on Communication Manager 5.0 and Lower

To verify the license for the Avaya DMCC softphone registration on CM 5.0 or lower:

1. Inthe Avaya Site Administration, type display system-parameters customer-options.
The Optional Features screen appears.

Figure A-1 Optional Features Screen - System Parameters Customer Options

L Avaya Site Administration - [G600-IP Emulation: 4410]
= File Edit View System Action Tools Window Help & x|

T T T~
concel | rehesh | | | helb | gotapage| nest page | prev page |

display system-parameters customer-options Page 10 of 11
MAXTIMUM IP REGISTRATIONS BY PRODUCT ID

. Limit Used
- 8

COoO0oOoOOoOHONOoOOoOOoOoW

(NOTE: You must logoff & login to effect the permission changes.)

Fault & Perfarmance

R Tasks

:’:]l Severity Date/Tirme: [ System Description [ «|
o 7i3{2005 15352 AM  GEOD-IP change station 44030 =
@rfo 7i3(20059:5351 AM  GE0O-IF  changs station 44023
rfo 7i3{2005 25351 AM  GEOD-IP change station 44028
[i 30 7i3(20059:5350 AM  GEOO-IF  changs station 44027
o 7i3(2005 9:5350 AM _ GEQD-IP change station 44026 |
AR History A Schedule 4 GConnection Stabis /

Ready [ [

st ||| @ 2 OO ® D |XQJ SHEESLE czim

7 Poxiaen
| Wep

|] f4P-touch Edito... @Avaya site ... §|Csco IP Teleml S symantec pc...i at:\Dncumentml [ Editor I

2. Goto page 9 (or 10, depending on your system), and check the Maximum IP registrations
by product ID field. This field displays the number of allocated IP_API_A licenses, and the
number of licenses that have been used.

3. If you do not have enough IP_API_A licenses or if IP_API_A does not appear in the Product
ID list, contact your Avaya representative to contract more licenses.
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Preparing a Site that Uses Virtual Extensions for Capturing Audio l

Verifying the License on Communication Manager 5.1 and Higher

To verify the license for the Avaya DMCC softphone registration on CM 5.1 or higher:

1. Connect to AES. The AES Welcome window appears.
Figure A-2 AES Welcome Window

AVAyA Application Enablement Services

AE Server Administration
WeblLM Administration

Welcome to Avaya Application Enablement Services
These web pages are provided for the administration and maintenance of this Avaya Application Enablement Server,

Before You Begin:

#=%  WARNING NOTICE 7%

This system is restricted sSolely to Avaya authorized users for legitimate
business purposes only. The actual or attempted unauthorized access, use

or modification of this system is strictly prohibited by Avaya. Unauthorized
users are subject to Company disciplinary procesdings and/or criminal and
civil penalties under state, federal, or other applicable domestic and

foreign laws. The use of this system way be wonitorsd and recorded for
administrative and security reasons. inyone accessing this system expressly
consents to such monitoring and is advised that if monitoring reveals possible
evidence of criminal activity, Avaya may provide the evidence of such activity
to law enforcement officials. All users must comply with Avaya Security
Instructions regarding the protection of Avaya's information assets.

2. Click webLM Administration. The Web License Manager Logon window appears.

Figure A-3 Web License Manager Window

AVAYA

Web License Manager {WebLM v4.5.5)

Logon

UserName:I

Password:l

3. Enter the username and password and press Enter.

4. Select Licensed Products > Application_Enablement. The AES Licensed Features are
displayed.

5. Verify that sufficient licenses are defined for DMCC DMC. See below.

Appendix A: Preparing the Avaya DMCC Environment 145

I NICE Perform eXpress Installation Guide Release 3.0: Avaya DMCC TSAPI Active VolIP (Rev. Al)



Preparing a Site that Uses Virtual Extensions for Capturing Audio l

Figure A-4 AES Licensed Features Window

,/’AVAyA Web License Manager (WebLM v4.§.5):

Install License Application Enablement (CTI) - SID: 10503000 (Standard License File)
Licensed Products

Application_Enablement “You are here: Licensed products > Application Enablement (STI)
| Uninstall License

License installed on: 03-Aug-2009 12:51:52 o'clock IDT
Change Password

Server Properties View Peak Usage
yManage Users

Logout

Licensed Features

Feature Expiration | %
(Keyword)
[

Application Enablsment Connections

(¥ALUE_AEC_CONNECTIONS) FaHea

CYLAN ASAL

(WALUE_CULAN_ASAT) 2010/07/23 |1 1
CVLAN Proprietary Links

(VALUE_PRGPRIETARY_LINKS) o 2
TSAPT Version Hot

LA LLE _TSAPT VERSICN] 2010/07/23 |4 2 counted
DMCC DMC

e 2010/07/23 |200 ) 16
Apphications Enablement Connectons Hat
Version 2010/07/23 (4.2 oanted
(WALUE_AEC_VERSION)

CYLAN Switch Connections

(YALUE_SWITCH_CONNECTIONS) S o

DLG

(WALUE DL 2010/07/23 |1 1

smallofferTypes:

58400; chawk; chawk-Isp;osi
MediumOfferTypes:

=AsNN <asnn hlada v hlads

Define the Logger’s Virtual Extensions

Before the DMCC Server can register the emulated (virtual) extensions on the Media Gateway, the

extensions must be defined on the switch. Make sure to define the same Security Code for all
virtual extensions.

~  IMPORTANT

e * Each virtual extension must be defined separately as described in this section.

To define the Logger’s virtual extensions on the switch:
1. Open a console window on the switch and define the following:

. Extension Type: 4624

—

NOTE: Extension Type 4624 represents all soft phones.

. IP Softphone: Y (Yes)
. Security Code
The Security Code value is the extension password.

. COR: Ensure that the selected COR (Class of Restriction) is configured to enable
Service Observation. See Step 2.
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Figure A-5 Station Definitions - Page 1

L Avaya Site Administration - [G600-IP Emulation: 4410]

®4 Fie Edt View System Action Tools Window Help

Sl@la & &kexE == kS 3] 5 eewr -] 2=
cancel | rehesh | | | helb | gotopage | nest page | prev page

station 43018

Lock Messages? n

Security Code: ¥
Coverage Path 1:
IP Softphone 43017 Coverage Path 2:
Hunt-to Station:

STATION OPTIONS
Loss Group: 19 Personalized Ringing Pattern: 1
Message Lamp Ext: 43018
Speakerphone: 2-way Mute Button Enabled? vy
Display Language: english

Media Complex Ext:
IP SoftPhone? vy

2. Display the COR (Class of Restriction) definitions and define Can be a Service Observer?
as Y. This enables all configured virtual extensions or softphones to observe and record.

See Figure A-6.
Figure A-6 COR (Class of Restriction) Definitions - Page 1
cancel | refrezh | enter | clear | help | goto page| next page | prev page |

cor 1 Page 1 of 23
CLASS OF RESTRICTION

displa

COR Humber: 1
COR Description: All

FRL: 7 APLT?

Can _Be Service Observed? n Calling Party Restriction:
Called Party Restriction:
o =1 oup. Hunner - Forced Entry of Account Codes?
ority Queuing? y Direct Agent Calling?
Restriction Override: all Facility Access Trunk Test?
Restricted Call List? n Can Change Coverage?

Access to MCT? y Fully Restricted Service?
Group II Category For HWFC: 7

Send ANI for MFE? n Add/Remove Agent Skills? y

MF ANI Prefix: Automatic Charge Display? n

Hear System Music on Hold? y PASTE (Display PBX Data on Phone)? y

Can Be Picked Up By Directed Call Pickup? y

Can Use Directed Call Pickup? y

Groui Controlled Restriction nactive
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Preparing a Site that Uses Virtual Extensions for Capturing Audio l

Add the Virtual and Observed Extensions to One Device Group

This section describes how to configure the virtual extensions and observed extensions in the same
group.

To add the virtual and observed extensions to one device group:
1. In Avaya AES, select Administration > Security Databases > Device Groups.

The Device Groups are displayed.

AVA A Application Enablement Services
y Operations Administration and Maintenance
®0aM Home @Help @Logout

CTI 0OAM Home You are here: >  Administration > Security Database >

~ Administration

Device Groups

+ Metwork Configuration

Switch Connections

v CTI Link Admin | Add Device Group

+ DMCC Configuration Device Group Exception Group?

TSAPI Configuration App_Software_Eng
- Security Database Business_Applications
SDE Contral — . e T
+ oTI Users apture ogging (Oshri Team)
Worktops CS_Training_S&R
Devices Drivers QA Team {Gonen)
Device Groups Integrations_QA
Llinks Mulitimedia & Storage (Dooby Flink)
Tlink Groups
nirb
» Certificate Management
» Dial Plan NP (Amnon B)
Enterprise Directory Profassional Services
b Host Af

QA_CLS_Core (Nir.S)
SMS Configuration
WeblLM Configuration
Eridged Alert Config

RaD_apllication
RE&D Logging & Storage
R&D Testing and IMtegration (Eran Bongart)

ja Tie Niie Biie e Ike e Hiie Hie Hile Hike Bite Hike e He Bile e N ]
zZ zzz=z=z=z=z=z=z=z=z=z=z=zz=z=

» Status and Control
» Maintenance shlomile
» Alarms Test Goup
» Logs Training
» Utilities «
o ukrgroup
Edit Device Group Delets Device Group

2. Select the Device Group and click Edit Device Group.
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Preparing a Site that Uses Virtual Extensions for Capturing Audio l

The Add/Edit Device Group window appears.

/AVA Application Enablement Services
{ y Operations Administration and Maintenance
me ®Help @Logout
| CTILOAM Home ¥ou are here:
' |+ Administration - -
Add / Edit Device Group
» Metwork Configuration
Switch Connections
v CTI Link Admin Device Group |App750ﬂwareiEng
» DMCC Configuration Exception Group r
{ TSAPI Configuration Devices
~ Security Database ¥ 30006
SOB Control
» CTI Users
Worktops I™ 30008
{ Devices [~ 30009
Device Groups I~ 31004
Tlinks [~ 31005
Tlink Groups
3 [C z1006
» Certificate Management
| + Dial Plan 7 31007
Enterprise Director " 31008
» Host AA I~ 31009
SMS Configuration r 31010
Wehl M Configuration ] SrEan
| Bridged Alert Config
' |» Status and Control [ 31013
» Maintenance [C 31014
v Alarms [T 31015
+ Logs [~ 32000
v Utilities
{ [~ 32004
+ Help
[~ 3zoos
[ 3z017
[ 3z018
[~ 3zozo
[ 3z0z6
[C 3zo52
[~ 3zo83
{ Apply Changes I Select All Deselect All Cancel Changes

3. Select all the virtual and observed extensions.

4. Then click Apply Changes.
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The Apply Changes to Device Group Properties window appears.

Application Enablement Services

Operations Administration and Maintenance

Home @ Help @Logout

Vou are here: > tion > Security D e > Dev

CTI 0AM Home
~ Administration
Metwork Configuration
Switch Connections

Apply Changes to Device Group Properties

Warning! Are you sure you want to apply the changes?

{ CTI Link Admin
3 DMCC Configuration M ﬂl
{ TSAPI Configuration
Security Database

SDB Control

CTI Users
{ Worktops
Devices
Device Groups
Tlinks
{ Tlink Groups
| Certificate Management
Dial Plan
Enterprise Directory
Host As
{ SMS Configuration
| WeblM Configuration
{ Bridged Alert Config
Status and Control
Maintenance
Alarms

4

=
o
e

Utilities
1

E

5. Click Apply.
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Preparing a Site that Uses Virtual Extensions for Capturing Audio l

Verify the Service Observation Access Code

The Service Observation Access Code defined on your switch will need to be defined later in
NICE Perform eXpress. This section describes how to verify the Service Observation Access Code
defined on the switch.

To verify the Service Observation Access Code:
1. Inthe Avaya Site Administration, enter display feature-access-codes and go to page 5.

2. Verify that one of the following Feature Access Code options is defined:

. Service Observing Listen Only Access Code

. Service Observing No Talk Access Code

Note:

J While Feature Access Code is configurable on the switch, in NICE Perform, you

must enter the identical value that you defined on the switch.

. From Communication Manager 3.1, the Service Observing No Talk Access Code
enables Service Observation to be performed without using TDM timeslots on the
Avaya switch.

See Figure A-7.

Figure A-7 Feature Access Codes - Page 5

[i& Avaya4{192.168.241.60) - SecureCRT =] 3]

File Edt Wew Options Transfer Script Tools Window  Help

HBOR 2REQ(EEE FRHT |2 (E

display feature-access—codes Page 5 of 8 -
FEATURE ACCESS CODE (FAC)

Automatic Call Distribution Features

After Call Work Access Code: xb1
Assist Access Code: *b2
Auto-In Access Code: *63
fAux Work Access Code: *64
Login Access Code: *b65
Logout Access Code: #65
Manual-in Access Code: *66
(Service Observing Listen Only Access Code: x19
Service Observing Listen/Talk Access Code: #19
Service Observing No Talk Access Code: %99
Add Agent Skill Access Code: *b67
Remove Agent Skill Access Code: *68
Remote Logout of Agent Access Code: *b6b9

ESC-x=Cancel Esc—e=5ubmit Esc-p=Prev Pg Esc—n=Next Pg Esc-h=Help Esc-r=Refresh

Ready [Telnet [z, 57 |26 Rows, 88 Cols  [vTLOO I_IW;
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Configure the Devices that will be Observed

Each device (station) that will be observed must be configured with a COR (Class of Restriction)
that enables Service Observation.

To configure a device that will be observed:

1. Open a console window on the switch and enter display station <n> where <n> is the
extension number you need to observe.

Figure A-8 Station Definitions - Page 1

=10 x|
File Edit Yew Options Transfer Script Tools Window Help
AR 2R [(EEE E@HT (7T
display station 42042 Page 1 of 5 -
STATION
Extension: 42042 1l ock Messages? n BCC: O
Type: 4621 Security Code: * TNz 1
Port: 502796 Coverage Fath 1:
Name: Ziv Coverage Path 2: COS: 1
Hunt-to Station:
STATION OPTIONS
Time of Day Lock Table:
Loss Group: 19 Personalized Ringing Pattern: 1
Message Lamp Ext: 42042
Speakerphone: Z-way Mute Button Enabled? y
Display Language: english Expansion Module? n
Survivable GK Hode Hame:
Survivable COR: internal Media Complex Ext:
Survivable Trunk Dest? y IP SoftPhone? y
IP Video Softphone? n
Customizable Labels?
ESC-x=Cancel Esc—e=Submit Esc-p=Prev Pg Es |
Ready [Telnet [z, 45 [z6Rows, sacas [yTioo | NUM;
Security Code - this is the password used
for observing this extension
2. Locate the COR (Class of Restriction) value.
In Figure A-8, the COR value for this station (device) is 1.
3. Enter display cor <COR value for the station you need to observe>.
The Class of Restriction screen for the specified COR value is displayed.
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Figure A-9 Class of Restriction Definitions - Page 1

Avayad(192.168.241.60) - SecureCRT O 5'

File Edit VYew oOptions Transfer Script Tools Window Help

HPO9Y 2RQ BES XY (2 E

display cor 1 Page 1 of 22 -
CLASS OF RESTRICTION|

COR Humber: 1
COR Description: ALL

FRL: 7 APLT? y

Can Be Service Observed? y Calling Party Restriction: none
i Service Obse

E

Can Be A Er? n Called Party Restriction: none
Partitioned Group Humber: 1 Forced Entry of Account Codes? n
Priority Queuing? y Direct Agent Calling? n
Restriction Override: all Facility Access Trunk Test? n
Restricted Call List? n Can Change Coverage? n
Access to MCT? y Fully Restricted Service? n
Group II Category For MFC: 7
Send ANI for MFE? n Add/Remove Agent Skills? y
HMF ANI Prefix: Automatic Charge Display? n
Hear System Music on Hold? y PASTE (Display PBX Data on Phone)? y
Can Be Picked Up By Directed Call Pickup? y
Can Use Directed Call Pickup? y
Grnui Controlled Restriction: inactive
ESC—x=Cancel Esc—e=5ubmit Esc—-p=Prev P Esc—h=Help Esc—-r=Refresh |
Ready [Telnet [2, 51 [26Rows, 88 Cols WTIO0 | MM g

4. Define Can Be Service Observed? as Y.

5. Repeat this procedure for all devices (stations) that need to be observed.
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Configure the Symbolic Name

The Avaya AES Server supports up to 16 simultaneous C-LAN connections. This allows the AES
Server to provide load balancing across multiple connections and a C-LAN failover mechanism.

The symbolic name, or Connection Name, is configured on the Avaya AES Server and represents
multiple C-LANSs on the Avaya Media Gateways. This allows the recording system to implement
redundancy and load sharing over multiple C-LANs by communicating with the symbolic name.

Multiple C-LANSs are required in implementations of over 300 Avaya DMCC channels.

This section describes how to configure the symbolic name. The symbolic name is the Connection
Name on the AES, and is case sensitive. In the NPX environment, all observed extensions must be
associated with the same symbolic name.

To configure the symbolic name:
1. In AES OAM Admin, go to Administration > Switch Connections.

Figure A-10 OAM: Switch Connections

Operations Administration and Maintenance

AVAyA : ' s _— A_pplic_atioﬂ Enablement Services

® 040 Home ®Help @ Logout

You are here: > Administration > Switch Connections

CTI OAM Home
~ Administration

» Metwork Configuration
b CTI Link Admin [ L
v DMCC Configuration
TSAPI Configuration
» Security Database Avayald
v Certificate Management D) AvayadMsl
» Dial Plan D Avayas
Enterprise Directory
e binet Ak Edit Connection ] I Edit CLAN IPs ] [ Edit H.323 Gatekeeper ] [ Delete Connection ]

SMS Configuration
Status and Control

Mumber of Active
Connections

1 CT1/Call Information
2 CT1/Call Information
2 CT1/Call Information

Connection Name

Connection Type

Maintenance
Alarms

Logs

Utilities

Hel

r v v v v v

:

Connection names Edit CLAN IPs
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2. Select the required Connection Name and click Edit CLAN IPs.
Figure A-11  OAM: Edit CLAN IPS

/l\VA A Application Enablement Services
/ y Operations Administration and Maintenance

®os Home ®Help @Logout

CTI OAM Home You are here: > Administration >
| - Administrati &
e Edit CLAN IPs - Avaya5

Network Configuration

Switch Connections £ !
CTI Link Adrmin [ {
DMCC Configuration Mame or IP Address Status
TSAPI Configuration [©] 192.168.240.167 In Use
Security Database o] 192,168.240, 168 In Use

Certificate Management
Delete IP

Dial Plan

Enterprise Directory
Host &4

SMS Configuration
Status and Control
Maintenance

Add Name or IP

Alarms

F
=]
lw

Utilities
Hel

y v v vy

:

3. Enter the host name or IP address of the C-LAN for AES connectivity, and then click Add
Name or IP. Repeat for each C-LAN attached to this connection.

4. In the Switch Connections window, click Edit H.323 Gatekeeper.

To use the symbolic name feature, the H.323 gatekeeper must be specified. The C-LAN
configuration alone is not sufficient.

The H.323 IP list can be different from the C-LAN IP list.
Figure A-12 OAM: H.323 Gatekeeper

/l\VA A Application Enablement Services
/ y Operations Administration and Maintenance

®os Home ®Help @Logout

| CTI OAM Home You are here: > Administration >
7 iminsuration Edit H.323 Gatekeeper - Avaya5s

Network Configuration

Switch Connections :
CTI Link Adrmin | {
DMCC Configuration Mame or [P address

TSAPI Configuration [©] 192.168.240.167
Security Database O 102.163.240.165

Certificate Management
Delete IP

Dial Plan

Enterprise Directory
Host &4

SMS Configuration
Status and Control
Maintenance

Add Name or IP

Alarms

F
=]
lw

Utilities
Hel

y v v vy

:

5. Select the required Name or IP Address, or type in the host name or IP address of the H.323
Gatekeeper and click Add Name or IP.
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6. Select Administration > Network Configuration > Ports.

Figure A-13

OAM: DMCC Server Ports

| CTI 0AM Home
|+ Administration
- Metwork Configuration
Local 1P
NIC Configuration
Ports
Switch Connections
CTI Link Adrmin
DMCC Configuration
TSAPI Configuration
Security Database
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SMS Configuration
Status and Control
Maintenance

-

-

-

-

-

r v v v v v
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Operations Administration and Maintenance
me ®Help @Logout
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CWLAM Ports

DLG Port

TSAPI Ports

Unencrypted TCP Port
Encrypted TCP Port

TCP Port

TSAPI Service Port

Local TLINK Ports
TCP Port Min
TCP Port May

Unencrypted TLINK Ports
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Encrypted TLINK Ports
TCP Port Min

TCP Port Max

EEL
|omgs

5678

450

1024
1039

|1080
1085

1088
[1031

Enabled Disabled
® O
J @ 0
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® O

ﬁc Server
Paorts

N

Enabled Disabled

Unencrypted Port | ® 0

Encrypted Part | ® O

TR/87 Port |47 | o ®
H.323 Ports
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7. Ensure that the DMCC Server port is enabled.
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Preparing a Site that Uses Multiple Registration for
Capturing Audio

4 IMPORTANT

= * The procedures described in this section should be performed by a certified Avaya
technician.

* Multiple Registration is the same as Dual Registration.

* This section describes the essential steps to configuring the switch for the NICE Perform
eXpress integration with Avaya DMCC. For comprehensive information about configuring
the Avaya switch, see the Avaya documentation.

To prepare the Avaya Communication Manager for a site that will be using Multiple Registration
for capturing audio, do the following:

1. Verify the License for Avaya DMCC Softphone Registration. See page 158.
2. Configure Extensions for Multiple Registration. See page 160.
3. Configure the Symbolic Name. See page 162.
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Verify the License for Avaya DMCC Softphone Registration

This section describes the following:
e Verifying the License on Communication Manager 5.0 and Lower on page 158

e Verifying the License on Communication Manager 5.1 and Higher on page 159

Verifying the License on Communication Manager 5.0 and Lower

To verify the license for the Avaya DMCC softphone registration on CM 5.0 or lower:

1. Inthe Avaya Site Administration, type display system-parameters customer-options.
The Optional Features screen appears.

Figure A-14 Optional Features Screen - System Parameters Customer Options

7. Avaya Site Administration - [G600-1P Emulation: 4410]
= File Edit View System Action Tools Window Help & x|

glag g &l=exE EE R F 3 e v)%‘3§|

Sl cancel | rehesh | | | help | gotapage| next page | prev page |

display system-parameters customer-options Page 10 of 11
MAXIMUM IP REGISTRATIONS BY PRODUCT ID

. Limit Used
- 8

COCOOCOOHONOOOoOoO W

: You must logoff & login to effect the permission changes.)

Fault & Performance

i Date/Time [ System | Deseription [ «|
7/3j2005 953552 AM  GEOO-IR change station 440130 =

o 7/3/20059:5351 AM  GEOOTP  change station 44023

o 7/3i2005 95351 AM GEOD-IP change station 44028

o 7/3/2005 9:5350 AM  GEOOTP  change station 44027

o 7/3i2005 953550 AM_ GEOD-IP___change skation 440126, =

History /( Schedule_,_Gonnechon Sbic 7
Ready [ hm [
Hstart ||| & 51 1O @ D |X|<£J'r®[i!€bﬁ &i21 P
|] fP-touch Edito. . @Avaya Site .. & ]Csco P Tele... | Blsymantec pe... | CacDocument...| [EiEditer | IR

2. Go to page 9 (or 10, depending on your system), and check the Maximum IP registrations
by product ID field. This field displays the number of allocated IP_API_A licenses, and the
number of licenses that have been used.

3. If you do not have enough IP_API_A licenses or if IP_API_A does not appear in the Product
ID list, contact your Avaya representative to contract more licenses.
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Verifying the License on Communication Manager 5.1 and Higher

To verify the license for the Avaya DMCC softphone registration on CM 5.1 or higher:

1. Connect to AES. The AES Welcome window appears.
Figure A-15 AES Welcome Window

AVAyA Application Enablement Services

AE Server Administration
WeblLM Administration

Welcome to Avaya Application Enablement Services
These web pages are provided for the administration and maintenance of this Avaya Application Enablement Server,

Before You Begin:

#=%  WARNING NOTICE 7%

This system is restricted sSolely to Avaya authorized users for legitimate
business purposes only. The actual or attempted unauthorized access, use

or modification of this system is strictly prohibited by Avaya. Unauthorized
users are subject to Company disciplinary procesdings and/or criminal and
civil penalties under state, federal, or other applicable domestic and

foreign laws. The use of this system way be wonitorsd and recorded for
administrative and security reasons. inyone accessing this system expressly
consents to such monitoring and is advised that if monitoring reveals possible
evidence of criminal activity, Avaya may provide the evidence of such activity
to law enforcement officials. All users must comply with Avaya Security
Instructions regarding the protection of Avaya's information assets.

2. Click webLM Administration. The Web License Manager Logon window appears.

Figure A-16 Web License Manager Window

AVAYA

Web License Manager {WebLM v4.5.5)

Logon

UserName:I

Password:l

3. Enter the username and password and press Enter.

4. Select Licensed Products > Application_Enablement. The AES Licensed Features are
displayed.

5. Verify that sufficient licenses are defined for DMCC DMC. See below.
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Figure A-17 AES Licensed Features Window

AVAyA Web License Manager (WebLM v4.§.5):

Install License Application Enablement (CTI) - SID: 10503000 (Standard License File)
Licensed Products

Application_Enablement You are hare: Licensed products > Application Enablement (CTI)
My License installed on: 03-Aug-2009 12:51:52 o'clock IDT
Change Password
Server Properties View Peak Usage

»Manage Users

Logout

Licensed Features

Feature Expiration | %
(Keyword)

Application Enablsment Connections

(¥ALUE_AEC_CONNECTIONS) FaHea .
CYLAN ASAL

(WALUE_CULAN_ASAT) 2010/07/23 |1 1
CYLAN Proprietary Links

(VALUE_PRGPRIETARY_LINKS) o 2
TSAPT Version Hot

LA LLE _TSAPT VERSICN] 2010/07/23 |4 2 counted
DMCC DMC

R BT e 2010/07/23 |200 ) 16
Apphications Enablement Connectons Hat
Version 2010/07/23 (4.2 oanted
(WALUE_AEC_VERSION)

CVLAN Switch Connections

(YALUE_SWITCH_CONNECTIONS) S o

R/L:LUE oLe) 2010/07/23 |1 1

smallofferTypes:

58400; chawk; chawk-Isp;osi
MediumOfferTypes:

=AsNN <asnn hlada v hlads

Configure Extensions for Multiple Registration

Before the DMCC Server can register the extensions on the Media Gateway, the extensions must
be configured on the switch. This section explains how to configure extensions for multiple
registration on Avaya Communication Manager.

To configure extensions for multiple registration:

1. Open a console window on the switch and type change station <n>, where <n> is the
extension number you need to configure.

Change Station Page 1 appears.

Figure A-18 Avaya Switch Console - Station Definitions - Page 1

change station 43018 Page 1 ot [

Security Code - this is the password used
for observing this extension
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2. On Page 1, enter the following:

3.

. IP Softphone: Enter Y (Yes) for all phone types.
. Security Code

The Security Code value is the extension password. In the NPX environment, all
extensions must be defined with the same Security Code.

. COR: Ensure that the selected COR (Class of Restriction) is configured to enable
Service Observation. See Step 3.

Display the COR (Class of Restriction) definitions and define Can be a Service Observer?
as Y. This enables the defined extension to observe and record.

See Figure A-19.
Figure A-19 COR (Class of Restriction) Definitions - Page 1

cancel | refrezh | enter | clear | help |got0page| nextpagel prevpagel

display cor 1 Page

1 of 23

CLASS OF RESTRICTIOH

COR Humber: 1
COR Description: All

FRL: 7
Can _Be Service Observed? n

Can Be A Service Observer? y
L ML 115

APLT?

Calling Party Restriction:
Called Party Restriction:
Forced Entry of Account Codes?
Direct Agent Calling?

Facility Access Trunk Test?

1 11 -
Priority Queuing? y
Restriction Override: all

Restricted Call List? n

Access to HMCT? y
Group II Category For HWFC: 7
Send ANI for MFE? n
MF ANI Prefix:
Hear System Music on Hold? y

Can Change Coverage?

Fully Restricted Service?

Add/Remove Agent Skills?
Automatic Charge Display?
PASTE (Display PBX Data on Phone)?

Can Be Picked Up By Directed Call Pickup?
Can Use Directed Call Pickup?

Groui Controlled Restriction: inactive

4. Repeat this procedure for all extensions you need to configure.
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Configure the Symbolic Name

The Avaya AES Server supports up to 16 simultaneous C-LAN connections. This allows the AES
Server to provide load balancing across multiple connections and a C-LAN failover mechanism.

The symbolic name, known as the Connection Name, is configured on the Avaya AES Server and
represents multiple C-LANs on the Avaya Media Gateways. This allows the recording system to
implement redundancy and load sharing over multiple C-LANSs by communicating with the
symbolic name. Multiple C-LANSs are required in implementations of over 300 Avaya DMCC
channels.

This section describes how to configure the symbolic name. The symbolic name is the Connection
Name on the AES, and is case sensitive. In the NPX environment, all observed extensions must be
associated with the same Symbolic Name.

To configure the symbolic name:
1. In AES OAM Admin, go to Administration > Switch Connections.
Figure A-20 OAM: Switch Connections

AVAyA : ' s _— A_pplic_atioﬂ Enablement Services

Operations Administration and Maintenance
® 040 Home ®Help @ Logout

Administration > witch Connections

You are here: =

CTI OAM Home
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. Switch Connections
» Metwork Configuration

b CTI Link Admin [ i
v DMCC Configuration

TSAPI Configuration
v Security Database Avayald
v Certificate Management ) AvayadMol

» Dial Plan D Avayas

Edit Connection ] I Edit CLAN IPs ] [ Edit H.323 Gatekeeper ] [ Delete Connection ]
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Connections

1 CT1/Call Information
2 CT1/Call Information
2 CT1/Call Information

Connection Mame Connection Type

Enterprise Directary
» Host &g

SMS Configuration
Status and Control

Maintenance
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Logs
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r v v v v v

:

Connection names Edit CLAN IPs
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2. Select the required Connection Name and click Edit CLAN IPs.
Figure A-21  OAM: Edit CLAN IPS
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lw

:
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3. Enter the host name or IP address of the C-LAN for AES connectivity, and then click Add
Name or IP. Repeat for each C-LAN attached to this connection.

4. In the Switch Connections window, click Edit H.323 Gatekeeper.

To use the symbolic name feature, the H.323 gatekeeper must be specified. The C-LAN
configuration alone is not sufficient.

The H.323 IP list can be different from the C-LAN IP list.
Figure A-22 OAM: H.323 Gatekeeper
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:

5. Select the required Name or IP Address, or type in the host name or IP address of the H.323
Gatekeeper and click Add Name or IP.

6. Redisplay Administration > Switch Connections and click Edit CLAN IPs.

7. Confirm that the IP address status is In Use.
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See Figure A-23.
Figure A-23 OAM: CLAN IP - In Use
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=

8. Select Administration > Network Configuration > Ports.

Figure A-24 OAM: DMCC Server Ports

Application Enablement Services

Operations Administration and Maintenance
1 Home @ Help @Logout

ork Configuration

{ CTI 0AM Home

|+ Administration
B - Ports
- Metwork Configuration
L DIz
—— X CWLAM Ports Enabled Disabled
NIC Configuration
Unencrypted TCP Port Q999 ® O
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{ Switch Connections Encrypted TCP Port |9958 | @ O
| » CTILink Admin
» DMCC Configuration DLG Port TCP Part 5678
TSAPI Configuration
b Security Database TSAPI Ports Enabled Disabled
{ v Certificate Management TSAPI Service Port 450 ® O
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Enterprise Directory Local TLIME Ports
MRS, TCP Port Min 1024
| SMS Configuration TCP Port Max 1039
' |+ Status and Control
+ Maintenance Unencrypted TLINK Ports
Al e |
B TCP Port Min 1080 |
+ Logs I ——on
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| |» Help
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\ TR/B7 Part 7z ] o®
H.323 Ports
{ TCP Part Min |
| TCR Port Max |4100 |
9. Ensure that the DMCC Server port is enabled.
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Verifying the Audio Codec Set for the IP Network Region

The codec set defined in NICE Perform eXpress must match the codec set defined on the switch.
This section describes how to verify the codec set defined on the switch.

To verify the audio codec set for the IP network region:

1. In Avaya Site Administration, enter display ip-codec-set <n> where <n> is the codec-set
associated with the IP network region of the extensions that you need to observe.

2. Inthe Audio Codec column, review the list of compression types. These are the codecs that the
switch allows.

1 IMPORTANT
= Make sure that the CodecList you define in NICE Perform eXpress contains at least one of the

compression types defined here.

Figure A-25 Avaya Switch Console - IP Codec Set

L Avaya Site Administration - [G500-IF Emulation: 4410]
4 File Edit View System Action Tools Window Help

Blels) ol »[=lelx(s| 5e] Ee & T x|
= | | | el | | |
ip-codec-set 1

displa

IP Codec Set

Codec Set: 1

Silence Frames Packet
Suppression Per Pkt Size(ms)
2 20

P 20
P 20

5:
6:
7:

Media Encryption: never

Command: I

3. Enterdisplay ip-network-region <n> where <n> is the network region of the extensions that
you need to observe.
4. Verify that the defined Codec Set is the ip-codec-set you confirmed above.

See Figure A-26.
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Figure A-26 Avaya Switch Console - IP Network Region - Page 1
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Configuring Encryption for the IP Network Region

SRTP encryption is configured on two levels: the signaling (H.323), and the media stream (SRTP).
This section describes how to enable SRTP and signaling encryption on Avaya Communication
Manager versions 3.1.x, 4.x, and 5.x.

To configure encryption:

1. Inthe Avaya Site Administration, enter display ip-codec-set <n>, where <n> is the
codec-set associated with the IP network region of the extensions that you need to observe.

The IP Codec Set screen appears.

2. In the Media Encryption section, enter aes.
Figure A-27 |IP Codec Set - aes Media Encryption Algorithm

=lolx|

File Edit VYew oOptions Transfer Script Tools Window Help

HPO9Y =2RQ BES XY ¢ &

ge ip—codec—-set 2

IP Codec Set
Codec Set: 2

Audio Silence Frames Packet
Codec Suppression Per Pkt Size(ms)
1: G.711MU 30
2: G.711A 30
3: G.729 30

NI-1-1-
1T e

Media Encryption
1: aes
—

3:

-x=Cancel Esc—e=5ubmit Esc—-p=Prev Pg Esc—n=Next Pg Esc—-h=Help Esc—-r=Refresh

-
Ready [Telnet |9, 5 [26Rows, 83 Cals [WT100 MOM

Enter aes

3. Inthe Avaya Site Administration, enter display ip-network-region <n>, where <n> is the
network region of the extensions that you need to observe.

4. In the network region, enter the IP Codec Set you edited in Steps 1-2.
See Figure A-28.
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Figure A-28 |IP Network Region - Media Parameters

Avayadis1 - SecureCRT
File Edit Yiew Options Transfer Script Tools Window Help

SRR ReE & &% s

ip—network-region 2

IP NETWORK REGION

Region: 2
Location: Authoritative Domain:
Name: Encrypted RTP
MEDIA PARAMETERS Intra-region IP-IP Direct Audio: yes
Inter-region IP-IP Direct Audio: yes

UbDP Port Min: 2048 IP Audio Hairpinning? y
UDP Port Max: 3029

DIFFSERV/TOS PARAMETERS RTCP Reporting Enabled? y
Call Control PHB VYalue: 34 RTCF MOMITOR SERVER PARAMETERS
Audio PHB Value: 46 Use Default Serwver Parameters? y

Video PHB Value: 26
802 .1P/0Q PARAMETERS
Call Control 802.1p Priority: 7

Audio 802.1p Priority: 6
Video 802.1p Priority: 5 AUDIO RESOURCE RESERVATION PARAMETERS
H.323 IP ENDFPOINTS RSYF Enabled? n

H.323 Link Bounce Recovery? y
Idle Traffic Interval (sec): 20
Keep-fAlive Interval (sec): 5

Keep—-Alive Count: 5

5. Go to Page 2 of the IP Network Region, and under H.323 Security Profiles, enter pin-eke.
See Figure A-29.
Figure A-29 |IP Network Region Screen - H.323 Security Profiles

Avayadis1 - SecureCRT
File Edit Yiew Options Transfer Script Tools Window Help

=X QA= & 524 ?
display ip—network-region 2 Page 2 of 19
IF NETWORK REGION

INTER-GATEWAY ALTERHNATE ROUTING / DIAL PLAN TRANSPARENLCY
Incoming LDN Extension:

Conversion To Full Public Humber - Delete: Insert:
Maximum Mumber of Trunks to Use for IGAR:

Dial Plan Transparency in Survivable Mode? n

BACKUP SERVERS(IN PRIORITY ORDER) H.323 SECURITY PROFILES

1 pin—-eke

2

3 3

4 4

5

6 Allow SIP URI Conversion? y

TCP SIGHALING LINK ESTABLISHMENT FOR AYAYA H.323 ENDPOINTS
Near End Establishes TCP Signaling Socket? y
Near End TCP Port Min: 61440
Near End TCP Port Max: 61444

6. When configuring the CLAN/Medpro, enter the ip-network-region you configured for
encryption.

In the example in this procedure, to enable SRTP, enter ip-network-region 2.
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Adding Business Data (Additional CTI
Fields)

If Business Data fields are available from the CTI, they can be added to your NICE Perform

eXpress system according to the instructions provided.

Contents

BUSINESS Data GUIAEINES ... ettt et e e e e e e e s b e eeaans

Available Business Data Fields for Avaya TSAPI ...

Defining BUSINESS DALaA......ciiiiiiiiiiiiiiiiiiie sttt

Deleting BUSINESS DAtaA.......coicuiiiiiiiiiiii et
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Business Data Guidelines

Business Data fields can be added according to the following guidelines:

* The Name field is case-sensitive! It must exactly match the CTI field name. Take care to
enter it correctly!

*  The number of fields of each type and size is as follows:

Field Type
Number
Text

Text

Text

Text

Text

Text Field Size
n/a
20
30
40
80
120

Number of Available fields

6

N 0 0 N O

* If you are defining a Text field, then select a Text Field Size according to the following

guidelines:

* 1byte =1 character

* You must select a size that is equal to or greater than the actual or maximum size of the
CTl field.

*  The amount of fields of each size is limited. Once you define the maximum amount of
fields for a size, you will no longer be able to select that field size.

e If you select a size that is smaller than the CTI field, information will be truncated.

Examples:

* You have 2 data fields that are 100 bytes each, select Text Field Type = 120 for each.

*  You have 3 data fields that are 100 bytes each, select Text Field Type = 120 for 2 of the
data fields. For the third data field, select Text Field Type = 80; the last 20 bytes of
information will get truncated.

* Once you define a field, you can edit only its Alias and Assign to Role values. You cannot edit
its Name, Field Type, or Text Field Size.

e |If you delete a Business Data definition, you can later add the same CTI field as a new
Business Data field with different parameters. However, all information from the first
definition will be lost.

Example: You define a Business Data field for ibirthday with alias Birthday and field Number.
You then delete this field and redefine ibirthday with alias Birth and field Text 20. All data
received from the ibirthday field while ibirthday was defined as Number will be lost.
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Where will you see Business Data?
The next time a user, whose Role has access to a Business Data field logs in:

*  There will be an additional column in the Interactions application labeled with the field’s Alias
name.

*  When defining a query, there will be an additional field for the Business Data, according to the
Alias name.
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Available Business Data Fields for Avaya TSAPI

The following Business Data field is available for Avaya TSAPI. For instructions on how to add it,
see Defining Business Data on page 173.
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Defining Business Data

Use the following procedure to define Business Data fields.

To define Business Data:

1. Onthe CTI and Recording tab, scroll down to the Business Data Settings section.

2. ClickAdd 4.
A new row appears.

1. Click Add to start a new row

| ¥ Business Data Settings
2. Click Add after Y=y Settings

completing the ® = ¥
information

Name (case-sensitive) Alias Name Field type Text Field Size Assign To Role
Add Cancel Text &4 20 Select Roles )
No records to -
[rage ¢ 1 0 *

The Name field is case-sensitive!

3. Inthe Name field, enter the Name of the field exactly as it appears in the CTI. This field is
case-sensitive!

4. Inthe Alias Name field, enter a user-friendly name. This is the name that will appear in
queries and as a column heading in the Interactions window. The Alias Name can contain
special characters and spaces.

5. To define a numeric field, select Number. The Text Field Size field becomes disabled.
Continue with Step 6.

-Or-
To define a text field, select Text. Then use these guidelines to select a Text Field Size.

*  The amount of fields of each type and size is as follows:

Type Size Available fields
Number | n/a 6
Text 20 6
Text 30 2
Text 40 8
Text 80 8
Text 120 2

* Select a Text Field Size that is equal to or greater than the size of the CTI field. If you
select a size that is smaller than the CTI field, information will be truncated.
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Example: The CTI field size is 30. You can select 40. Do not select 20; data will be
truncated.

* Remember: The amount of fields of each size is limited. Once you define the maximum
amount of fields for a size, you will no longer be able to select that size.

Example: Only two fields are available at size 120. Once you define two different fields as
size 120, 120 will no longer appear in the drop-down list.

6. Inthe Assign to Role field, select the Roles who will have access to this field.
7. Inthe new row, click Add.

8. Repeat this entire procedure for each Business Data field.

9. Click Save to save your changes.

10. Click Apply to active your changes in the system. Recording is not interrupted.
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Deleting Business Data

If a Business Data field is deleted, then the following occurs:

* All filters in Quality Management rules based on the Business Data field are removed. The
Quality Management rule that contained the Business Data field will remain.

» Data saved in the Business Data field will be lost. If the same field is later added again, the
previous data will not be found.

To delete a Business Data field:

1. Onthe CTI and Recording tab, scroll down to the Business Data Settings section.

¥ Business Data Settings

Business Data Settings

X =2 #
Name (case-sensitive) Alias Name Field type Text Field Size Assign To Role
LINE Line Text 20 T
DIALED NUMBER Dialed Number Text 20 T
CALL DIRECTICHN Call Direction Text 20 T
‘ 4 »

2. Select a row. Then click Delete | *].
A Confirmation message appears.

Confirmation b4

Deleting a Business Data field will automatically
( . delete all QM rules based on this field. Do you want
?_. ' to continue?

o]

3. Click OK.

4. Click Save to save your changes.

5. Click Apply to active your changes in the system. Recording is not interrupted.
The Business Data field is deleted.
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C

Importing Channel Mapping and Users

Shared with:
All Installation guides (appendix)
Administrator’s Guide (chapter)

NICE Perform eXpress supports the use of Excel file templates for importing channel mapping
and user definitions more quickly and efficiently.

8 IMPORTANT
e * To edit the Import file, Microsoft Excel must be installed on the NICE Perform eXpress
machine.

* To view the Import file, Microsoft Excel or Excel Viewer needs to be installed on the NICE
Perform eXpress machine. You can download the Excel Viewer from the Microsoft Web site
at the following link:
http://www.microsoft.com/downloads/details.aspx?displaylang=en&FamilylD=1cd6acf9-ce06-
4elc-8dcf-f33f669dbc3a

Contents

Importing Channels from an Import File ..., 178

Importing Users and Groups from an Import File ..., 187
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Importing Channels from an Import File

NICE Perform eXpress supports importing channel mapping definitions using Excel files. This
eliminates the need to add each monitored device and to map each channel separately on the
Channel Mapping tab in the Configuration application.

You can create new Import files or edit existing ones. When you import an existing file that has
been edited, channel mapping definitions are updated by the Import file.

Important Guidelines

* In the Configuration application, the monitored devices definitions in the Import file are
appended to the monitored devices currently listed in the Channel Mapping tab.

However, the channel mapping definitions in the Import file overwrite the channel mapping
definitions currently displayed in the Channel Mapping tab.

To avoid overwriting existing channel mapping definitions, you must include the existing
definitions in the Import file.

e After importing the channel mapping definitions, always use the Import file to update these
definitions. Any changes made directly in the user interface of the Channel Mapping tab will
be overwritten the next time an Import file is imported.

e Each import file can have up to 200 channel mapping entries. If the import file contains more
channels than allowed by your license, only the first channels will be imported.

This section describes:

e Creating Import Files for Channel Mapping on page 178

e Updating Channel Mapping from Import Files on page 184
* Importing a Channel Mapping Import File on page 185

Creating Import Files for Channel Mapping

When importing channel mapping definitions, you define the channel mapping parameters in the
NPX Channel Mapping Import Template V3.0.xls file. This Import file includes macros that
customize the channel mapping parameters according to the telephony environment of your site.

Along with the procedure for creating an Import file to import channel mapping, this section also
includes:

*  Channel mapping parameters as they appear in the Import file: See Monitored Device and
Channel Mapping Parameters on page 181.

* Background information regarding the Excel file template: See About the Channel Mapping
Import Template on page 183.

To create files in Excel format for importing channel mapping:

1. From the Channel Mapping tab in the Configuration application, note the existing channel
mapping definitions. In Step 9 you will enter this information into the Import file.
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2. On the NICE Perform eXpress machine, from the Start menu, navigate to All Programs >
NICE Perform eXpress > Import Templates.

3. Copy NPX Channel Mapping Import Template V3.0.xls to a location on your hard drive.
4. Open the template file. If prompted, Enable Macros.

The RecordingConfiguration tab appears.

A [ B \ c [0 ] E [ Fd H [ [
1
2 |Select Telephony Environmem:l |Num|)er of Channels: | | Gal |
El
EN
| 5 |Channel Mapping Additional Monitored Devices
B Device Name Device Type
7
6|

5. From the File menu, select Save as and rename the file with a logical name (one containing
the name of the telephony environment is recommended).

6. Open the new file you saved in the previous step and from the Select Telephony
Environment drop-down list, select a Telephony Environment.

A | E [ C | D | E

Select Telephony Environment: Flmher of Channels: | | GOl
Avaya CDR TDM Extension-Side -
Avaya COR TOM Trunk-Side
- Avaya CVLAN TDM Extension-Side
Channel Mapping fvvaya CYLAN TDM Trurik-Side (
w

Avaya SIP Passive VoIP

Avaya TSAPI Passive VoIP Dynamic IP
Avaya TSAPI Passive VolIP Static IP
Avaya TSAPT TDM Extension-Side

7. Inthe Number of Channels field, enter the number of channels to be mapped, including
those that are already mapped in the Channel Mapping tab of NICE Perform eXpress.

Example: If 5 channels were previously mapped, and you are adding 15 more channels, enter
the number 20.

|Number of Channels: | —+——Enter number of channels here

8. Press the Tab key to select the cell with the GO! button. Then click GO!
Important: If the cell with the GO! button is not selected, then the GO! button will not work.

The table fills up according to the selected telephony environment and number of channels.

A | B | C | D | E |
1
2 |Select Telephony Environment: | Avaya COR TOM Extension-Side |Number of Channels: | 3] GOl | _|
3
EN
| & Channel Mapping
& | Channel Index Channel Name Device Name Device Type
|71 Channel 1 Extension
|8 |2 Channel 2 Extension
ENE Channel 3 Extension
|10 |4 Channel 4 Extension
1115 Channel & Extension
19 o fatl L = H

9. Enter information according to the guidelines in Monitored Device and Channel Mapping
Parameters on page 181.
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M) IMPORTANT
= You must include the channel mapping definitions that are already configured in the Channel
Mapping tab of NICE Perform eXpress. These definitions will be overwritten when you import

the Import file.

10. In a Mixed Environment you will need two files, one for each environment. Repeat this
procedure from Step 4 to create a second file.

11. Proceed to Importing a Channel Mapping Import File on page 185.
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Monitored Device and Channel Mapping Parameters

The RecordingConfiguration tab is used to define parameters that are for Channel Mapping in
the Configuration. It has four possible sections; only those sections relevant to the selected
environment appear. The following table describes all four sections and all possible parameters.

Table C-1: Import File Channel Mapping Parameters

details of the device
mapped to each channel in
the appropriate row.

Each device entered in this
section is automatically
monitored and does not
need to be entered in the
Additional Monitored
Devices section.

Special Considerations:

Trunks: Mapping is
automatic. Define each
device in the Additional
Monitored Devices section.

Positions: Define the To
Device from the Extension
to Position Mapping section
in this section.

Section Instructions Parameter Description
Channel A separate row is generated |Channel Index |Internally generated value. Do
Mapping for each channel. Enter the not edit this column!

Channel Name

Used for easy identification of
each channel in the Channel
Monitor. Default names are
automatically generated. You
can edit these names as
needed.

Device Name

The number or name of the
device being recorded.

To use Positions, use this
column as follows:

* To map Extensions to
Positions, complete this
field for all Positions.

* To map Positions to
Extensions, complete this
field for all Extensions.

* Use this value for the To
Device field in the
Extension to Position
Mapping section.

Device Type

The type of device being
recorded.

Example: Extension, Turret,
Position, Station

* To map Extensions to
Positions, complete this
field for all Positions.

* To map Positions to
Extensions, complete this
field for all Extensions.

IP Address

IP address of the telephone
extension being recorded.
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Table C-1: Import File Channel Mapping Parameters (Continued)

Section Instructions Parameter Description
Additional Define all devices that are |Device Name |The number or name of the
Monitored monitored but not recorded. device being monitored (not
Devices All devices must be recorded).
monitored to obtain relevant For BT Syntegra ITS Switch,
information, even if they are enter 10 digits.
not recorded. Example: 0000000010
Special Considerations: Device Type The _type of device being
monitored (not recorded).
Trunk: Define all devices. Example: IVR, ACD, VDN,
Positions: Define the From Station
Device in this section.
Trunk with Positions:
Define both the Extensions
and the Positions.
BT Syntegra ITS Switch:
This value must be 10 digits
long. If necessary, use
leading zeros.
To enter a range of values,
type the first value and drag
the column down.
Example:
Additional Monitored Devices
Device Name Device Type
'D000000010 Station
‘Dooo000011 Station
"Doooooo012 Station
000000013 Station
Do00000014 Station
Dooo000015 Station
000000016 Station
"Doooooo017 Station
IP Addresses IP Address IP address of the telephone
for Monitored extensions being monitored.
Devices Enter a single IP address.
Example: 123.123.123.123
_Or_
Enter a range of IP addresses.
Example: 123.123.123.*
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Table C-1: Import File Channel Mapping Parameters (Continued)

Monitored Devices section.

Extension and VolP:

Use the Device Number
from the Channel Mapping
section for the To Device.

Use the Device Number
from the Additional
Monitored Devices section
for the From Device.

Section Instructions Parameter Description

Extension to Trunk: Define both the Direction Select Extension to Position or
Position From Device and To Position to Extension.
Mapping Device in the Additional

From Device

Use this value in the Additional
Monitored Devices section.

To map Extension to
Position, enter the device
number/name of an
Extension.

To map Position to
Extension, enter the
device number/name of a
Position.

To Device

Use this value in the Channel
Mapping section or in the
Additional Monitored Devices
section (for trunks).

To map Extension to

To map Position to

device number/name of an

Position, enter the device
number/name of a Position.

Extension, enter the

Extension.

About the Channel Mapping Import Template

After installing NICE Perform eXpress, a shortcut to the template for importing channel mapping
parameters is located in the Start menu at the following path: All Programs > NICE Perform
eXpress > Import Templates.

The name of this template is: NPX Channel Mapping Import Template V3.0.xls

It is an Excel file that includes the channel mapping parameters according to the telephony
environment of the site.
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_ﬂ; EXAMPLE:

In the example below, the telephony environment is Avaya TSAPI TDM Extension-Side, and
the mappings for 10 channels are defined as follows:

Select Package: |Avaya TSAPI TOM Extension-Side  |Number of Channels: | 10] GOl |

Channel Mapping Additional Devices
Channel Index Channel Name Device Device Type Device Name Device Type
1 Channel 1 2346 Extension

2 Channel 2 12345 Extension

3 Channel 3 M2347 Extension

4 Channel 4 12348 Extension

4 Channel & 12348 Extension

B Channel & M12350 Extension

7 Channel 7 12351 Extension

i} Channel & "2352 Extension

9 Channel 9 M12353 Extension

10 Channel 10 2354 Extension

The Excel file uses macros in order to display the necessary channel mapping parameters for the
required telephony environment.

IMPORTANT
= Make sure that the macros are enabled for use with the channel mapping import template.

The template consists of two tabs:
* RecordingConfiguration
* Metadata - Do not change the information in this tab!

When creating a file for import, you enter information in the RecordingConfiguration tab.

Updating Channel Mapping from Import Files

After creating a channel mapping import file, you can update the parameters in the file and then
import the updated information into the Channel Mapping tab. When you import an updated file,
only the parameters that have been changed are updated.

Example: Your original import file contains 10 channels. You purchase a new license with
20 channels (total of 30 channels). You can use the original import file. Just enter the new number.

To update channel mapping from an Import file:
1. Open the Import file that includes the channel mapping parameters you want to change.

2. Inthe Number of Channels field, enter the additional number of channels to be mapped.

|Number of Channels: | +———Enter number of channels here

3. Press the Tab key, and then click the GO! button.

¥ - TIP: If the GO! button is not active, make sure that the cursor is not inside a cell that
already contains text.

The additional channels are added to the file.
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4. Enter information according to the guidelines in Monitored Device and Channel Mapping
Parameters on page 181.

5. Save the file.
6. Proceed to Importing a Channel Mapping Import File on page 185.

Importing a Channel Mapping Import File

After creating or updating an Import file for importing channel mapping definitions, you import it
from the Channel Mapping tab in the Configuration application.

To import channel mapping:

1. Inthe Channel Mapping tab in the Configuration application, click Import File 2.
The Import Channel Mapping window appears.

Import Channel Mapping b4

Please select file to import

Import

Close

2. Click to browse and select the Import file for the current telephony environment.

IMPORTANT

B In sites with two telephony environments, verify that you are importing the channel mapping
definitions for the correct environment.

In this example, channel mapping
definitions are imported for
i Avaya CDR TDM Extension-Side

¥ Avaya CDR TDM Extension-Side

3. Click | Impore].

The Import Channel Mapping window now displays the Summary area with summary
information. If errors occur, the errors appear under the summary information.
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Import Channel Mapping x |

Please select file to import

Import

Summary

Import completed successfully

Import Summary
20 Extensions added Information
10 Channels updated appears here

Close

4. Click Close.
The Channel Mapping tab is updated with the data from the Import file.
 Save  This will save your changes without applying them. You can continue to work

on this page. Save does not make the settings active in your system. You will
have to click Next to advance to the next tab.

e Apply This will apply the new setting to your system and make them active. Only
Apply after you have completed all configuration definitions on all tabs and
your system is not currently recording. Apply will interrupt recording.

WARNING

Apply interrupts recording, resulting in a loss of data! Only click Apply when
you have determined that your system is not currently recording

* Next This will save your changes (the same as Save) and will advance to the next
tab.

TIP: To return to this or a previous tab, just click the tab.

After you click Next, the Storage and Archive tab becomes enabled.
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Importing Users and Groups from an Import File

NICE Perform eXpress supports importing an XLS file that defines users and groups in the User
Administration application. Importing files, especially ones with many users or groups, can save
you a great deal of time. Importing files avoids the need to retype and define each entry.

Important Guidelines

*  Up to 200 users can be imported at a time. Each time you import the Import file, new users are
added to the list of the current users.

*  When users are already defined in the User Administration application, the Import file updates
their information.

Creating Import Files for Importing Users and Groups

NICE Perform eXpress supports importing files in Excel (XLS) format. An Excel template is
available that only requires filling in the mandatory fields. The template consists of three tabs:

*  Groups
e Users
e Metadata

When creating a file for import, enter information in the Groups and Users tabs.

IMPORTANT
= Do not change information in the Metadata tab!
Groups Tab

Assign groups according to Manager team members to allow the manager to run queries on team
members interactions.

Enter the following information in the Groups tab:
e Group Name

e Description

Users Tab

When creating a new user, set their user type, permissions, and other settings.
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The table below lists the field name, description, and guidelines you must follow when filling
information in the Users tab:

Table C-2: Users Tab Description and Guidelines

Field Name Description Guideline

First Name First Name of user (The display is |Mandatory

defined in the Settings tab.)

Last Name Last Name of user (The display is |Mandatory

defined in the Settings tab.)
User Type The main user types (roles) are: |Mandatory
* Agent
e Manager
o T
° QM
Each role has a predefined list of
privileges.
For details, see User Type
description in the Administrator’s
Guide.

Login Name If defined as a user, the user login
name is displayed.

Password Login password If you do not enter a password, one
of the following occurs, depending on
whether the user is new or not:

* New user - the default password
(nice1234) is used. At the first
login, the user will be asked to
change the password.

e Existing user - the current
password is retained and is not
overwritten with the default
password.

Group The group to which the user If you defined a group in the Group

belongs.

tab, the group name will appear in a
drop-down list in the User tab.

If you do not select a group in User
tab, the new user will automatically
belong to All Users.
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Table C-2: Users Tab Description and Guidelines (Continued)

Field Name Description Guideline
Extension The extension/s on which the You must enter an extension as it is
user is being recorded. defined in the Configuration
application.

For the BT Syntegra ITS Switch,
this must be 12 digits long. If
necessary, use leading zeros.

Example: 000000000010

Note - You can add an additional
extension in the Extension # 2 field.

CTI for Extension CTl that is associated with the In sites with only one CTI, you do not
extension. have to enter a CTI.
In sites with two CTIs, you must enter
a CTl.
Agent ID The Agent ID by which the user is
identified.
CTI for Agent ID CTl that is associated with the In sites with only one CTI, you do not
Agent ID. have to enter a CTI.
In sites with two CTIs, you must enter
a CTl.
OS Login Name The Operating System login Mandatory
name.
Domain Name NetBIOS name of the domain
Email The user’s email address.
Extension # 2 The extension/s on which the You must enter an extension as it is
user is being recorded. defined in the Configuration
application.

For the BT Syntegra ITS Switch,
this must be 12 digits long. If
necessary, use leading zeros.

Example: 000000000010

CTI for Extension #2 CTl that is associated with the In sites with only one CTI, you do not

second extension. have to enter a CTI.
In sites with two CTIs, you must enter
a CTI.
Agent ID #2 The second Agent ID by which
the user is identified.
CTI for Agent ID # 2 CTl that is associated with the
second Agent ID.
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To create files in Excel format for importing users and groups:

1. From the Start menu, navigate to All Programs > NICE Perform eXpress > Import
Templates.

2. Copy NPX Users Import Template V3.0.xls to a location on your hard drive.
3. Double-click the template file to open it.

4. Enter information in the Groups and Users tabs according to the guidelines in Table C-2. Up
to 200 users can be imported at a time.

5. Rename and save file.

Importing a Group and User Import File

You can create or edit users and/or groups via an Excel file, and then import it. To create an Excel
file to import, see Creating Import Files for Importing Users and Groups on page 187.

To import groups and users:

1. From the User Management tab in the User Administration application, click Import File
M
The Import window appears.

Import x |

Fleasze =select file to import

Import

Close | l

2. Click

) to browse and select the Import file you want to import.

3. Click | Impore].

Appendix C: Importing Channel Mapping and Users 190

I NICE Perform eXpress Installation Guide Release 3.0: Avaya DMCC TSAPI Active VolIP (Rev. Al)



Importing Users and Groups from an Import File l

The Import window now displays the Summary area with summary and error information.

Import x

Fleaze =elect file to import

E Import

Summary

Import completed with some warnings/errors

Import
0 groups added
0 users added . Summary

4 users updated Information
1 users failed

appears
here
Errors
New login name "login2" for user "Last_Imported4 Error
First_Imported4" already used by another user. User was not
updated Messages
appear here
Close ]

4. Click Close.

5. Click Save to save the updated definitions in the User Administration application.

WARNING
!E Apply interrupts recording, resulting in a loss of data! Only click Apply when you have
o determined that your system is not currently recording.

6. Click Apply to apply the User Administration settings to NICE Perform eXpress.
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D

Customizing NICE Perform eXpress

You can customize your NICE Perform eXpress with your company logo and/or customized text
messages on the Welcome window.

Contents

Incorporating your CoOmMPany LOGO......coiuuuiiiieiiiiiiiee it 194
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Incorporating your Company Logo

You can customize your NICE Perform eXpress system to show your company’s logo on each
NICE Perform eXpress screen.

Your logo appears here *

NICE Perform express . i | ello NICE, Superuser Sign aut four LC!C'

W System Management | Channel Monitor | User Administration | Interactions | AuditTrail | Configuration _

The file with your logo must meet the following requirements:
* File format - GIF

* Size - 58 x 22 pixels

To add a customized logo:
1. Confirm that the file with your logo is in GIF format and its size is 58 x 22 pixels.
2. Onyour NICE Perform eXpress machine, navigate to the following location:

...\Program Files\NICE Systems\NICE Perform eXpress\Applications\WebApplicatio
ns\CustomerSpecific\lmages

3. Make a backup copy of logo.gif. You can keep it in the same folder. Example: NICE_logo.qgif
4. Rename your logo file logo.gif and place it in the Images folder.

Refresh your NICE Perform eXpress application and your custom logo appears.
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Adding Customized Text to the Welcome Window

You can add two customized lines of text to the NICE Perform eXpress Welcome window.

Welcome to
NICE Perform eXpress

Name: I I =
Password: I
Login |

Custom text loginTitle goe
escription

The two text lines can be of the following lengths:
* The Title line is limited to 50 characters.

° The Description line is limited to 70 characters.

To add customized text:
1. Onyour NICE Perform eXpress machine, navigate to the following location:

...\Program Files\NICE Systems\NICE Perform eXpress\Applications\WebApplicatio
ns\CustomerSpecific\Data

2. Make a backup copy of data.xml. You can keep it in the same folder.
Example: NICE_data.xml

3. Open the data.xml file in an xml or text editor.

<7aml version="1.0" encoding="utf-8" 7=
- <roots
<add key="loginTitle" value="" /=
<add key="loginDescription" value="" /=
< /oot

4. Inthe value field for loginTitle, enter a text string (maximum 50 characters) for the Title line.

Appendix D: Customizing NICE Perform eXpress 195

I NICE Perform eXpress Installation Guide Release 3.0: Avaya DMCC TSAPI Active VolIP (Rev. Al)



Adding Customized Text to the Welcome Window l

In the value field for loginDescription, enter a text string (maximum 70 characters) for the
Description line.

Enter text here

~
<7aml version="1.0" encoding="utf-8" 7=
- <roots

<add key="loginTitle" value="loginTitle goes here" /=
<add key="loginDescription" value="loginDescription goes here" /=
< /oot

Save the data.xml file.

Reset the 11S service on the NICE Perform eXpress as follows:
a. Open the Run window.

b. Enteriisreset.

c. Click OK.

Your custom text appears the next time you access NICE Perform eXpress.
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Localization - Language Support

NICE Perform eXpress is supported in several languages.

* To install NICE Perform eXpress, your machine must be set to English.

* To configure and use NICE Perform eXpress, your machine must be set to your local

language.

The sequence by which you change language settings and install NICE Perform eXpress is

outlined in How to Install NICE Perform eXpress in Languages on page 198.

Contents

How to Install NICE Perform eXpress in LanguUages .......cccovvveeeeiiiinieennniieeee s 198
Setting the Regional LAnNQUAGgE .......cooiiiiiiiiiiiiee et 199
Setting Language PreferenCe ... .. e 200
First-Time Login and Licensing with Language Selection ..........cccccccceeiviiieneennenn. 203
First-Time Login with NICE AuthentiCation................cccoviiiiiiiiniiiii e 203
First-Time Login with Windows Authentication (Active Directory) .........ccccvvveeennne. 205
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How to Install NICE Perform eXpress in Languages

Use the following workflow to install NICE Perform eXpress in languages other than English.

What to do... For instructions see...
1. Setthe Regional Language to English Setting the Regional Language
on page 199
2. Install NICE Perform eXpress Installing NICE Perform eXpress Software
on page 34
-Or-

Running a Silent Installation on page 44

3. Reset the Regional Language to the local  Setting the Regional Language
language on page 199

4. Set Language Preference so that the local  Setting Language Preference on page 200
language has top priority

5. Log into NICE Perform eXpress and do First-Time Login and Licensing with
the following: Language Selection on page 203
a. Select local language

b. Change password (NICE
authentication only)

c. Activate license
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Setting the Regional Language

Before installing NICE Perform eXpress, the Regional Settings on the NICE Perform eXpress
machine must be set to English.

Setting the Regional Language l

After the installation is complete, and before logging in to NICE Perform eXpress, reset Regional
Settings to your local language.

To set Regional Language Settings:

1.

From the Start menu, select Start > Settings > Control Panel > Regional and Language

Options.

The Regional and Language Options window appears.

s'.:' Regional and Language Dptions B

Formats |L0cati0n I Keyboards and Languages I Administrative I

To change the way your computer displays numbers, currencies, dates, and
time, select an entry frorm the format list,

Current format:

Examples of how data is displayed using this format:

Mumber: 123,456,789.00
Currency: $123,456,789.00
Tirne: 11:25:53 Akd
Short date: 74142010

Long date:  Thursday, July 01, 2010

Custornize this format..

For additional formats, keyboards, and tools, go to the Microsoft website,

OF I Cancel Apply

Select the Formats or Regional Options tab.
If you are about to install NICE Perform eXpress,
a. Select English. Then click OK.

b. Continue with one of the following:

* Installing NICE Perform eXpress Software on page 34

* Running a Silent Installation on page 44

If you have completed the installation, then before you log in to NICE Perform eXpress,

a. Select you local language. Then Click OK.

b. Continue with Setting Language Preference on page 200.
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Setting Language Preference

Before beginning this procedure, confirm that the Regional Language on your machine is set to
your local language. For instructions, see Setting the Regional Language on page 199.

To use NICE Perform eXpress in your local language, the language must have the highest priority
in your Internet Options. Use the following procedure to select a language and set priority.

This procedure must be completed on the NICE Perform eXpress machine and on each
workstation that accesses the NICE Perform eXpress.

The language that has priority determines the language and format of your calendar and how dates
appear on your screen. If dates do not appear correctly, verify that the correct language has priority
in the Language Preference window using the following procedure.

To set Language Preferences in Internet Explorer:
1. Open Internet Explorer and select Tools > Internet Options.

The Internet Options window appears.

Internet Options ﬂ E

General |Security I Privacy I Content I Connections I Programs I Advanced I

Home page
/’ To create home page tabs, bype each address on its own line.
i http: fidbapp/nice ;I
E
Use current Use default | Use blank |

Browsing history

Delete temporary files, history, cookies, saved passwords,

1 and web Form information.
Delete. .. | Settings |
Search
::_'-;‘. Change search defaults, Settings |

Va

Tabs

Change how webpages are displayed in Settings |
| tabs.
Appearance

Colors | Languages I Fonts | Accessibility |

Languages A

OF | Cancel | Apply |
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2. Inthe Appearance section, click Languages.

The Language Preference window appears.

Language Preference E

~Language Preference

Add the languages vou use to read websites, listing in order of
preference, Only add the ones you need, as some characters can

The first lan guage be used to impersonate websites in other languages.
in the list has priority Language:
_> English {United States) [en-us] [Move up
Japanese [ja]
French (France) [fr] [Move down

German (Germany) [de]

i

Femave

Add...

Prefix and suffix options
" Do not add 'wesw' o the beginning of typed web addresses

Specify the suffix {for example .net) that should be added to
typed web addresses when you press Cerl + Shift + Enter,

Suffix: , I
[8]4 I Cancel |

3. If your local language does not appear in the list, do the following:
a. Click Add.
The Add Language window appears.

Language:
Afrikaans {South Africa) [af-Z4] -
Albanian {albania) [sq-AL]

Alsatian (France) [gsw-FR]
Amharic (Ethiopia) [am-ET]
Arabic {Algeria) [ar-DZ]
Arabic {Bahrain) [ar-BH]
Arabic (Egypt) [ar-EG]
Arabic {Iraq) [ar-1Q]
Arabic {Jordan) [ar-10]
Arabic (Kuwait) [ar-Kw]
Arabic {Lebanon) [ar-LE]
Arabic {Libya) [ar-L]
Arabic {Morocca) [ar-Ma]
Arabic (Oman) [ar-0M] LI

User defined: I

[8]4 I Cancel |

b. Select a language. Then click OK.
If more than one dialect appears for your language, select any of them.

The language is added to the list in the Language Preferences window.
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4. The Local language must be the first one in the list. To move a language to the top of the list,
select the language. Then click Move Up.

5. Click OK to close the Language Preferences window.
6. Click OK to close the Internet Options window.

7. This procedure must be repeated on each workstation that accesses the NICE Perform
eXpress.

8. Continue with First-Time Login and Licensing with Language Selection on page 203.
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First-Time Login and Licensing with Language Selection

In a NICE authentication environment, continue with First-Time Login with NICE
Authentication on page 203.

_Or-

InaWindows authentication (Active Directory) environment, continue with First-Time
Login with Windows Authentication (Active Directory) on page 205.

' NOTE: You can change your NICE Perform eXpress system from NICE Authentication
- to Windows Authentication, or back again, after initial log in. In this case, the procedure
varies slightly to accommodate existing users. See the Maintenance Guide for details.

First-Time Login with NICE Authentication

The first time you log in to NICE Perform eXpress you will use the default name, nice, and the
default password, nice. You will then do the following:

° Change the default password. Have prepared a new password and record it in a safe place.
Passwords are case-sensitive. Passwords are rated for their level of security.

e Activate your License key.
To create a different user for login, see Managing Users and Groups on page 105.

If you experience any problems opening NICE Perform eXpress, see Configuring Internet
Explorer for NICE Perform eXpress on page 210.

To log in to NICE Perform eXpress:

1. To open NICE Perform eXpress on the local machine, on the desktop, double-click the NICE
Perform eXpress icon.

_Or-

(from a remote server) Open an Internet Explorer window and enter the following URL:
http://ServerName/npx

Where ServerName is the name of the server where NICE Perform eXpress is installed.
Example: NICE Perform eXpress is installed on a server named serverl, the URL will be:
http://serverl/npx
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The NICE Perform eXpress Welcome window appears (in English).

Welcome to
NICE Perform eXpress

Copyright © 2010 NICE Systams Ltd. All Rights Reservad.

2. Log in as follows:

a.
b.

C.

In the Name field, enter nice.
In the Password field, enter nice.

Click Login.

The Change Password window appears.

3. Complete the Change Password window as follows:
a. Inthe Password field, enter nice.
b. Inthe New Password field, enter a new password. Passwords are case-sensitive.
c. Inthe Confirm New Password field, re-enter exactly the same New Password.
d. Click Change Password.
The NICE Perform eXpress Welcome window reappears.

Welcome to
NICE Perform eXpress

— -
MName:

Password: I M

Select Language v

Copyright @ 2005-2010 NICE Systems Ltd. All Rights
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4. Log in as follows:
a. Inthe Name field, enter nice.
b. Inthe Password field, enter your new password, defined in Step 3.
c. From the Select Language list, select the correct language.
d. Click Login.
NICE Perform eXpress opens in the correct language.

NICE Perform eXpress is installed with a default (Provisional) license that is valid for a
limited amount of time. The Licensing section displays the License Information and
Expiration Date.

5. If you have direct internet access from the NICE Perform eXpress machine, continue with
First-Time Licensing: Automatic Activation on page 60.

_Or_

If you do not have direct internet access from the NICE Perform eXpress machine, continue
with Manually Activating or Updating a License on page 62.

First-Time Login with Windows Authentication (Active Directory)

The default authentication mode for NICE Perform eXpress is NICE authentication. To log in to
NICE Perform eXpress for the first time using Windows Authentication, use the Security
Configuration Tool, as described below to switch authentication modes.

In the following procedure you do the following:

* Change from NICE authentication to Windows authentication. As part of this process
you will define a Superuser with administrative privileges who you will use for first-time
login.

e Activate your License key.

If you experience any problems opening NICE Perform eXpress, see Configuring Internet
Explorer for NICE Perform eXpress on page 210.

To switch to Windows authentication and log in:

1. Onthe NICE Perform eXpress machine, from the Start menu, select All Programs > NICE
Perform eXpress > Tools > Security Configuration Tool.
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The Security Configuration Tool appears.

'i- NICE Perform eXpress !EE
Security Configuration Tool
Selecting an Authentication Mode

authentication Mode: & NICE € Windows

User Settings

Default Password;

NICE Authentication Mode;

Users are configured in the User Administration application, where they are
assigned a user name and password. When changing to NICE authentication mode
from Windows authentication mode, users do not have a password, To enable
first-time login for these users, you assign a Default Password.

Status: Ready

Apply Exit

2. For Authentication Mode, select Windows.

The Security Configuration Tool changes to reflect the required information.

'i- NICE Perform eXpress !EE
Security Configuration Tool
Selecting an Authentication Mode

authentication Mode: € NICE & Windows

available Domains

Domain Narme Is Default |2
» COREAPPS |

test.com ezt 1)
* O i

~lUser Settings

Superuser Login: administrator

Superuser Domain: ICOREAPPE 'I

I™ apply default domain to existing users with no domain

Windows Authentication Mode:

The Windows login and domain of the NICE Superuser must be defined. also, you can
assign a default domain to new users and apply the default dornain to existing users
who have no domain assigned, Mote that only MetBIOS domain names are supported,
NICE Perform express users are autornatically logged in to NICE Perform eXpress.

Status: Ready

Apply Exit

3. Inthe Available Domains list, do the following:

a. Verify that all domains are listed. To add a domain, enter it’s name in an empty line. Only
NetBIOS domain names are supported.

b. Optional. Select one domain as the Default domain. All users who are created without a
domain will automatically be added to the default domain.
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4. Inthe User Settings area, do the following:

a. Enter the Windows user name for the Superuser Login. This must be a user with
Administrative privileges. The Superuser will not appear in the NICE Perform eXpress
User Administration or be seen by any other NICE Perform eXpress user.

b. Selecta Superuser domain for the Superuser. To add a domain to this list, add it to the
Available Domains list.

5. Optional. To automatically assign a domain to existing users who do not have a domain, select
Apply Default Domain.

6. Click Apply to change the authentication mode.
7. Click Exit to exit the tool.

You NICE Perform eXpress is now in Windows Authentication mode. Continue this procedure
for first-time login.

8. On the desktop, double-click the NICE Perform eXpress icon.

_Or_

(from a remote server) Open an Internet Explorer window and enter the following URL.:
http://ServerName/npx

Where ServerName is the name of the server where NICE Perform eXpress is installed.
Example: NICE Perform eXpress is installed on a server named server1, the URL will be:
http://serverl/npx
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NICE Perform eXpress opens in English.

Settings > Language Selection

= . il Ti .
NICE Perform eXpress MR Bl rocr superuser s AR WINIGE
System Management | Configuration | User Administration | Channel Monitor | Interactions | Audit Trail Help i

Language Selection

System Status | | System Settings

System Version

NICE Perform eXpress 3.0
Last Update 6/22/2010 12:28:45 PM

SNMP Settings

SNMP Trap Destination [ ] B
Community Name I:.:_\.l':lic _I
Licensing

License Information Activated

S/N:
Licensed to 200 recording channels

QM License Information Activated

Manual Activation / Update

1. Generate a License Information File (*.c2v) Generate

2. Upload the License Information File to ExtraNICE at:
htbre ffan IETR N

e avbranice rom  ETRAnlineTarvices /| iranca Activatinn /Danac /dafanlt acny

From the Settings menu, select Language Selection.

The Language Selection window appears.

Language Selection b4

| English (United Statesﬂ

Close

10. Select a language and click Close.

11.

The NICE Perform eXpress window is refreshed in the correct language.

NICE Perform eXpress is installed with a default (Provisional) license that is valid for
recording five channels for a three month period. The Licensing section displays the License
Information and Expiration Date.

If you have direct internet access from the NICE Perform eXpress machine, continue with
First-Time Licensing: Automatic Activation on page 60.

_Or_

If you do not have direct internet access from the NICE Perform eXpress machine, continue
with Manually Activating or Updating a License on page 62.
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Preparing a Workstation for NICE Perform
eXpress

There are three different workstation scenarios for NICE Perform eXpress users:
* A user (administrator) logs in to NICE Perform eXpress on the server where it is installed.

* A user (administrator) logs in to NICE Perform eXpress on a different machine connected to
the NICE Perform eXpress server.

* Anagent is recorded by NICE Perform eXpress and does not ever log in to NICE Perform
exXpress.

To prepare a workstation proceed as follows:

1. Inthe first two scenarios above, the workstation must be prepared according to Configuring
Internet Explorer for NICE Perform eXpress on page 210.

2. If you have a Quality Management (QM) license, the NICE Client installation must be run on
all machines where agent screens will be recorded or played back. This includes all three of
the above scenarios. See Quality Management: Client Installation for Screen Recording

on page 214.
Contents
Configuring Internet Explorer for NICE Perform eXpress ......cccccvvveveveeieeeeeeiieiicnnnns 210
Quality Management: Client Installation for Screen Recording .....cccccceeeevvviiiicnnnnns 214
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Configuring Internet Explorer for NICE Perform eXpress

The following procedure must be completed on any machine where a system user will log in to
NICE Perform eXpress. This includes the NICE Perform eXpress machine if you will be logging
in to NICE Perform eXpress from there.

Workstations where agent are recorded but do not log in to NICE Perform eXpress do not require
this procedure.

In this procedure you will do the following:

1. Add about:blank as a Trusted Site. This is required to activate buttons that appear in NICE
Perform eXpress message boxes. If the NICE Perform eXpress is installed on a Windows 2008
server, this was done as part of the setup.

2. Add the server where NICE Perform eXpress is installed to the Local Intranet Sites. The
server name added should be the host name or fully qualified domain name that will be used in
the URL to log in to NICE Perform eXpress.

To configure Internet Explorer for your workstation:

1. Inthe Internet Explorer, go to Tools > Internet Options, and click the Security tab.
2. Select Trusted Sites.
21l

General  Security | F'rivac:_l,ll Eontentl Eonnectionsl Programsl Advancedl
Select a'Web content zone to specify it security settings.
2 0 @
Interrnet Local intranet  JNMEEEESIEE  Festicted
sites

Trusted sites

Thiz zone contains ‘Web sites that pou s |
trugt not to damage your computer or
data. Mo sites are in this zone.

— Security level for thiz zone

Custom
Custom settings.
- To change the seftings, click Custom Level.
- To uge the recommended zettings, click Default Lewvel.

Custom Level... | Default Level |

QK I Cancel | Apply |

3. Click Sites.
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The Trusted Sites window appears.

You can add and remove Web sites from this zone, All Web sites
in this zone will use the zone's security settings,

Add this Web site to the zone:
Il dd

Web sites:

Femayve |

V¥ Require server verification (https:) for all sites in this zone

[8]4 I Cancel |

4. Clear the Require secure verification (https:) for all sites in this zone checkbox.

5. Inthe Add this Web site to the zone field, enter about:blank.

Trusted sites EHE

You can add and remove Web sites from this zone, All Web sites
in this zone will use the zone's security settings.

Add this Web site ko the zone:

I about:blank]

‘Weh sites:

http: S, google, co.il - Remove |
http: v, google, com —
http:fipageadz. googlesyndication, com

http: fi* .update, microsoft, com

https: fi* .update, microsoft, com
htto:/1*, windowsuodate, microsoft, com LI

™ Require server verification (https:) for all sites in this zone

Close |

6. Click Add.
The about:blank site appears in the Web sites area.

Trusted sites EHE

You can add and remove Web sites from this zone, All Web sites
in this zone will use the zone's security settings.

Add this Web site ko the zone:

Add
Remove |

SE RN wTa =R 1
https: fi* .update, microsoft, com
http: fi* windowsupdate, microsoft, com
http: fioca, microsoft,com

httos: ifoca, microsoft, com LI

™ Require server verification (https:) for all sites in this zone

Close |
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7. Click OK.

8. Onthe Security tab, select Local Intranet.

General  Security |Privacy I Content I Connections I Programs I Advanced I

Select a zone ko view or change security settings,
¢ ®« v O
Internet (R GENTEY  Trusted sites  Restricted .
sites Sites
Local intranet

Sites
This zone is for all websites that are ——I<—

found on your intranet.

—Security level for this zone

Allowed levels for this zone: Al
- Medium-low

_ _ - Appropriate For websites on your local network
{intranet)

- Most content will be run without prompting you
__|_|_ - Unsigned Activel controls will not be downloaded

- Same as Medium level without prompts

Custom level. .. Default level |

Reset all zones to default level |

OF I Cancel | Apply |

9. Click Sites.

10. In some versions of Internet Explorer, the following window appears. Click Advanced.

Local intranet =

| Use the settings below ko define which websites are included in
Sy the local intranet zone,

¥ Automatically detect intranet network:

¥ | Include &l local (intranet) sites not listed|in ather zones
¥ | Include &l sites that bypass the prosy: server
¥ | Include: all network paths (UNGs)

ywhat are intranet settingse __ Advanced | K I Cancel

The Local Intranet window appears.
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Local intranet =

"‘: You can add and remove websites from this zone, All websites in
this zone will use the zone's security settings.

Add this website to the zone:

| Add

Websites:
http: jf* extranice, com Remayve |
http: jf*.nice.com
https: jf* extranice, com
https: jfirm.nice.com

Clear
_>|_ Require server vetification (https: ) For all sites in this zone

11. Clear the Require secure verification (https:) for all sites in this zone checkbox.

12. In the Add this Web site to the zone field, enter the URL of the NICE Perform eXpress
server. Use the host name or fully qualified domain name that will be used in the URL to log in
to NICE Perform eXpress.

Example: http://NPXserver or http://NPXserver.nice
13. Click Add.

The URL of the NICE Perform eXpress server appears in the Web sites area.
14. Click OK.
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Quality Management: Client Installation for Screen
Recording

This section is applicable only with a Quality Management (QM) license, and only if screens are
being recorded.

Prerequisites

e The site must have a push deployment tool to deliver the NICE Perform eXpress Client
installation to each workstation.

*  Administrative privileges are required for the NICE Perform eXpress Client installation.
*  Write privileges are required to the ScreenAgent log folder for the ScreenAgent to save logs.

e NET Framework 2.0.

Before You Begin:

*  Verify the ScreenAgent machine hardware and software requirements. See NICE Perform
eXpress Pre-Installation Guide.

General Information:

*  The Client Installation is currently only for users in the QM environment.

¢ Run the Client Installation for users who need to record a screen, or for users who need to view
a screen recording.

* The NICE Perform eXpress Client installation supports both interactive installation and silent
installation (see relevant NICE Perform eXpress Installation Guide).

e Silent installation is recommended for deployment of large sites.

Client Installation Workflow

1. Download the Client installation files - see Accessing the Client Installation Files
on page 215
2. Select one of the following installation methods:
°* Running the Manual Installation on page 215
-Or-

* Running the Silent Installation on page 218

1 IMPORTANT
= The Client Installation cannot be run on a NICE Perform eXpress server!
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Accessing the Client Installation Files

To run the Client installation, you must first download the files from the NICE Software
Download Center to your computer.

To access the Client installation files:

1. From the NICE Software Download Center, copy and paste the Client Installation folder
to a folder on your hard drive. Do not paste the folder onto your Desktop!

2. From its location on your local hard drive, navigate to the folder ...\NPXClientInstall.
The NPXClientlInstall folder contains the following:
° NPXClientinstall.exe file.
* Silent Installation folder, which contains the following files:
e Params.config

* Readm.txt

Running the Manual Installation

The Manual installation method is used to install the Client installation manually, on each
workstation.

To run the manual Client Installation:

1. From its location on your local hard drive, navigate to the folder ...\NPXClientInstall.

2. Double-click the NPXClientinstall.exe file.

After a few moments the NICE Perform eXpress Client Installation window appears, then the
Welcome window appears.

B =[5

Welcome to NICE Perform eXpress Client
Installation v3.0 Setup Wizard

The Setup Wizard wil install NICE Perform eXpress Client
Installation v3.0 on your computer. To continug, click Next.

WARNING: This program is protected by copyright laws and
international treaties.

[ wet> |[ cocel |

3. Click Next.
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The License Agreement window appears.

NICE Perform eXpress Client Installation 0 P ] 4

License Agreement

@
Read the following important information before continuing. N I c E

Read the following License Agreement, You must accept the terms of this
agreement before continuing with the installation.

EMD-USER, LICEMSE AGREEMEMT
READ THE TERMS AMD CONDITIONS OF THIS LICEMSE AGREEMENT CAREFULLY EEFORE

OPENING THE PACKAGE (‘'THE PACKAGE") CONTAINING THE NICE PROPRIETARY
SOFTWARE.

THE PACKAGE ALSO INCLUDES SOFTWARE LICEMSED BY MICE FROM OME OR. MORE
SOFTWARE LICENSORS ("NICE'S SOFTWARE SUPPLIERS"). SUCH SOFTWARE PRODUCTS, AS
WELL AS ASSOCIATED MEDIA, PRINTED MATERIALS, AMD "ONLINE® OR ELECTROMIC
DOCUMENTATION ARE PROTECTED BY INTERMATIONAL INTELLECTUAL PROPERTY LAWS
AND TREATIES,

THE SOFTWARE IS LICEMSED, MOT SOLD. ALL RIGHTS RESERYED.

ALL OF THE FOREGOING PROPRIETARY SOFTWARE OF NICE ("MICE SOFTWARE") AND OF
NICE'S SOFTWARE SUPPLIERS I3 REFERRED TO HEREAFTER COLLECTIVELY AS THE

1 accept the licensing terms and conditions

4. Select | accept the licensing terms and conditions, then click Next.

* Ifyou are installing the Client Installation on a desktop (and not on a server), the
following NICE Perform eXpress Server Location window appears.

&” NICE Perform eXpress Client Installation i im] 5
NICE Perform eXpress Server Location @
Enter the NICE Perform express server location, N I c E
Hostname [ IP address:
MP3-Hyperi| o
| < Back | | MNexk = §| | Cancel |
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* Ifyou are installing the Client Installation on a server, the following NICE Perform
eXpress Server Location window appears.

& NICE Perform eXpress Client Installation i im] 5
NICE Perform eXpress Server Location @
Enter the NICE Perform express server location, N I c E

Hostname [ IP address:

MICE Perform eXpress #

Session conneckion mode:

() Full Desktop sessions

() Published/Remate Apps sessions

| < Back | [ Mext> | Canicel |

5. Inthe Hostname / IP address field, enter the name of the NICE Perform eXpress server.

6. If you are installing the Client Installation on a desktop (and not on a server), click Next then
continue with Step 9.

7. If you are installing the Client Installation on a server, in the Session connection mode
area, select one of the following connection modes:

* Full Desktop sessions
-or-
* Published/Remote Apps sessions
8. Click Next.

9. The Installation Process window appears.

B NICE Perform eXpress Client Installation 0 P ] 4
Installation Process @
Progress of installation process, N I c E
= Installing Prerequisites T |
* Installing NICE Screen Agent | 0% |
* Installing Codec Pack | 0% |
*  Configuring System | 0% |
Current Action:  Instaling Microsoft Visual C++ 2008 SP1 Remaining Time:  00:03:42
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The installation process takes a few minutes, then the Setup Wizard Completed window
appears.
B -0 x|

Setup Wizard Completed

The Setup Wizard has successfully installed NICE Perform eXpress
Client Installation v3.0. Before you can use the program, you
musk restart your computer,

(®) ¥es, T want to restart my computer now,

() Moy, T will restart my computer later,

Remaove any disks from their drives, and then click Finish ko
complete the setup,

10. If the Setup wizard prompts you to restart you computer, you must select Yes, | want to
restart my computer now.

11. Click Finish to complete the setup.
Running the Silent Installation

Use the Silent installation method to distribute the Client installation remotely, to many
workstations.

To run the silent Client installation:

1. Fromits location on your local hard drive, navigate to the folder ...\NPXClientInstall\Silent
Installation.

2. Using a text editor (such as Notepad), open the Params.config file.
3. Search for the string: NPX_SERVER_HOST.

4. In the value field, enter the Hostname or IP address of your NICE Perform eXpress server.

-loix

File Edit Format Wiew Help

<7xml version='"1l.0" encoding= UTF-8 7& ~{| Enter the NICE
<!——sample =ML file generated by WMLSpy w2007 sp2 Chttp:Awww, altova. com)--» Perform eXpress
<ParamsConfig xmlns="http://nice.com/SetupFramework /Packageconfig”

xmlns ixsi="http:Aeww. w3, org/2001XMLSchema-instance"> server Hosthame
<Paramss

<Param name="TARGETDIR" walue="%PROGEL
<Param name="MNPX_SERVER_HOST" walue
<Param name="TERMINAL_SERVER_TYPE"
</Params:
</ParamsConfigs>

BLCE SystemsywWPx Client” /> or IP address
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5. For Citrix servers only, search for TERMINAL_SERVER_TYPE, and enter one of the
following values to define a session connection mode:

* 0 - enter this for a Full Desktop session.
* 1 -enter this for a Published/Remote Apps session.
Note:

* A Published/Remote Apps session: Citrix Server Published Applications and Microsoft
RemoteApps enable a site administrator to publish a specific application to a group of
users. In this environment, when a remote user connects to Published Applications or
RemoteApps, a session is created and the published application runs inside the session.

* A Desktop session: A regular session where the user receives a session that contains his
entire desktop.

P Params.config - Notepad 10l =|
File Edit Format Wiew Help
<7xml wversion="1.0" encoding="UTF-8"7> -

<!--sample >ML Tile generated by MLSpy w2007 sp2 (http:/Awww.altova. com)-—-»
<ParamsConfig xmlns="http: /nice.com/SetupFramework /PackageConfig”

xmlns ixsi="http:Aeww. w3, org/2001XMLSchema-instance"> Enter a value to
<Paramss . .
<Param name="TARGETDIR" walue="%PROGRAMFILES¥MNICE SystemsiNPx Client"/» define a session
<Param name="NP¥_SERVER_HOST" walue="NPx- [ connection mode
<Param name="TERMINAL_SERVER_T¥PE" walue={'N"
</Params:

</ParamsConfigs>

Note: For Client Desktops, this value is not relevant.

6. Save the Params.config file, and verify that the latest file with your changes is in the same
folder as the NPXClientinstall.exe file.

7. Double-click the NPXClientinstall.exe file.

8. Restart the computer.
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Configuring ESM Storage

NICE Perform eXpress supports the following ESMs:

EMC Centera
Tivoli Storage Manager (TSM)

") IMPORTANT
= ESMs require a Remote Storage Path.
For the Remote Storage Path, verify the following:

The Remote Storage Path must be defined on a dedicated partition or on a network path.
The Remote Storage Path must be shared.

The permissions for the Remote Storage Path folder must be for the same user account
used for the NICE Perform eXpress installation.

Contents

Data Retention and Automatic Deletion for ESMs

EMC Centera Requirements

Configuring EMC Centera Storage

Configuring Tivoli Storage Manager Storage
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Data Retention and Automatic Deletion for ESMs

You can attach more than one NICE Perform eXpress system to the same partition. When the
partition reaches its full capacity, the oldest interactions are automatically deleted.

To determine how much storage is left at the configured storage path for all systems combined, see
the System Management application, System Status tab, and check the Storage area.

Enabling Retention

NICE Perform eXpress can be configured with or without data retention. Enabling retention
applies the following changes to storage retention:

*  The default number of days to store an interaction goes into effect.
*  The default number of days to extend retention is set.
* You can create Retention Rules to change the retention for specific groups and calls.

When retention is not enabled, interactions are stored on the Remote Storage Path until no space is
available. At this point, the oldest interactions are deleted first. Extended Retention is not available
in the Interactions application.
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EMC Centera Requirements

This section provides general guidelines for creating a PEA file.

It is recommended that the EMC Centera administrator completes the following requirements to
use NICE Perform eXpress with EMC Centera:

1. On the Centera server:
*  Create a user account for NICE Perform eXpress.

* By means of Virtual Pools, define partitions for NICE Perform eXpress and map access
permissions to these partitions. See What are Virtual Pools? on page 223.

2. Generate a PEA file for the NICE Perform eXpress account. See \What is a PEA File?
on page 224.

3. Put the PEA file on the NICE Perform eXpress machine.

4. On the NICE Perform eXpress machine, create a new environment variable named
CENTERA_PEA_LOCATION. The value of the environment variable specifies the location
of the PEA file.

f; TIP:
* To create Environmental Variables in Windows 2003:
a. Right-click My Computer, and select Properties.
b. Selectthe Advanced tab, and click Environmental Variables.
c. Inthe Environmental Variables window, click New.
* To create Environment Variables in Windows 2008:

a. From the Control Panel, select User Accounts. The User Accounts window
appears.

b. Inthe Tasks area, select Change my environment variables. The
Environment Variables window appears.

c. Click New.
* Variable name: CENTERA_PEA_LOCATION
° Variable value: <path of the PEA file> Example: C:\PEAFOLDER\MyPEA.pea

What are Virtual Pools?

Centera Star 3.0 and higher support Virtual Pools. The Virtual Pools feature adds data segregation
capability to a Centera cluster. Clips from one application can be protected from being accessed by
other applications using multiple pools. The administrator can determine the operations an
application can perform on each pool. Replication and Restore can now also be performed on a
subset of Clips by replicating only specific pools. Applications can query only the Clips within the
pool(s) that it can access. Using Virtual Pools, administrators can set pool quotas and use quota
alerts. In CentraStar 3.0, capacity reporting per pool represents the usage as seen by the customer,
and it complements the existing raw cluster capacity reports.
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What is a PEA File?

Application authentication requires an application to provide credentials to the server before a
connection can be established. The required credentials depend on the security protocol that is
used. The credentials and specific server capabilities are bound on the server side using application
profiles. The credential information will be stored on the client side, in a credential store. The Pool
Access Information (PAI) module acts as a front end to this store, hiding the actual implementation
from the application layer.

The Centera Software Developers Kit (SDK) uses the PAI module to retrieve the necessary
information for accessing a Centera cluster from the credential store. PAI modules are shared
libraries/DLLs that allow you to provide your own PAI module implementation. The default PAI
module is an EMC specific PAI module that uses an XML file to describe the pool access
information. This file is called the Pool Entry Authorization (PEA) file.
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Configuring EMC Centera Storage

Using EMC Centera with NICE Perform eXpress requires completing the prerequisites described
in EMC Centera Requirements on page 223.

The following parameters are required before you can begin the storage configuration. If you are
using a Central Administration definition, these parameters were already defined.

* At least one IP address to an access node on the primary Centera server

* (For Redundancy) At least one IP address to an access node on the secondary Centera server

Understanding Retention Rules

Retention Rules filter interactions according to specified criteria, such as selected groups or phone
numbers, and apply a Retention Period to these interactions. The order in which the rules are
created impacts the retention of the interaction. The first rule in the list applies to all the
interactions. The second rule applies to the interactions that remain, and so on. Make sure that you
plan all Retention Rules before proceeding.

For a list of all Retention Rule options, see the table in Step 15 on page 229.

As part of this procedure, if you have a Quality Management (QM) license, you can define Screen
recording and Quality Management (QM) rules.

To configure EMC Centera storage:

1. Verify that the EMC Centera requirements are implemented as described in EMC Centera
Requirements on page 223.

2. Click the Storage and Rules tab.
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Note: The Storage and Rules tab shown below is with EMC Centera options selected. Your
initial view might vary.

1 ) Telephony Environment || 2 ) €TI and Recording || 3 ) Channel Mapping | 4 > Storage and Rules

Appears ¥ Screen Recording Settings
only with a
QM license [ screen Recording Enabled

¥ Storage Settings

Select Storage Configuration: | Mew Configuration ﬁ
Starage Type ® o]
Storags Name: I

Primary 1P Address: :ﬂ 400 000 000 aoo

Mo records to display.

Zecondary IP Address: :ﬂ 400 000 000 aoo

Mo records to display.

Archiving Timeframe: @ Continuous

O Fram: l:l@'ru: I:l@
Remote Storage Path: :ﬂ l:l ?

Mo records to display.

Appears
only with a
QM license

[ archive Screen

Retention Settings

[¥] Retention Zettings Enabled ?

Default Retention Period (Days): 3,650

Retention Rules

+

Rule MName Retention Period Last Modified By
Mo recards to display.

Last Modification Time

If you do not have a QM license, or if you are not recording screens, continue with Step 5.

4. Torecord screens (a QM license is required), define a directory for storing screen recordings
as follows:

a. Inthe Screen Recording Settings section, select Screen Recording Enabled.

1 2 Telephony Environment 2 # CTI and Recording 3 2 Channel Mapping |4 > Storage and Rules |

¥ Screen Recording Settings
¥ Screen Recording Enabled
Screen Recording Path: F\Screens

Allocated Space: 2000

ME (Must be at least 1000 MB)

The Screen Recording Path and Allocated Space parameters appear.
In the Screen Recording Path enter the path of a valid local partition for screen storage.
IMPORTANT: The path must be a local partition; not a shared partition or a network drive.
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Example: F:\Screens

c. Inthe Allocated Space enter the size allocated for screen storage.

IMPORTANT: The storage path and space that you define cannot be changed!

Screen recording takes place only according to Quality Management rules. They will be
defined at the end of this procedure.

5. If you do not have a predefined Central Administration configuration, continue with Step 7.

6. To use a predefined Central Administration configuration, do the following:

a. Inthe Select Storage Configuration list select the name of the EMC Centera storage
definition. The Storage Configuration fields will be automatically filled. They are
read-only and cannot be modified.

b. Complete the remaining Storage Settings section as follows:

Storage Setting

Description

Note

Remote
Storage Path

Enter the storage path, and click #.

Defines the path where the data is saved
before it is moved to the Centera server.

IMPORTANT: Do not use the C, D, or E
partitions on the NICE Perform eXpress
machine. It is recommended to use a
network path.

Examples:

* \\npx\archive

¢ \\1.1.1.1\archive
Notes:

* If your storage policy supports it,
you can add more than one remote
storage path.

* You cannot add the same path twice.

This path must be defined
on a dedicated partition.

The permissions for the
Remote Storage Path
folder must be for the same
user account that was used
for the NICE Perform
eXpress installation.

The oldest data saved at the
Remote Storage Path
location is automatically
deleted as soon as no
storage space is detected.

Before defining the Remote
Storage Path, verify that
there is enough free space at
the Remote Storage Path
location.

Archive Screen

Appears only in a
QM environment

To archive screen recordings, select
Archive Screen. Then define the
Screen Retention Period.

If the retention for voice
recording is less than the
screen retention, screens
will be deleted when their
voice interaction is deleted.

c. Continue with Step 10.

7. For Storage Type, select EMC Centera.

The storage configuration options change to those required for the EMC Centera ESM.
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8. Inthe Storage Name field, enter a name for the storage configuration.

Example: Centera_NPeXpress

9. Complete the Storage Settings section as follows:

Storage Setting

Description

Note

Primary IP Address

Enter an IP address, and click .

Defines the access nodes on the primary
Centera server.

Define at least one IP
address. For internal
redundancy within the
server, you can define up to
four IP addresses.

Secondary IP

Enter an IP address, and click .

For internal redundancy

which archiving will take place daily.

Address within the server, you can
Defines the access nodes on a secondary |define up to four IP
Centera server in case NICE Perform addresses.
eXpress fails to connect to the primary
Centera server.

Archiving Select Continuous to archive at all

Timeframe times, or define the timeframe during

Remote Storage
Path

Enter the storage path, and click #.

Defines the path where the data is saved
before it is moved to the Centera server.

IMPORTANT: Do not use the C, D, or E
partitions on the NICE Perform eXpress
machine. It is recommended to use a
network path.

Examples:

* \\npx\archive

* \\l.1.1.1\archive
Notes:

e If your storage policy supports it,
you can add more than one remote
storage path.

* You cannot add the same path twice.

This path must be defined
on a dedicated partition.

The permissions for the
Remote Storage Path
folder must be for the same
user account that was used
for the NICE Perform
eXpress installation.

The oldest data saved at the
Remote Storage Path
location is automatically
deleted as soon as no
storage space is detected.

Before defining the Remote
Storage Path, verify that
there is enough free space at
the Remote Storage Path
location.

Archive Screen

Appears only in a QM
environment

To archive screen recordings, select
Archive Screen. Then define the
Screen Retention Period.

If the retention for voice
recording is less than the
screen retention, screens
will be deleted when their
voice interaction is deleted.
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11.

12.

13.

14.

15.
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If you are not enabling data retention, then in the Retention Settings section, clear the
Retention Settings Enabled checkbox and continue with Step 18.

IMPORTANT: When retention is not enabled, interactions are stored on the Remote Storage
Path until no space is available. At this point, oldest interactions are deleted first and Extended
Retention is not available in the Interactions application.

In the Default Retention Period (Days) field, enter the retention period that will apply to
interactions not affected by Retention Rules. (See Understanding Retention Rules
on page 225.) The maximum value is 10 years. (3,650 days).

In the Default Time Period to Extend Retention field, enter the default Extend Retention
period that appears in the Interactions application when extending the retention of an
interaction. The Extend Retention Period can be longer than the Default Retention Period. For
example, if the Default Retention Period is one year, and the Extend Retention Period is two
years, the total retention for the interaction is two years. See the Administrator’s Guide for
more information on Extend Retention.

If there is no need to apply a different Retention Period to specific interactions, continue with
Step 18 on page 231.

Plan all the Retention Rules for your site. The order in which you create the rules impacts the
retention of the interaction. The first rule in the list applies to all the interactions. The second
rule applies to the interactions that remain, and so on. See Understanding Retention Rules
on page 225.

For each Retention Rule, do the following:

a. Click Add #!. The Add Rule window appears.

Add Rule x

Rule Name:

Retention Period: l:l: Days

Filter

All Users
6044 Group
Groups: 5452 Group

Dialed Number:

Phone Number:

Call Direction: .
s frecten Dlncomlng

[ outgaing
O internal

Advanced Deletion

[ rermanently delete interactions and their zudio

Cancel Save
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Complete the Retention Rule definition as follows:

Rule Option |Description How to...
Rule Name |(Required field) Descriptive name of the |Enter the name.
rule. Example: 30 Day Retention -
Internal.
Retention (Required field) Retention period in days |Enter the retention value.
Period to store the interaction that meets the
criteria of the rule.
Groups Applies rule to interactions with the Select one or more groups.
selected groups. Use the Shift and Ctrl keys
to multi-select.
Dialed Applies rule to interactions with a specific |Enter the number.
Number incoming or outgoing number.
Phone Applies rule according to the phone Enter the number.
Number number of the customer associated with
the interaction. If the interaction is
internal, the phone number is the
destination of the interaction.
Call Applies rule according to direction. Select a direction.
Direction Possible directions are:
* Incoming
* Qutgoing
* Internal
Advanced Deletes the audio (and screen recordings) |Select Permanently delete
Deletion of the selected interactions and their interactions and their

interaction details. No reference to these
interactions are left in the system.

WARNING: When the Advanced
Deletion option is included in a Retention
Rule, these interactions can never be
played back again.

audio.

Click Save. The rule appears in the Retention Rules area.

Retention Settings

Retention Rules

Rule Name
30 Days

Default Retention Period (Days):

Default Time Period to Extend Retention:

[¥] Retention Settings Enabled #

3,650

A 4

Days

Retention Period
30

Last modified by
NICE, Superuser

Last Modification Time
24/08/2010 15:27:57
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d. Repeat Step 15 for each Retention Rule.

16. If a backup device is installed and configured, you can define backup in the Backup Settings
section as follows:

¥ Backup Settings
Use Backup Device:

Retention Period (Daysh: -

a. For Use Backup Device, select Yes.

b. Inthe Retention Period (Days) field, enter the retention period to keep data on the
backup media. The maximum value is 10 years. (3,650 days). When the retention period is
in effect, you cannot overwrite the data on the backup media.

17. In a QM environment, proceed to Defining Screen Recording and Quality Management
(QM).

18. (Optional) Click Save to save the storage settings definition. The definition appears in the
Select Storage Configuration drop-down list.

WARNING

Clicking Apply interrupts recording, resulting in a loss of data! Only click Apply when you have
determined that your system is not currently recording.

19. Do one of the following:

* Save  Savesdata entered on this tab. Does not make it active in the system.
IMPORTANT! You must click Apply to activate changes in the system.
* Apply Savesand activates changes in the system.

Interrupts recording in an active system if changes are made in any of the
following sections:

* Screen Recordings Settings
* Backup Settings

In an active system, if changes were made in the following sections, recording
will not be interrupted:

° Storage Settings (Storage services restart; recording is not
interrupted)

* Quality Management Settings

Note that when you click Apply, all changes from all tabs are applied. One of
the sections can cause recording to be interrupted, even if the change is not on
the current tab.

In a Mixed Environment, when recording is interrupted, it is interrupted on
both environments.
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e Done Appearsonly during first-time configuration. In a Mixed Environment, appears
only when defining the first environment.

Saves data entered on this tab and applies all changes from all tabs in your
system, enabling recording to begin.

After clicking Done, the User Administration opens so that you can begin
adding Users to your system.
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Configuring Tivoli Storage Manager Storage

Use the following list to prepare for configuring Tivoli Storage Manager (TSM) storage.
° The TSM Administrator completes the following:
*  Onthe TSM server, defines TSM file space by means of the TSM Server Administrator.

* On the NICE Perform eXpress machine, installs and configures the TSM client
(version 5.5).

* The NICE Perform eXpress Installer verifies that the TSM Server and Client are properly
functioning at the site.

»  Specifically for TSM, have the following ready (If you are using a Central Administration
definition, these parameters were already defined):

e Path to the directory of the TSM client installation
e Path to the TSM client user option file

*  Path to the error log of the TSM client

e Path to the TSM client configuration file

*  Administrator username for the TSM server

e Administrator password for the TSM server

e Username for the TSM client

e Password for the TSM client

Understanding Retention Rules

Retention Rules filter interactions according to specified criteria, such as selected groups or phone
numbers, and apply a Retention Period to these interactions. The order in which the rules are
created impacts the retention of the interaction. The first rule in the list applies to all the
interactions. The second rule applies to the interactions that remain, and so on. Make sure that you
plan all Retention Rules before proceeding.

For a list of all Retention Rule options, see the table in Step 15 on page 229.

To configure TSM:
1. Verify that the TSM Administrator did the following:
* Onthe TSM server, defined TSM file space by means of the TSM Server Administrator.

* On the NICE Perform eXpress machine, installed and configured the TSM client
(version 5.5).

2. Verify that the TSM Server and Client are properly functioning at the site.
3. Click the Storage and Rules tab.
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Note: The Storage and Rules tab shown is with TSM options selected. Initial view might vary.

i J Telephony Environment 2 J CT1 and Recording 3 J Channel Mapping ‘4 > Storage and Rules ‘

Appears ¥ Screen Recording Settings
only with a
QM ”Cense [ screen Recording Enabled

¥ Storage Settings

Select Storage Configuration: |New Configuration ﬂ

Starage Type o] @ o}

Storage Name: 1

DSMI Dir Path: C:\Program Files\TivalNTSMYWAWE Adrninistrator I—
Username:

DSMI Canfig Path: C\Pragram FileshTivoliNTSMyY

Adrministrator Password: I
Client Node Username: I
Client Node Password: I

DEMI Log Path: CiWProgram FilesiTivolNTSMWAE
Configuratian File Path: |C:\Program FilesiTivaliNTSMYE

Archiving Timeframe: &) Continuous

OFfrom: 1555 & Tar 1555 |©

Remote Storage Path: :ﬂ l:l ?

Mo recards to display.

Appears —
only with a
QM license

[ archive Screen

Retention Settings

[+ retention Settings Enabled ?

Default Retention Period {Days): 3,650

Mo records to display.

Rule Name Retention Period Last Modified By Last Modification Time

If you do not have a QM license, or if you are not recording screens, continue with Step

6.

To record screens (a QM license is required), define a directory for storing screen recordings

as follows:

a. Inthe Screen Recording Settings section, select Screen Recording Enabled.

1 2 Telephony Environment 2 # CTI and Recording 3 2 Channel Mapping |4 > Storage and Rules |

¥ Screen Recording Settings

¥ Screen Recording Enabled

Screen Recording Path: F\Screens

Allocated Space: 2,000 ME (Must be at least 1000 MB)

The Screen Recording Path and Allocated Space parameters appeatr.

In the Screen Recording Path enter the path of a valid local partition for screen storage.

IMPORTANT: The path must be a local partition; not a shared partition or network drive.

Example: F:\Screens
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c. Inthe Allocated Space enter the size allocated for screen storage.
IMPORTANT: The storage path and space that you define cannot be changed!

Screen recording takes place only according to Quality Management rules. They will be
defined at the end of this procedure.

6. If you do not have a predefined Central Administration configuration, continue with Step 6.
7. To use a predefined Central Administration configuration, do the following:

a. Inthe Select Storage Configuration list select the name of the TSM storage definition.
The Storage Configuration fields will be automatically filled. They are read-only and
cannot be modified.

b. Complete the remaining Storage Settings section as follows:

Storage Setting [Description Notes
Remote Storage |gnpter the storage path, and click #. This path must be defined on a
Path ) _|dedicated partition.

Defines the path where the data is o

saved before it is moved to the The permissions for the

must be for the same user
IMPORTANT: Do not use the C, D, |account that was used for the

or E partitions on the NICE Perform |\ icE Perform eXpress
eXpress machine. Itis recommended |installation.

to use a network path.
The oldest data saved at the

Examples: Remote Storage Path
- \\npx\archive location is automatically
) deleted as soon as no storage
¢ \l.1.1.1\archive space is detected.
Notes: Before defining the Remote

« If your storage policy supports |Storage Path, verify that

it, you can add more than one there is enough free space at
remote storage path. the Remote Storage Path

location.
* You cannot add the same path

twice.

Archive Screen |To archive screen recordings, select |If the retention for voice
Appears only in a QM |Archive Screen. Then define the  |recording is less than the
environment Screen Retention Period. screen retention, screens will
be deleted when their voice
interaction is deleted.

c. Continue with Step 11.

Appendix G: Configuring ESM Storage 235

I NICE Perform eXpress Installation Guide Release 3.0: Avaya DMCC TSAPI Active VolIP (Rev. Al)



Configuring Tivoli Storage Manager Storage l

8. For Storage Type, select TSM.

10.

NOTE: The TSM option appears only after installing the Tivoli client on the NICE
Perform eXpress machine.

The storage configuration options change to those required for the TSM.

In the Storage Name field, enter a name for the storage configuration.
Example: TSM_NPeXpress

Complete the Storage Settings section as follows:

Storage Setting

Description

Notes

DSMI Dir Path

Path to the directory of the TSM client
installation.

DSMI Config Path

Path to the TSM client user option file.

DSMI Log Path

Path to the error log of the TSM client.

Configuration File
Path

Path to the TSM client configuration
file.

Administrator
Username

Administrator login to the TSM server.

Administrator

Administrator password to the TSM

Password Server.

Client Node Login to the TSM client.
Username

Client Node Password for the TSM client.
Password

Archiving Timeframe

Select Continuous to archive at all
times, or select a timeframe for
archiving to take place at the specified
time every day.
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Storage Setting Description Notes
Remote Storage Enter the storage path, and click #, | This path must be defined
Path on a dedicated partition.

Defines the path where the data is saved

before it is moved to the Centera server.| The permissions for the
Remote Storage Path

partitions on the NICE Perform eXpress | ,ser account that was used
machine. It is recommended to use a  |for the NICE Perform

network path. eXpress installation.

Examples: The oldest data saved at the

* \\npx\archive Remote Storage Path
location is automatically

* \\1.1.1.1\archive deleted as soon as no

Notes: storage space is detected.

« If your storage policy supports it, |Before defining the
you can add more than one remote |Reémote Storage Path,

storage path. verify that there is enough
free space at the Remote
* You cannot add the same path Storage Path location.
twice.
Archive Screen To archive screen recordings, select If the retention for voice
Appears only in a QM Archive Screen. Then define the recording is less than the
environment Screen Retention Period. screen retention, screens

will be deleted when their
voice interaction is deleted.

11. If you are not enabling data retention, then in the Retention Settings section, clear the
Retention Settings Enabled checkbox, and continue to Step 18.

IMPORTANT: When retention is not enabled, interactions are stored on the Remote Storage
Path until no space is available. At this point, oldest interactions are deleted and Extended
Retention is not available in the Interactions application.

12. In the Default Retention Period (Days) field, enter the retention period that will apply to
interactions not affected by Retention Rules. (See Understanding Retention Rules
on page 233.) The maximum value is 10 years. (3,650 days).

13. In the Default Time Period to Extend Retention field, enter the default Extend Retention
period that appears in the Interactions application when extending the retention of an
interaction. The Extend Retention Period can be longer than the Default Retention Period. For
example, if the Default Retention Period is one year, and the Extend Retention Period is two
years, the total retention for the interaction is two years. See the Administrator’s Guide for
more information on Extend Retention.

14. If there is no need to apply a different Retention Period to specific interactions, continue with
Step 18 on page 231.

Appendix G: Configuring ESM Storage 237

I NICE Perform eXpress Installation Guide Release 3.0: Avaya DMCC TSAPI Active VolIP (Rev. Al)



Configuring Tivoli Storage Manager Storage l

15. Plan all the Retention Rules for your site. The order in which you create the rules impacts the
retention of the interaction. The first rule in the list applies to all the interactions. The second
rule applies to the interactions that remain, and so on. See Understanding Retention Rules
on page 233.

16. For each Retention Rule, do the following:

a. Click Add . The Add Rule window appears.

Add Rule x

Rule MNarme:

Retention Period: I:I: Days

Filter

All Users
6044 Group
Groups: 6492 Group

Dialed Number:

Phone Number:

Call Direction: O tncoming

Doutgoing
internal

Advanced Deletion

DPermanentIv delete interactions and their audio

Cancel Save

b. Complete the Retention Rule definition as follows:

Rule Option [Description How to...

Rule Name |(Required field) Descriptive name of the |Enter the name.
rule. Example: 30 Day Retention -
Internal.

Retention (Required field) Retention period in days |Enter the retention value.
Period to store the interaction that meets the
criteria of the rule.

Groups Filters according to the selected groups. |Select a group. To select
more than one group, press
the Shift or Ctrl key while

selecting.
Dialed Filters the interactions by a specific Enter the number.
Number incoming or outgoing number.
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Rule Option

Description

How to...

Phone
Number

Filters the interactions according to the
phone number of the customer associated
with the call. If the call is internal, the
phone number is the destination of the
call.

Enter the number.

Call
Direction

Filters the interactions according to
direction. Possible directions are:

* Incoming
* OQutgoing

* Internal

Select a direction.

Advanced
Deletion

Deletes the audio (and screen recordings)
of the filtered interactions and their
interaction details. No reference to these
interactions are left in the system.

Warning: When the Advanced Deletion
option is included in a Retention Rule,
these interactions can never be played
back again.

Select Permanently delete
interactions and their
audio.

c. Click Save. The rule appears in the Retention Rules area.

Retention Settings

Rule Name
30 Days

[¥] Retention Settings Enabled 7

Default Retention Period (Days): 3,650
Default Time Period to Extend Retention:

Retention Rules

@ a

Days

Retention Period Last modified by Last Modification Time

# X

&

30 NICE, Superuser 24/08/2010 15:27:57 4—_

d. Repeat Step 15

for each Retention Rule.

17. If a backup device is installed and configured, you can define backup in the Backup Settings

section as follows:

¥ Backup Settings
Use Backup Device:

Retention Period {Days):

a. For Use Backup Device, select Yes.

b. Inthe Retention Period (Days) field, enter the retention period to keep data on the
backup media. The maximum value is 10 years. (3,650 days). When the retention period is
in effect, you cannot overwrite the data on the backup media.
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18. In a QM environment, proceed to Defining Screen Recording and Quality Management
(QM).

19. (Optional) Click Save to save the storage settings definition. The definition appears in the
Select Storage Configuration drop-down list.

WARNING

Clicking Apply interrupts recording, resulting in a loss of data! Only click Apply when you have
determined that your system is not currently recording.

20. Do one of the following:

* Save  Saves data entered on this tab. Does not make it active in the system.
IMPORTANT! You must click Apply to activate changes in the system.
* Apply Savesand activates changes in the system.

Interrupts recording in an active system if changes are made in any of the
following sections:

* Screen Recordings Settings
* Backup Settings

In an active system, if changes were made in the following sections, recording
will not be interrupted:

° Storage Settings (Storage services restart; recording is not
interrupted)

* Quality Management Settings

Note that when you click Apply, all changes from all tabs are applied. One of
the sections can cause recording to be interrupted, even if the change is not on
the current tab.

In a Mixed Environment, when recording is interrupted, it is interrupted on
both environments.

e Done Appearsonly during first-time configuration. In a Mixed Environment, appears
only when defining the first environment.

Saves data entered on this tab and applies all changes from all tabs in your
system, enabling recording to begin.

After clicking Done, the User Administration opens so that you can begin
adding Users to your system.
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